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Appendix A (U) Federal Statutes 



A-1 (U) Title 8, U.S. Code, Sections 1101-1537; 1101(a)(15)(S), 1157(a)-(c), 1158, 
1182(a)(3), 1182(d)(5), 1521, and 1531-1537; The Immigration and Naturalization Act 



Subchapter l-General Provisions 

Section 1101. (U) Definitions 

(a) (U) As used in this chapter- 
CIS) The term "immigrant" means every alien except an alien who is within one of the following 
classes of nonimmigrant aliens- 

(U) """"jESJl subject to section 1 1 84(k) of this title, an alien— 

(i) who the Attorney General determines- 

(I) is in possession of critical reliable information concerning a criminal organization or 
enterprise; 

(II) is willing to supply or has supplied such information to Federal or State law 
enforcement authorities or a Federal or State court; and 

(III) whose presence in the United States the Attorney General determines is essential 
to the success of an authorized criminal investigation or the successful prosecution of an individual involved 
in the criminal organization or enterprise; or 

(ii) who the Secretary of State and the Attorney General jointly determine- 

(I) is in possession of critical reliable information concerning a terrorist organization, 
enterprise, or operation; 

(II) is willing to supply or has supplied such information to Federal law enforcement 
authorities or a Federal court; 

(III) will be or has been placed in danger as a result of providing such information; and 

(IV) is eligible to receive a reward under section 2708(a) of Title 22, 

and, if the Attorney General (or with respect to clause (ii), the Secretary of State and the Attorney General 
jointly) considers it to be appropriate, the spouse, married and unmarried sons and daughters, and parents 
of an alien described in clause (i) or (ii) if accompanying, or following to join, the alien. 

Subchapter II — (U) Immigration 
Part l--(U) Selection System 



Section 1157. (U) Annual admission of refugees and admission of emergency 
situation refugees 
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(a) (U) Maximum number of admissions; increases for humanitarian concerns; allocations 

(1) Except as provided in subsection (b) of this section, the number of refugees who may be 
admitted under this section in fiscal year 1 980, 1 981 , or 1 982, may not exceed fifty thousand unless the 
President determines, before the beginning of the fiscal year and after appropriate consultation (as defined 
in subsection (e) of this section), that admission of a specific number of refugees in excess of such number 
is justified by humanitarian concerns or is otherwise in the national interest. 

(2) Except as provided in subsection (b) of this section, the number of refugees who may be 
admitted under this section in any fiscal year after fiscal year 1982 shall be such number as the President 
determines, before the beginning of the fiscal year and after appropriate consultation, is justified by 
humanitarian concerns or is otherwise in the national interest. 

(3) Admissions under this subsection shall be allocated among refugees of special humanitarian 
concern to the United States in accordance with a determination made by the President after appropriate 
consultation. 

(4) In the determination made under this subsection for each fiscal year (beginning with fiscal 
year 1992), the President shall enumerate, with the respective number of refugees so determined, the 
number of aliens who were granted asylum in the previous year. 

(5) For any fiscal year, not more than a total of 1,000 refugees may be admitted under this subsection or 
granted asylum under section 1 1 58 of this title pursuant to a determination under the third sentence of 
section 1101(a)(42) of this title (relating to persecution for resistance to coercive population control 
methods). 

(b) (U) Determinations by President respecting number of admissions for humanitarian concerns 
If the President determines, after appropriate consultation, that (1) an unforseen emergency 

refugee situation exists, (2) the admission of certain refugees in response to the emergency refugee 
situation is justified by grave humanitarian concerns or is otherwise in the national interest, and (3) the 
admission to the United States of these refugees cannot be accomplished under subsection (a) of this 
section, the President may fix a number of refugees to be admitted to the United States during the 
succeeding period (not to exceed twelve months) in response to the emergency refugee situation and such 
admissions shall be allocated among refugees of special humanitarian concern to the United States in 
accordance with a determination made by the President after the appropriate consultation provided under 
this subsection. 

(c) (U) Admission by Attorney General of refugees; criteria; admission status of spouse or child; 
applicability of other statutory child 

(1) Subject to the numerical limitations established pursuant to subsections (a) and (b) of this 
section, the Attorney General may, in the Attorney General's discretion and pursuant to such regulations as 
the Attorney General may prescribe, admit any refugee who is not firmly resettled in any foreign country, is 
determined to be of special humanitarian concern to the United States, and is admissible (except as 
otherwise provided under paragraph (3)) as an immigrant under this chapter. 

(2) A spouse or child (as defined in section 1101(b)(1)(A), (B), (C), (D), or (E) of this title) of any 
refugee who qualifies for admission under paragraph (1) shall, if not otherwise entitled to admission under 
paragraph (1 ) and if not a person described in the second sentence of section 1 1 01 (a)(42) of this title, be 
entitled to the same admission status as such refugee if accompanying, or following to join, such refugee 
and if the spouse or child is admissible (except as otherwise provided under paragraph (3)) as an immigrant 
under this chapter. Upon the spouse's or child's admission to the United States, such admission shall be 
charged against the numerical limitation established in accordance with the appropriate subsection under 
which the refugee's admission is charged. 

(3) The provisions of paragraphs (4), (5), and (7)(A) of section 1182(a) of this title shall not be 
applicable to any alien seeking admission to the United States under this subsection, and the Attorney 
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General may waive any other provision of such section (other than paragraph l(2)(C) or subparagraph (A), 
(B), (C), or (E) of paragraph (3)) with respect to such an alien for humanitarian purposes, to assure family 
unity, or when it is otherwise in the public interest. Any such waiver by the Attorney General shall be in 
writing and shall be granted only on an individual basis following an investigation. The Attorney General 
shall provide for the annual reporting to Congress of the number of waivers granted under this paragraph in 
the previous year and a summary of the reasons for granting such waivers. 

(4) The refugee status of any alien (and of the spouse or child of the alien) may be terminated by 
the Attorney General pursuant to such regulations as the Attorney General may prescribe if the Attorney 
General determines that the alien was not in fact a refugee within the meaning of section 1101 (a) (42) of this 
title at the time of the alien's admission. 



Section 1158. (U) Asylum 

(a) (U) Authority to apply for asylum 

(1) In general 

Any alien who is physically present in the United States or who arrives in the United States 
(whether or not at a designated port of arrival and including an alien who is brought to the United States 
after having been interdicted in international or United States waters), irrespective of such alien's status, 
may apply for asylum in accordance with this section or, where applicable, 1225(b) of this title. 

(2) Exceptions 

(A) Safe third country 
Paragraph (1) shall not apply to an alien if the Attorney General determines that the alien 
may be removed, pursuant to a bilateral or multilateral agreement, to a country (other than the country of 
the alien's nationality or, in the case of an alien having no nationality, the country of the alien's last habitual 
residence) in which the alien's life or freedom would not be threatened on account of race, religion, 
nationality, membership in a particular social group, or political opinion, and where the alien would have 
access to a full and fair procedure for determining a claim to asylum or equivalent temporary protection, 
unless the Attorney General finds that it is in the public interest for the alien to receive asylum in the United 
States. 

(B) Time limit 

Subject to subparagraph (D), paragraph (1) shall not apply to an alien unless the alien 
demonstrates by clear and convincing evidence that the application has been filed within 1 year after the 
date of the alien's arrival in the United States. 

(C) Previous asylum applications 

Subject to subparagraph (D), paragraph (1) shall not apply to an alien if the alien has 
previously applied for asylum and had such application denied. 

(D) Changed circumstances 

An application for asylum of an alien may be considered, notwithstanding subparagraphs (B) 
and (C), if the alien demonstrates to the satisfaction of the Attorney General either the existence of changed 
circumstances which materially affect the applicant's eligibility for asylum or extraordinary; circumstances 
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relating to the delay in filing an application within the period specific in subparagraph (B). 

(3) Limitation on judicial review 

No court shall have jurisdiction to review any determination of the Attorney General under 
paragraph (2) 

(b) (U) Conditions for granting asylum 

(1) In general the Attorney General may grant asylum to an alien who has applied for asylum in 
accordance with the requirements and procedures established by the Attorney General 
under this section if the Attorney General determines that such alien is a refugee within the 
meaning of section 1 1 01 (a)(42)(A) of this title. 

(2) Exceptions 

(A) In general 

Paragraph (1) shall not apply to an alien if the Attorney General determines that— 

(i) the alien ordered, incited, assisted, or otherwise participated in the persecution of any 
person on account of race, religion, nationality, membership in a particular social group, or political opinion; 

(ii) the alien, having been convicted by a final judgment of a particularly serious crime, 
constitutes a danger to the community of the United States; 

(iii) there are serious reasons for believing that the alien has committed a serious 
nonpolitical crime outside the United States prior to the arrival of the alien in the United States; 

(iv) there are reasonable grounds for regarding the alien as a danger to the security of the 
United States; 

(v) the alien is inadmissible under subclause (I), (II), (III), or (IV) of section 1182(a)(3)(B)(i) 
of this title or removable under section 1227(a)(4)(B) of this title (relating to terrorist activity), unless, in the 
case only of an alien inadmissible under subclause (IV) of section 1 182(a)(3)(B)(9i) of this title, the Attorney 
General determines, in the Attorney General's discretion, that there are not reasonable grounds for 
regarding the alien as a danger to the security of the United States; or 

(vi) the alien was firmly resettled in another country prior to arriving in the United States. 

(B) Special rules 

(i) Conviction of aggravated felony 

For purposes of clause (ii) of subparagraph (A), an alien who has been convicted of an 
aggravated felony shall be considered to have been convicted of a particularly serious crime. 

(ii) Offenses 

The Attorney General may designate by regulation offenses that will be considered to be a 
crime described in clause (ii) or (iii) of subparagraph (A). 

(C) Additional limitations 

The Attorney General may by regulation establish additional limitations and conditions, 
consistent with this section, under which an alien shall be ineligible for asylum under paragraph (1). 

(D) No judicial review 

There shall be no judicial review of a determination of the Attorney General under 
subparagraph (A)(v). 

(3) Treatment of spouse and children 

A spouse or child (as defined in section 1101(b)(1)(A), (B), (C), (D), or (E) of this title) of an alien 
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who is granted asylum under this subsection may, if not otherwise eligible for asylum ;under this section, be 
granted the same status as the alien if accompanying, or following to join, such alien. 

(c) (U) Asylum status 

(1) In general 

In the case of an alien granted asylum under subsection (b) of this section, the Attorney 
General- 

(A) shall not remove or return the alien to the alien's country of nationality or, in the case of a 
person having no nationality, the country of the alien's last habitual residence; 

(B) shall authorize the alien to engage in employment in the United States and provide the 
alien with appropriate endorsement of that authorization; and 

(C) may allow the alien to travel abroad with the prior consent of the Attorney General. 

(2) Termination of asylum 

Asylum granted under subsection (b) of this section does not convey a right to remain 
permanently in the United States, and may be terminated if the Attorney General determines that— 

(A) the alien no longer meets the conditions described in subsection (b)(1) of this section 
owing to a fundamental change in circumstances; 

(B) the alien meets a condition described in subsection (b)(2) of this section; 

(C) the alien may be removed, pursuant to a bilateral or multilateral agreement, to a country 
(other than the country of the alien's nationality or, in the case of an alien having no nationality, the country 
of the alien's last habitual residence) in which the alien's life or freedom would not be threatened on account 
of race, religion, nationality, membership in a particular social group, or political opinion, and where the 
alien is eligible to receive asylum or equivalent temporary protection; 

(D) the alien has voluntarily availed himself or herself of the protection of the alien's country of 
nationality or, in the case of an alien having no nationality, the alien's country of last habitual residence, by 
returning to such country with permanent resident status or the reasonable possibility of obtaining such 
status with the same rights and obligations pertaining to other permanent residents of that country; or 

(E) the alien has acquired a new nationality and enjoys the protection of the country of his or 
her new nationality. 

(3) Removal when asylum is terminated 

An alien described in paragraph (2) is subject to any applicable grounds of inadmissibility or 
deportability under section 1182(a) and 1227(a) of this title, and the alien's removal or return shall be 
directed by the Attorney General in accordance with sections1229a and 1231 of this title. 

(d) (U) Asylum procedure 

(1) Applications 

The Attorney General shall establish a procedure for the consideration of asylum applications 
filed under subsection (a) of this section. The Attorney General may require applicants to submit 
fingerprints and a photograph at such time and in such manner to be determined by regulation by the 
Attorney General. 

(2) Employment 

An applicant for asylum is not entitled to employment authorization, but such authorization may 
be provided under regulation by the Attorney General. An applicant who is not otherwise eligible for 
employment authorization shall not be granted such authorization prior to 1 80 days after the date of filing of 
the application for asylum. 

(3) Fees 

The Attorney General may impose fees for the consideration of an application for asylum, for 
employment authorization under this section, and for adjustment of status under section 1159(b) of this title. 
Such fees shall not exceed the Attorney general's costs in adjudicating the applications. The Attorney 
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General may provide for the assessment and payment of such fees over a period of time or by installments. 
Nothing in this paragraph shall be construed to require the Attorney General to charge fees for adjudication 
services provided to asylum applicants, or to limit the authority of the Attorney General to set adjudication 
and naturalization fees in accordance with section 1356(m) of this title. 

(4) Notice of privilege of counsel and consequences of frivolous application 
At the time of filing an application for asylum, the Attorney General shall— 

(A) advise the alien of the privilege of being represented by counsel and of the 
consequences, under paragraph (6), of knowingly filing a frivolous application for asylum; and 

(B) provide the alien a list of persons (updated not less often than quarterly) who have 
indicated their availability to represent aliens in asylum proceedings on a pro bono basis. 

(5) Consideration of asylum applications 

(A) Procedures 

The procedure established under paragraph (1) shall provide that— 

(i) asylum cannot be granted until the identity of the applicant has been checked against 
all appropriate records or databases maintained by the Attorney General and by the Secretary of State, 
including the Automated Visa Lookout System, to determine any; ground on which the alien may be 
inadmissible to or deportable from the United States, or ineligible to apply for or be granted asylum; 

(ii) in the absence of exceptional circumstances, the initial interview or hearing on the 
asylum application shall commence not later than 45 days after the date an application is filed; 

(iii) in the absence of exceptional circumstances, final administrative adjudication of the 
asylum application, not including administrative appeal, shall be completed within 180 days after the date 
an application is filed; 

(iv) any administrative appeal shall be filed within 30 days of a decision granting or denying 
asylum, or within 30 days of the completion of removal proceedings before an immigration judge under 
section 1229a of this title, whichever is later; and 

(v) in the case of an applicant for asylum who fails without prior authorization or in the 
absence of exceptional circumstances to appear for an interview or hearing, including a hearing under 
section 1229a of this title, the application may be dismissed or the applicant may be otherwise sanctioned 
for such failure. 

(B) Additional regulatory conditions 

The Attorney General may provide by regulation for any other conditions or limitations on the 
consideration of an application for asylum not inconsistent with this chapter. 

(6) Frivolous applications 

If the Attorney General determines that an alien has knowingly made a frivolous application for 
asylum and the alien has received the notice under paragraph (4) (A), the alien shall be permanently 
ineligible for any benefits under this chapter, effective as of the date of a final determination on such 
application.) 

(7) No private right of action 

Nothing in this subsection shall be construed to create any substantive or procedural right or 
benefit that is legally enforceable by any party against the United States or its agencies or officers or any 
other person. 
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Subchapter ll-lmmigration 

Part ll-Admission Qualifications for Aliens; 

Travel Control of Citizens and Aliens 



Section 1182. (U) Inadmissible aliens 

(a) (U) Classes of aliens ineligible for visas or admission 

Except as otherwise provided in this Act, aliens who are inadmissible under the following 
paragraphs are ineligible to receive visas and ineligible to be admitted to the United States: 

(3) (U) Security and Related grounds 

(A) In general 

Any alien who a consular officer or the Attorney General knows, or has reasonable ground to 
believe, seeks to enter the United States to engage solely, principally, or incidentally in- 

(i) any activity (I) to violate any law of the United States relating to espionage or sabotage 
or (II) to violate or evade any law prohibiting the export from the United States of goods, technology, or 
sensitive information, 

(ii) any other unlawful activity, or 

(iii) any activity a purpose of which is the opposition to, or the control or overthrow of, the 
Government of the United States by force, violence, or other unlawful means 
is inadmissible. 

(B) Terrorist activities— 
(i) In general 

Any alien who- 

(I) has engaged in a terrorist activity, 

(II) a consular officer or the Attorney General knows, or has reasonable ground to 
believe, is engaged in or is likely to engage after entry in any terrorist activity (as defined in clause (iii)), 

(III) has, under circumstances indicating an intention to cause death or serious bodily 
harm, incited terrorist activity; 

(IV) is a representative (as defined in clause (iv)) of a foreign terrorist organization, as 
designated by the Secretary under section 219, or 

(V) is a member of a foreign terrorist organization, as designated by the Secretary 
under section 219, which the alien knows or should have known is a terrorist organization is inadmissible. 
An alien who is an officer, official, representative, or spokesman of the Palestine Liberation Organization is 
considered, for purposes of this chapter, to be engaged in a terrorist activity. 

(ii) "Terrorist activity" defined 

As used in this chapter, the term "Terrorist activity" means any activity which is unlawful 
under the laws of the place where it is committed (or which, if committed in the United States, would be 
unlawful under the laws of the United States or any State) and which involves any of the following: 

(I) The highjacking or sabotage of nay conveyance (including an aircraft, vessel, or 
vehicle). 

(II) the seizing or detaining, and threatening to kill, injure, or continue to detain, another 
individual in order to compel a third person (including a governmental organization) to do or abstain from 
doing any act as an explicit or implicit condition for the release of the individual seized or detained. 
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(III) A violent attack upon fan internationally protected person (as defined in section 
1116(b)(4) of Title 18) or upon the liberty of such a person. 

(IV) An assassination. 

(V) The use of any- 

(a) biological agent, chemical agent, or nuclear weapon or device, or 

(b) explosive or firearm (other than for mere personal monetary gain), with intent to 
endanger, directly or indirectly, the safety of one or more individuals or to cause substantial damage to 
property. 

(VI) A threat, attempt, or conspiracy to do any of the foregoing, 
(iii) Engage in terrorist activity defined 

As used in this chapter, the term "engage in terrorist activity" means to commit, in an 
individual capacity or as a member of an organization, an act of terrorist activity or an act which the actor 
knows, or reasonably should know, affords material support to any individual, organization, or government 
in conducting a terrorist activity at any time, including any of the following acts: 

(I) the preparation or planning of a terrorist activity. 

(II) The gathering of information on potential targets for terrorist activity. 

(III) the providing of any type of material support, including a safe house, transportation, 
communications, funds, false documentation or identification, weapons, explosives, or training, to any 
individual the actor knows or has reason to believe has committed or plans to commit a terrorist activity. 

(IV) The soliciting of funds or other things of value for terrorist activity or for any terrorist 
organization 

(V) the solicitation of any individual for membership in a terrorist organization, terrorist 
government, or to engage in a terrorist activity. 

(iv) "Representative" defined 

As used in this paragraph, the term "representative" includes an officer, official, or 
spokesman of an organization, and any person who directs, counsels, commands, or induces an 
organization or its members to engage in terrorist activity. 
(C) Foreign policy 

(i) In general 

An alien whose entry or proposed activities in the United States the Secretary of State has 
reasonable ground to believe would have potentially serious adverse foreign policy consequences for the 
United States is inadmissible. 

(ii) Exception for officials 

An alien who is an official of a foreign government or a purported government, or who is a 
candidate for election to a foreign government office during the period immediately preceding the election 
for that office, shall not be excludable or subject to restrictions or conditions on entry to the United States 
under clause (i) solely because of the alien's past, current, or expected beliefs, statements, or associations, 
if such beliefs, statements, or associations would be lawful within the United States. 

(iii) Exception for other aliens 

An alien, not described in clause (ii), shall not be excludable or subject to restrictions or 
conditions on entry into the United States under clause (i) because of the alien's past, current, or expected 
beliefs, statements, or associations, if such beliefs, statements, or associations would be lawful within the 
United States, unless the Secretary of State personally determines that the alien's admission would 
compromise a compelling United States foreign policy interest. 

(iv) Notification of determinations 

If a determination is made under clause (iii) with respect to an alien, the Secretary of State 
must notify on at timely basis the chairmen of the Committees on the Judiciary and Foreign Affairs of the 
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House of Representatives and of the committees on the Judiciary and Foreign Relations of the Senate of 
the identity of the alien and the reasons for the determination. 

(D) Immigrant membership in totalitarian party 
(i) In general 

Any immigrant who is or has been a member of or affiliated with the Communist or any 
other totalitarian party (or subdivision or affiliate thereof), domestic or foreign, is inadmissible. 

(ii) Exception for involuntary membership 

Clause (i) shall not apply to an alien because of membership or affiliation if the alien 
establishes to the satisfaction of the consular officer when applying for a visa (or to the satisfaction of the 
Attorney General when applying for admission) that the membership or affiliation is or was involuntary, or is 
or was solely when under 16 years of age, by operation of law, or for purposes of obtaining employment, 
food rations, or other essentials of living and whether necessary for such purposes. 

(iii) Exception for past membership 

Clause (i) shall not apply to an alien because of membership or affiliation if the alien 
establishes to the satisfaction of the consular officer when applying for a visa (or to the satisfaction of the 
Attorney General when applying for admission) that- 

(I) the membership or affiliation terminated at least- 
fa) 2 years before the date of such application, or 

(b) 5 years before the date of such application, in the case of an alien whose 
membership or affiliation was with the party controlling the government of a foreign state that is a totalitarian 
dictatorship as of such date, and 

(II) the alien is not a threat to the security of the United States, 
(iv) Exception for close family members 

The Attorney General may, in the Attorney General's discretion, waive the application of 
clause (i) in the case of an immigrant who is the parent , spouse, son, daughter, brother, or sister of a 
citizen of the United States or a spouse, son, or daughter of an alien lawfully admitted for permanent 
residence for humanitarian purposes, to assure family unity, or when it is otherwise in the public interest if 
the immigrant is not a threat to the security of the United States. 

(E) Participants in Nazi persecutions or genocide 
(i) Participation in Nazi persecutions 

Any alien who, during the period beginning on March 23, 1933, and ending on May 8, 
1945, under the direction of, or in association with- 

(I) the Nazi government of Germany, 

(II) any government in any area occupied by the military forces of the Nazi government 
of Germany, 

(III) any government established with the assistance or cooperation of the Nazi 
government of Germany, or 

(IV) any government which was an ally of the Nazi government of Germany, 
ordered, incited, assisted, or otherwise participated in the persecution of any person 

because of race, religion, national origin, or political opinion is inadmissible. 

(ii) Participation in genocide 

Any alien who has engaged in conduct that is defined as genocide for purposes of the 
International Convention on the Prevention and Punishment of Genocide is inadmissible. 

(d) (U) Temporary admission of nonimmigrants 

(5) (A) The Attorney General may, except as provided in subparagraph (B) or in section 1 184(f) 
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of this title, in his discretion parole into the United States temporarily under such conditions as he may 
prescribe only on a case-by-case basis for urgent humanitarian reasons or significant public benefit any 
alien applying for admission to the United States, but such parole of such alien shall not be regarded as an 
admission of the alien and when the purposes of such parole shall, in the opinion of the Attorney General, 
have been served the alien shall forthwith return or be returned to the custody from which he was paroled 
and thereafter his case shall continue to be dealt with in the same manner as that of any other applicant for 
admission to the United States. 

(B) The Attorney General may not parole into the United States an alien who is a refugee 
unless the Attorney general determines that compelling reasons in the public interest with respect to that 
particular alien require that the alien be paroled into the United States rather than be admitted as a refugee 
under section 11 57 of this title. 



Subchapter IV-(U) Refugee Assistance 



Section 1521. (U) Office of Refugee Resettlement; establishment; appointment of 
Director; functions 

(a) (U) There is established, within the Department of Health and Human Services, an office to be 
known as the Office of Refugee Resettlement (hereinafter in this subchapter referred to as the "Office"). 
The head of the Office shall be a Director (hereinafter in this subchapter referred to as the "Director"), to be 
appointed by the Secretary of Health and Human Services (hereinafter in this subchapter referred to as the 
"Secretary"). 

(b) (U) The function of the Office and its Director is to fund and administer (directly or through 
arrangements with other Federal agencies), in consultation with the Secretary of State, programs of the 
Federal Government under this subchapter. 

Subchapter V--(U) Alien Terrorist Removal Procedures 



Section 1531. (U) Definitions 

(U) As used in this subchapter- 

(1 ) the term "alien terrorist" means any alien described in section 1 227(a)(4)(B) of this title; 

(2) the term "classified information" has the same meaning as in section 1(a) of the Classified 
Information Procedures Act (18 U.S.C. App.); 

(3) the term "national security" has the same meaning as in section 1 (b) of the Classified 
Information Procedures Act (18 U.S.C. App.); 

(4) the term "removal court" means the court described in section 1532 of this title; 

(5) the term "removal hearing" means the hearing described in section 1534 of this title; 

(6) the term "removal proceeding" means a proceeding under this subchapter; and 

(7) the term "special attorney" means an attorney who is on the panel established under section 
1532(e) of this title. 



Section 1532. (U) Establishment of removal court 

(a) (U) Designation of judges 
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The Chief Justice of the United States shall publicly designate 5 district court judges from 5 of the 
United States judicial circuits who shall constitute a court that shall have jurisdiction to conduct all removal 
proceedings. The Chief Justice may, in the Chief Justice's discretion, designate the same judges under this 
section as are designated pursuant to section 103(a) of the foreign Intelligence Surveillance Act of 1978 (50 
U.S.C. 1803(a)). 

(b) (U) Terms 

Each judge designated under subsection (a) of this section shall serve for a term of 5 years and 
shall be eligible for redesignation, except that of the members first designated- 
(1) 1 member shall serve for a term of 1 year; 

(2) 1 member shall serve for a term of 2 years; 

(3) 1 member shall serve for a term of 3 years; and 

(4) 1 member shall serve for a term of 4 years. 

(c) (U) Chief judge 

(1) Designation 

The Chief Justice shall publicly designate one of the judges of the removal court to be the chief 
judge of the removal court. 

(2) Responsibilities 
The chief judge shall- 

(A) promulgate rules to facilitate the functioning of the removal court; and 

(B) assign the consideration of cases to the various judges on the removal court. 

(d) (U) Expeditious and confidential nature of proceedings 

The provisions of section 103(c) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 
1803(c)) shall apply to removal proceedings in the same manner as they apply to proceedings under that 
Act [50 U.S.C. A. Section 1801 et seq.]. 

(e) (U) Establishment of panel of special attorneys 

The removal court shall provide for the designation of a panel of attorneys each of whom- 
(1) has a security clearance which affords the attorney access to classified information, and 
(2) has to represent permanent resident aliens with respect to classified information under 
section 1534(e)(3) of this title in accordance with (and subject to the penalties under) this subchapter. 

Section 1533. (U) Removal court procedure 

(a) (U) Application 

(1) In general 

In any case in which the Attorney General has classified information that an alien is an alien 
terrorist, the Attorney General may seek removal of the alien under this subchapter by filing an application 
with the removal court that contains- 

(A) the identity of the attorney in the Department of Justice making the application; 

(B) a certification by the Attorney General or the Deputy Attorney General that the application 
satisfies the criteria and requirements of this section; 

(C) the identity of the alien for whom authorization for the removal proceeding is sought; and 

(D) a statement of the facts and circumstances relied on by the Department of Justice to 
establish probable cause that- 

(i) the alien is an alien terrorist; 

(ii) the alien is physically present in the United States; and 

(iii) with respect to such alien, removal under subchapter II of this chapter would pose a 
risk to the national security of the United States. 

(2) Filing 
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An application under this section shall be submitted ex parte and in camera, and shall be filed 
under seal with the removal court. 

(b) (U) Right to dismiss. 

The Attorney General may dismiss a removal action under this subchapter at any stage of the 
proceeding. 

(c) (U) Consideration of application 
(1) Basis for decision 

In determining whether to grant an application under this section, a single judge of the removal 
court may consider, ex parte and in camera, in addition to the information contained in the application- 

(A) other information, including classified information, presented under oath or affirmation; 
and 

kept. 



(B) testimony received in any hearing on the application, of which a verbatim record shall be 



(2) Approval of order 

The judge shall issue an order granting the application, if the judge finds that there is probable 
cause to believe that- 

(A) the alien who is the subject of the application has been correctly identified and is an alien 
terrorist present in the United States; and 

(B) removal under subchapter II of this chapter would pose a risk to the national security of 
the United States. 

(3) Denial of order 

If the judge denies the order requested in the application, the judge shall prepare a written 
statement of the reasons for the denial, taking all necessary precautions not to disclose any classified 
information contained in the Government's application. 

(d) (U) Exclusive provisions 

If an order is issued under this section granting an application, the rights of the alien regarding 
removal and expulsion shall be governed solely by this subchapter, and except as they are specifically 
referenced in this subchapter, no other provisions of this chapter shall be applicable 



Section 1534. (U) Removal hearing 

(a) (U) In general 

(1) Expeditious hearing 

In any case in which an application for an order is approved under section 1 533(c)(2) of this title, 
a removal hearing shall be conducted under this section as expeditiously as practicable for the purpose of 
determining whether the alien to whom the order pertains should be removed from the United States on the 
grounds that the alien is an alien terrorist 

(2) Public hearing 

The removal hearing shall be open to the public. 

(b) (U) Notice 

An alien who is the subject of a removal hearing under this subchapter shall be given reasonable 
notice of- 

(1) the nature of the charges against the alien, including a general account of the basis for the 
charges; and 

(2) the time and place at which the hearing will be held. 

(c) (U) Rights in hearing 
(1) Right of counsel 

The alien shall have a right to be present at such hearing and to be represented by counsel. 
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Any alien financially unable to obtain counsel shall be entitled to have counsel assigned to represent the 
alien. Such counsel shall be appointed by the judge pursuant to the plan for furnishing representation for 
any person financially unable to obtain adequate representation for the district in which the hearing is 
conducted, as provided for in section 3006A of Title 18. All provisions of that section shall apply and, for 
purposes of determining the maximum amount of compensation, the matter shall be treated as if a felony 
was charged. 

(2) Introduction of evidence 

Subject to the limitations in subsection (e) of this section, the alien shall have a reasonable 
opportunity to introduce evidence on the alien's own behalf. 

(3) Examination of witnesses 

Subject to the limitations in subsection (e) of this section, the alien shall have a reasonable 
opportunity to examine the evidence against the alien and to cross-examine any witness. 

(4) Record 

A verbatim record of the proceedings and of all testimony and evidence offered or produced at 
such a hearing shall be kept. 

(5) Removal decision based on evidence at hearing 

The decision of the judge regarding removal shall be based only on that evidence introduced at 
the removal hearing. 

(d) (U) Subpoenas 
(1) Request 

At any time prior to the conclusion of the removal hearing, either the alien or the Department of 
Justice may request the judge to issue a subpoena for the presence of a named witness (which subpoena 
may also command the person to whom it is directed to produce books, papers, documents, or other 
objects designated therein) upon a satisfactory showing that the presence of the witness is necessary for 
the determination of any material matter. Such a request may be made ex parte except that the judge shall 
inform the Department of Justice of any request for a subpoena by the alien for a witness or material if 
compliance with such a subpoena would reveal classified evidence or the source of that evidence. The 
Department of Justice shall be given a reasonable opportunity to oppose the issuance of such a subpoena. 

(2) Payment for attendance 

If an application for a subpoena by the alien also makes a showing that the alien is financially 
unable to pay for the attendance of a witness so requested, the court may order the costs incurred by the 
process and the fees of the witness so subpoenaed to be paid from funds appropriated for the enforcement 
of subchapter II of this chapter. 

(3) Nationwide service 

A subpoena under this subsection may be served anywhere in the United States. 

(4) Witness fees 

A witness subpoenas under this subsection shall receive the same fees and expenses as a 
witness subpoenaed in connection with a civil proceeding in a court of the United States. (5) No 

access to classified information 

Nothing in this subsection is intended to allow an alien to have access to classified information. 

(e) (U) Discovery 
(1) In general 

For purposes of this subchapter- 

(A) the Government is authorized to use in a removal proceedings [sic] the fruits of electronic 
surveillance and unconsented physical searches authorized under the Foreign Intelligence Surveillance Act 
of 1978 (50 U.S.C. 1801 et seq.) without regard to subsections (c), (e), (f), (g), and (h) of section 106 of that 
Act [50 U.S.C.A. Section 1806(c), (e), (f), (g), (h)] and discovery of information derived pursuant to such Act, 
or otherwise collected for national security purposes, shall not be authorized if disclosure would present a 
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risk to the national security of the United States. 

(B) an alien subject to removal under this subchapter shall not be entitled to suppress 
evidence that the alien alleges was unlawfully obtained; and 

(C) section 3504 of Title 18, and section 1806(c) of Title 50, shall not apply if the Attorney 
General determines that public disclosure would pose a risk to the national security of the United States 
because it would disclose classified information or otherwise threaten the integrity of a pending 
investigation. 

(2) Protective orders 

Nothing in this subchapter shall prevent the United States from seeking protective orders and 
from asserting privileges ordinarily available to the United States to protect against the disclosure of 
classified information, including the invocation of the military and State secrets privileges. 

(3) Treatment of classified information 

(A) Use 

The judge shall examine, ex parte and in camera, any evidence for which the Attorney 
General determines that public disclosure would pose a risk to the national security of the United States or 
to the security of any individual because it would disclose classified information and neither the alien nor the 
public shall be informed of such evidence or its sources other than through reference to the summary 
provided pursuant to this paragraph. Notwithstanding the previous sentence, the Department of Justice 
may, in its discretion and, in the case of classified information, after coordination with the originating 
agency, elect to introduce such evidence in open session. 

(B) Submission 

With respect to such information, the Government shall submit to the removal court an 
unclassified summary of the specific evidence that does not pose that risk. 

(C) Approval 

Not later than 15 days after submission, the judge shall approve the summary if the judge 
finds that it is sufficient to enable the alien to prepare a defense. The Government shall deliver to the alien 
a copy of the unclassified summary approved under this subparagraph. 

(D) Disapproval 
(i) In general 

If an unclassified summary is not approved by the removal court under subparagraph (C), 
the Government shall be afforded 15 days to correct the deficiencies identified by the court and submit a 
revised unclassified summary. 

(ii) Revised summary 

If the revised unclassified summary is not approved by the court within 15 days of its 
submission pursuant to subparagraph (C), the removal hearing shall be terminated unless the judge makes 
the findings under clause (iii). 

(iii) findings 

The findings described in this clause are, with respect to an alien, that- 

(I) the continued presence of the alien in the United States would likely cause serious 
and irreparable harm to the national security or death or serious bodily injury, and 

(II) the provision of the summary would likely cause serious and irreparable harm to the 
national security or death or serious bodily injury to any person 

(E) Continuation of hearing without summary 

If a judge makes the findings described in subparagraph (D)(iii)- 

(i) if the alien involved is an alien lawfully admitted for permanent residence, the 

procedures described in subparagraph (F) shall apply; and 

(ii) in all cases the special removal hearing shall continue, the Department of Justice shall 

cause to be delivered to the alien a statement that no summary is possible, and the classified information 

submitted in camera and ex parte may be used pursuant to this paragraph. 
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(F) Special procedures for access and challenges to classified information by special 
attorneys in case of lawful permanent aliens 

(i) In general 

The procedures described in this subparagraph are that the judge (under rules of the 
removal court) shall designate a special attorney to assist the alien— 

(I) by reviewing in camera the classified information on behalf of the alien, and 

(II) by challenging through an in camera proceeding the veracity of the evidence 
contained in the classified information. 

(ii) Restrictions on disclosure 

A special attorney receiving classified information under clause (i)~ 

(I) shall not disclose the information to the alien or to any other attorney representing 
the alien, and 

(II) who discloses such information in violation of subclause (I) shall be subject to a fine 
under Title 18, imprisoned for not less than 10 years nor more than 25 years, or both. 

(f) (U) Arguments 

Following the receipt of evidence, the government and the alien shall be given fair opportunity to 
present argument as to whether the evidence is sufficient to justify the removal of the alien. The 
government shall open the argument. The alien shall be permitted to reply. The Government shall then be 
permitted to reply in rebuttal. The judge may allow any part of the argument that refers to evidence 
received in camera and ex parte to be heard in camera and ex parte. 

(g) (U) Burden of proof 

In the hearing, it is the Government's burden to prove, by the preponderance of the evidence, that 
the alien is subject to removal because the alien is an alien terrorist. 

(h) (U) Rules of evidence 

The Federal Rules of Evidence shall not apply in a removal hearing. 

(i) (U) Determination of deportation 

If the judge, after considering the evidence on the record as a whole, finds that the government has 
met its burden, the judge shall order the alien removed and detained pending removal form the United 
States. If the alien was released pending the removal hearing, the judge shall order the Attorney General to 
take the alien into custody. 

(j) (U) Written order 

At the time of issuing a decision as to whether the alien shall be removed, the judge shall prepare a 
written order containing a statement of facts found and conclusions of law. Any portion of the order that 
would reveal the substance or source of information received in camera and ex parte pursuant to 
subsection (e) of this section shall not be made available to the alien or the public. 

(k) (U) No right to ancillary relief 

At no time shall the judge consider or provide for relief from removal based on- 
(1) asylum under section 1158 of this title; 

(2) by [sic! withholding of removal under section 1227(b)(3) of this title; 

(3) cancellation of removal under section 1 229b of this title; 

(4) voluntary departure under section 1254a(e) of this title; 

(5) adjustment of status under section 1 255 of this title; or 

(6) registry under section 1259 of this title. 



Section 1535. (U) Appeals 

(a) (U) Appeal of denial of application for removal proceedings 
(1) In general 
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The Attorney General may seek a review of the denial of an order sought in an application filed 
pursuant to section 1533 of this title. The appeal shall be filed in the United States Court of Appeals for the 
District of Columbia by notice of appeal filed not later than 20 days after the date of such denial. 

(2) Record on appeal 

The entire record of the proceeding shall be transmitted to the Court of Appeals under seal, and 
the court of Appeals shall hear the matter ex parte. 

(3) Standard of review 

The Court of Appeals shall— 

(A) review questions of law de novo; and 

(B) set aside a finding of fact only if such finding was clearly erroneous. 

(b) (U) Appeal of determination regarding summary of classified information 

(1) In general 

The United States may take an interlocutory appeal to the United States Court of Appeals for the 
District of Columbia Circuit of- 

(A) any determination by the judge pursuant to section 1 534(e)(3) of this title; or 

(B) the refusal of the court to make the findings permitted by section 1534(e)(3) of this title. 

(2) Record 

In any interlocutory appeal taken pursuant to this subsection, the entire record, including any 
proposed order of the judge, any classified information and the summary of evidence, shall be transmitted 
to the Court of Appeals. The Classified information shall be transmitted under seal. A verbatim record of 
such appeal shall be kept under seal in the event of any other judicial review. 

(c) (U) Appeal of decision in hearing 
(1) In general 

Subject to paragraph (2), the decision of the judge after a removal hearing may be appealed by 
either the alien or the Attorney General to the United States Court of Appeals for the District of Columbia 
Circuit by notice of appeal filed not later than 20 days after the date on which the order is issued. The order 
shall not be enforced during the pendency of an appeal under this subsection. 

(2) Automatic appeals in cases of permanent resident aliens in which no summary provided 

(A) In general 

Unless the alien waives the right to a review under this paragraph, in ay case involving an 
alien lawfully admitted for permanent residence who is denied a written summary of classified information 
under section 1534(e)(3) of this title and with respect to which the procedures described in section 
1534(e)(3)(F) of this title apply, any order issued by the judge shall be reviewed by the Court of Appeals for 
the District of Columbia Circuit. 

(B) Use of special attorney 

With respect to any issue relating to classified information that arises in such review, the alien 
shall be represented only by the special attorney designated under section 1 534(e)(3)(F)(i) of this title on 
behalf of the alien. 

(3) Transmittal of record 

In an appeal or review to the court of Appeals pursuant to this subsection- 

(A) the entire record shall be transmitted to the Court of Appeals; and 

(B) information received in camera and ex parte, and nay portion of the order that would 
reveal the substance or source of such information, shall be transmitted under seal. 

(4) Expedited appellate proceeding 

In an appeal or review to the Court of Appeals under this subsection- 

(A) the appeal or review shall be heard as expeditiously as practicable and the court may 
dispense with full briefing and hear the matter solely on the record of the judge of the removal court and on 
such briefs or motions as the court may require to be filed by the parties; 

(B) the Court of Appeals shall issue an opinion not later than 60 days after the date of the 
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issuance of the final order of the district court; 

(C) the court shall review all questions of law de novo; and 

(D) a finding of fact shall be accorded deference by the reviewing court and shall not be set 
aside unless such finding was clearly erroneous, except that in the case of a review under paragraph (2) in 
which an alien lawfully admitted for permanent residence was denied a written summary of classified 
information under section 1 534(c)(3) [sic] of this title, the Court of Appeals shall review questions of fact de 
novo. 

(d) (U) Certiorari 

Following a decision by the Court of Appeals pursuant to subsection (c) of this section, the alien or 
the Attorney General may petition the Supreme Court for a writ of certiorari. In any such case, any 
information transmitted to the court of Appeals under seal shall, if such information is also submitted to the 
Supreme Court, be transmitted under seal. Any order of removal shall not be stayed pending disposition of 
a writ of certiorari, except as provided by the Court of Appeals or a Justice of the Supreme Court. 

(e) (U) Appeal of detention order 

(1) In general 

Section 3145 through 3148 of Title 18, pertaining to review and appeal of a release or detention 
order, penalties for failure to appear, penalties for an offense committed while on release, and sanctions for 
violation of a release condition shall apply to an alien to whom section 1537(b)(1) of this title applies. In 
applying the previous sentence- 

(A) for purposes of section 3145 of Title 18 an appeal shall be taken to the United States 
Court of Appeals for the district of Columbia Circuit; and 

(B) for purposes of section 3146 of Title 18 the alien shall be considered released in 
connection with a charge of an offense punishable by life imprisonment 

(2) No review of continued detention 

The determinations and actions of the Attorney General pursuant to section 1537(b)(2)(C) of this 
title shall not be subject to judicial review, including application for a writ of habeas corpus, except for a 
claim by the alien that continued detention violates the alien's rights under the constitution. Jurisdiction 
over any such challenge shall lie exclusively in the United States Court of Appeals for the district of 
Columbia Circuit. 



Section 1536. (U) Custody and release pending removal hearing 

(a) (U) Upon filing application 

(1) In general 

Subject to paragraphs (2) and (3), the Attorney General may- 

(A) take into custody any alien with respect to whom an application under section 1533 of this 
title has been filed; and 

(B) retain such an alien in custody in accordance with the procedures authorized by this 
subchapter. 

(2) Special rules for permanent resident aliens 
(A) Release hearing 

An alien lawfully admitted for permanent residence shall be entitled to a release hearing 
before the judge assigned to hear the removal hearing. Such an alien shall be detained pending the 
removal hearing. Such an alien shall be detained pending the removal hearing, unless the alien 
demonstrates to the court that the alien— 

(i) is a person lawfully admitted for permanent residence in the United States; 
(ii) if released upon such terms and conditions as the court may prescribe (including the 
posting of any monetary amount), is not likely to flee; and 
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(iii) will not endanger national security, or the safety of any person or the community, if 
released. 

(B) Information considered 

The judge may consider classified information submitted in camera and ex parte in making a 
determination whether to release an alien pending the removal hearing. 
(3) Release if order denied and no review sought 

(A) In general 

Subject to subparagraph (B), if a judge of the removal court denies the order sought in an 
application filed pursuant to section 1533 of this title, and the Attorney General does not seek review of 
such denial, the alien shall be released from custody. 

(B) Application of regular procedures 

Subparagraph (A) shall not prevent the arrest and detention of the alien pursuant to 
subchapter II of this chapter. 

(b) (U) Conditional release if order denied and review sought 

(1) In general 

If a judge of the removal court denies the order sought in an application filed pursuant to section 
1533 of this title and the Attorney General seeks review of such denial, the judge shall release the alien 
from custody subject to the least restrictive condition, or combination of conditions, of release described in 
section 3142(b) and clauses (i) through (xiv) of section 3142(c)(1)(B) of Title 18, that- 

(A) will reasonably assure the appearance of the alien at any future proceeding pursuant to 
this subchapter; and 

(B) will not endanger the safety of any; other person or the community. 

(2) No release for certain aliens 

If the judge finds no such condition or combination of conditions, as described in paragraph (1 ), 
the alien shall remain in custody until the completion of any appeal authorized by this subchapter. 



Section 1537. (U) Custody and release after removal hearing 

(a) (U) Release 
(1) In general 

Subject to paragraph (2), if the judge decides that an alien should not be removed, the alien 
shall be released from custody. 

(2) Custody pending appeal 

If the Attorney General takes an appeal from such decision, the alien shall remain in custody, 
subject to the provisions of section 31 42 of Title 1 8. 

(b) (U) Custody and removal 
(1) Custody 

If the judge decides that an alien shall be removed, the alien shall be detained pending the 
outcome of any appeal. After the conclusion of any judicial review thereof which affirms the removal order, 
the Attorney General shall retain the alien in custody and remove the alien to a country specified under 
paragraph (2). 

(2) Removal 

(A) In general 

The removal of an alien shall be to any country which the alien shall designate if such 
designation does not, in the judgment of the Attorney General, in consultation with the secretary of State, 
impair the obligation of the United States under any treaty (including a treaty pertaining to extradition) or 
otherwise adversely affect the foreign policy of the United States. 

(B) Alternate countries 
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If the alien refuses to designate a country to which the alien wishes to be removed or if the 
Attorney General, in consultation with the Secretary of State, determines that removal of the alien to the 
country so designated would impair a treaty obligation or adversely affect United States foreign policy, the 
Attorney General shall cause the alien to be removed to any country willing to receive such alien. 

(C) Continued detention 

If no country is willing to receive such an alien, the Attorney General may, notwithstanding 
any other provision of law, retain the alien in custody. The Attorney General, in coordination with the 
Secretary of State, shall make periodic efforts to reach agreement with other countries to accept such an 
alien and at least every 6 months shall provide to the attorney representing the alien at the removal hearing 
a written report on the Attorney General's efforts. Any alien in custody pursuant to this subparagraph shall 
be released from custody solely at the discretion of the Attorney General and subject to such conditions as 
the Attorney General shall deem appropriate. 

(D) Fingerprinting 

Before an alien is removed from the United States pursuant to this subsection, or pursuant to 
an order of removal because such alien is inadmissible under section 1 182(a)(3)(B) of this title, the alien 
shall be photographed and fingerprinted, and shall be advised of the provisions of section 1326(b) of this 
title. 

(c) (U) Continued detention pending trial 

(1) Delay in removal 

The Attorney General may hold in abeyance the removal of an alien who has been ordered 
removed, pursuant to this subchapter, to allow the trial of such alien on any Federal or state criminal charge 
and the service of any sentence of confinement resulting from such a trial. 

(2) Maintenance of custody 

Pending the commencement of any service of a sentence of confinement by an alien described 
in paragraph (1), such an alien shall remain in the custody of the Attorney General, unless the Attorney 
General determines that temporary release of the alien to the custody of State authorities for confinement in 
a State facility is appropriate and would not endanger national security or public safety. 

(3) Subsequent removal 

Following the completion of a sentence of confinement by an alien described in paragraph (1) or 
following the completion of State criminal proceedings which do not result in a sentence of confinement of 
an alien released to the custody of State authorities pursuant to paragraph (2), such an alien shall be 
returned to the custody of the Attorney General who shall proceed to the removal of the alien under this 
subchapter. 

(d) (U) Application of certain provisions relating to escape of prisoners 

For purposes of sections 751 and 752 of Title 1 8, an alien in the custody of the Attorney General 
pursuant to this subchapter shall be subject to the penalties provided by those sections in relation to a 
person committed to the custody of the Attorney General by virtue of an arrest on a charge of a felony. 

(e) (U) Rights of aliens in custody 

(1) Family and attorney visits 

An alien in the custody of the Attorney General pursuant to this subchapter shall be given 
reasonable opportunity, as determined by the Attorney General, to communicate with and receive visits 
from members of the alien's family, and to contact, retain, and communicate with an attorney. 

(2) Diplomatic contact 

An alien in the custody of the Attorney General pursuant to this subchapter shall have the right 
to contact an appropriate diplomatic or consular official of the alien's country of citizenship or nationality or 
of any country providing representation services therefore. The Attorney General shall notify the 
appropriate embassy, mission, or consular office of the alien's detention. 
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A-2 (U) Title 12, U.S. Code, Section 3414; The Right to Financial Privacy Act 



Section 3414. (U) Special procedures 

(a) (U) (1 ) Nothing in this title (except sections 341 5, 341 7, 341 8, and 3421 ) shall apply to the 
production and disclosure of financial records pursuant to requests from- 

(A) A Government authority authorized to conduct foreign counter- or foreign positive- 
intelligence activities for purposes of conducting such activities; or 

(B) The Secret Service for the purpose of conducting its protective functions (18 U.S.C. 3056; 
3 U.S.C. 202, Public Law 90-331 , as amended). 

(2) In the instances specified in paragraph (1), the Government authority shall submit to the 
financial institution the certificate required in section 3403(b)] signed by a supervisory official of a rank 
designated by the head of the Government authority. 

(3) No financial institution, or officer, employee, or agent of such institution, shall disclose to any 
person that a Government authority described in paragraph (1) has sought or obtained access to a 
customer's financial records. 

(4) The Government authority specified in paragraph (1) shall compile an annual tabulation of 
the occasions in which this section was used. 

(5)(A) Financial institutions, and officers, employees, and agents thereof, shall comply with a 
request for a customer's or entity's financial records made pursuant to this subsection by the Federal 
Bureau of Investigation when the Director of the Federal Bureau of Investigation (or the Director's designee) 
certifies in writing to the financial institution that such records are sought for foreign counterintelligence 
purposes and that there are specific and articulable facts giving reason to believe that the customer or entity 
whose records are sought is a foreign power or an agent of a foreign power as defined in section 1 01 of the 
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801). 

(B) The Federal Bureau of Investigation may disseminate information obtained pursuant to 
this paragraph only as provided in guidelines approved by the Attorney General for foreign intelligence 
collection and foreign counterintelligence investigations conducted by the Federal Bureau of Investigation, 
and, with respect to dissemination to an agency of the United States, only if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(C) On a semiannual basis the Attorney General shall fully inform the Permanent Select 
Committee on Intelligence of the House of Representative and the Select Committee on Intelligence of the 
Senate concerning all requests made pursuant to this paragraph. 

(D) No financial institution, or officer, employee, or agent of such institution, shall disclose to 
any person that the Federal Bureau of Investigation has sought or obtained access to a customer's or 
entity's financial records under this paragraph. 

(b) (U) (1) Nothing in this title shall prohibit a Government authority from obtaining financial records 
from a financial institution if the government authority determines that delay in obtaining access to such 
records would create imminent danger of~ 

(A) physical injury to any person; 
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(B) serious property damage; or 

(C) flight to avoid prosecution. 

(2) In instances specified in paragraph (1), the Government shall submit to the financial 
institution the certificate required in section 3403(b) signed by a supervisory official of a rank designated by 
the head of the Government authority. 

(3) Within five days of obtaining access to financial records under this subsection, the 
Government authority shall file with the appropriate court a signed, sworn statement of a supervisory official 
of a rank designated by the head of the Government authority setting forth the grounds for the emergency 
access. The government authority shall thereafter comply with the notice provisions of section 3409(c). 

(4) The Government authority specified in paragraph (1) shall compile an annual tabulation of 
the occasions in which this section was used. 
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A-3 (U) Title 15, U.S. Code Section 1681u; The Fair Credit Reporting Act 



Section 1681 u. (U) Disclosures to FBI for counterintelligence purposes 

(a) (U) Identity of financial institutions 

Notwithstanding section 1681b of this title or any other provision of this subchapter, a consumer 
reporting agency shall furnish to the Federal Bureau of Investigation the names and addresses of all 
financial institutions (as that term is defined in section 3401 of Title 1 2) at which a consumer maintains or 
has maintained an account, to the extent that information is in the files of the agency, when presented with 
a written request for that information, signed by the Director of the Federal Bureau of Investigation, or the 
Director's designee, which certifies compliance with this section. The Director or the Director's designee 
may make such a certification only if the Director or the Director's designee has determined in writing that— 

(1) such information is necessary for the conduct of an authorized foreign counterintelligence 
investigation [sic]; and 

(2) there are specific and articulable facts giving reason to believe that the 
consumer- 

(A) is a foreign power (as defined in section 1801 of Title 50) or a person who is not a United 
States person (as defined in such section 1801 of title 50) and is an official of a foreign power; or 

(B) is an agent of a foreign power and is engaging or has engaged in an act of international 
terrorism (as that term is defined in section 1891(c) of Title 50) or clandestine intelligence activities that 
involve or may involve a violation of criminal statutes of the United States. 

(b) (U) Identifying information 

Notwithstanding the provisions of section 1 681 b of this title or any other provision of this 
subchapter, a consumer reporting agency shall furnish identifying information respecting a consumer, 
limited to name, address, former addresses, places of employment, or former places of employment, to the 
Federal Bureau of Investigation when presented with a written request, signed by the Director or the 
Director's designee, which certifies compliance with this subsection. The Director or the Director's designee 
may make such a certification only if the Director or the Director's designee has determined in writing that— 
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(1) such information is necessary to the conduct of an authorized counterintelligence 
investigation [sic]; and 

(2) there is information giving reason to believe that the consumer has been, or is about to be , 
in contact with a foreign power or an agent of a foreign power (as defined in section 1801 of Title 50). 

(c) (U) Court order for disclosure of consumer reports 

Notwithstanding section 1681b of this title or any other provision of this subchapter, if requested in 
writing by the Director of the Federal Bureau of Investigation, or a designee of the Director, a court may 
issue an order ex parte directing a consumer reporting agency to furnish a consumer report to the Federal 
Bureau of Investigation, upon a showing in camera that— 

(1) the consumer report is necessary for the conduct of an authorized foreign counterintelligence 
investigation [sic]; and 

(2) there are specific and articulable facts giving reason to believe that the consumer whose 
report is sought- 

(A) is an agent of a foreign power, and 

(B) is engaging or has engaged in an act of international terrorism (as that term is defined in 
section 1801 (c) of Title 50) or clandestine intelligence activities that involve or may involve a violation of 
criminal statutes of the United States. 

(U) The terms of an order issued under this subsection shall not disclose that the order is issued for 
purposes of a counterintelligence [sic] investigation. 

(d) (U) Confidentiality 

No consumer reporting agency or officer, employee, or agent of a consumer reporting agency shall 
disclose to any person, other than those officers, employees, or agents of a consumer reporting agency 
necessary to fulfill the requirement to disclose information to the Federal Bureau of Investigation under this 
section, that the Federal Bureau of Investigation has sought or obtained the identity of financial institutions 
or a consumer report respecting any consumer under subsection (a), (b), or (c) of this section, and no 
consumer reporting agency or officer, employee, or agent of a consumer reporting agency shall include in 
any consumer report any information that would indicate that the Federal Bureau of Investigation has 
sought or obtained such information or a consumer report. 

(e) (U) Payment of fees 

The Federal Bureau of Investigation shall, subject to the availability of appropriations, pay to the 
consumer reporting agency assembling or providing report or information in accordance with procedures 
established under this section a fee for reimbursement for such costs as are reasonably necessary and 
which have been directly incurred in searching, reproducing, or transporting books, papers, records, or 
other data required or requested to be produced under this section. 

(f) (U) Limit on dissemination 

The Federal Bureau of Investigation may not disseminate information obtained pursuant to this 
section outside of the Federal Bureau of Investigation, except to other Federal agencies as may be 
necessary for the approval or conduct of a foreign counterintelligence investigation [sic], or, where the 
information concerns a person subject to the Uniform Code of Military Justice, to appropriate investigative 
authorities within the military department concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation [sic] , 

(g) (U) Rules of construction 

Nothing in this section shall be construed to prohibit information from being furnished by the 
Federal Bureau of Investigation pursuant to a subpoena or court order, in connection with a judicial or 
administrative proceeding to enforce the provisions of this subchapter. Nothing in this section shall be 
construed to authorize or permit the withholding of information from the Congress. 

(h) (U) Reports to Congress 

On a semiannual basis, the Attorney General shall fully inform the Permanent Select Committee on 
Intelligence and the Committee on Banking, Finance and Urban Affairs of the House of Representatives, 
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and the Select Committee on Intelligence and the Committee on Banking, Housing, and Urban Affairs of the 
Senate concerning all requests made pursuant to subsections (a), (b), and (c) of this section. 

(i) (U) Damages 

Any agency or department of the United States obtaining or disclosing any consumer reports, 
records, or information contained therein in violation of this section is liable to the consumer to whom such 
consumer reports, records, or information relate in an amount equal to the sum of~ 

(1) $100, without regard to the volume of consumer reports, records, or information involved; 

(2) any actual damages sustained by the consumer as a result of the disclosure; 

(3) if the violation is found to have been willful or intentional, such punitive damages as a court 
may allow; and 

(4) in the case of any successful action to enforce liability under this subsection, the costs of the 
action, together with reasonable attorney fees, as determined by the court. 

(j) (U) Disciplinary actions for violations 

If a court determines that any agency or department of the United States has violated any provision 
of this section and the court finds that the circumstances surrounding the violation raise questions of 
whether or not an officer or employee of the agency or department acted willfully or intentionally with 
respect to the violation, the agency or department shall promptly initiate a proceeding to determine whether 
or not disciplinary action is warranted against the officer or employee who was responsible for the violation. 

(k) (U) Good-faith exception 

Notwithstanding any other provision of this subchapter, any consumer reporting agency or agent or 
employee thereof making disclosure of consumer reports or identifying information pursuant to this 
subsection in good-faith reliance upon a certification of the Federal Bureau of Investigation pursuant to 
provisions of this section shall not be liable to any person for such disclosure under this subchapter, the 
constitution of any State, or any law or regulation of any State or any political subdivision of any State. 

(I) (U) Limitation of remedies 

Notwithstanding any other provision of this subchapter, the remedies and sanctions set forth in this 
section shall be the only judicial remedies and sanctions for violation of this section. 

(m) (U) Injunctive relief 

In addition to any other remedy contained in this section, injunctive relief shall be available to 
require compliance with the procedures of this section. In the event of any successful action under this 
subsection, costs together with reasonable attorney fees, as determined by the court, may be recovered. 
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A-4 (U) Title 18, U.S. Code, Sections 7 and 113; Crimes Committed Within the 
Special Maritime Jurisdiction of the U.S. 



Section 7. (U) Special maritime and territorial jurisdiction of the United States 

defined 

The term "special maritime and territorial jurisdiction of the United States", as used in this title, 
includes: 
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(1 ) The high seas, any other waters within the admiralty and maritime jurisdiction of the Untied 
States and out of the jurisdiction of any particular State, and any vessel belonging in whole or in part to the 
United States or any citizen thereof, or to any corporation created by or under the laws of the United States, 
or of any State, Territory, District, or possession thereof, when such vessel is within the admiralty and 
maritime jurisdiction of the United States and out of the jurisdiction of any particular State. 

(2) Any vessel registered, licensed, or enrolled under the laws of the United States, and being on 
a voyage upon the waters of any of the Great Lakes, or any of the waters connecting them, or upon the 
Saint Lawrence River there the same constitutes the International Boundary line. 

(3) Any lands reserved or acquired for the use of the United States, and under the exclusive or 
concurrent jurisdiction thereof, or any place purchased or otherwise acquired by the United States by 
consent of the legislature of the State in which the same shall be, for the erection of a fort, magazine, 
arsenal, dockyard, or other needful building. 

(4) Any island, rock, or key containing deposits of guano, which may, at the discretion of the 
President, be considered as appertaining to the United States. 

(5) Any aircraft belonging in whole or in part to the United States, or any citizen thereof, or to any 
corporation created by or under the laws of the United States, or any State, Territory, District, or possession 
thereof, while such aircraft is in flight over the high seas, or over any other waters within the admiralty and 
maritime jurisdiction of the United States and out of the jurisdiction of any particular State. 

(6) Any vehicle used or designed for flight or navigation in space and on the registry of the United 
States pursuant to the Treaty on Principles Governing the Activities of States in the Exploration and Use of 
Outer Space, Including the Moon and other Celestial Bodies and the convention on Registration of Objects 
Launched into Outer Space, while that vehicle is in flight, which is from the moment when all external doors 
are closed on Earth following embarkation until the moment when one such door is opened on Earth for 
disembarkation or in the case of a forced landing, until the competent authorities take over the responsibility 
for the vehicle and for persons and property aboard. 

(7) Any place outside the jurisdiction of any nation with respect to an offense by or against a 
national of the United States. 

(8) To the extent permitted by international law, any foreign vessel during a voyage having a 
scheduled departure from or arrival in the United States with respect to an offense committed by or against 
a national of the United States. 

Section 113. (U) Assaults within maritime and territorial jurisdiction 

(a) (U) Whoever, within the special maritime and territorial jurisdiction of the United States, is guilty 
of an assault shall be punished as follows: 

(1) Assault with intent to commit murder, by imprisonment for not more than twenty years. 

(2) Assault with intent to commit any felony, except murder or a felony under chapter 1 09A, a by 
[sic ] fine under this title or imprisonment for not more than ten years, or both. 

(3) Assault with a dangerous weapon, with intent to do bodily harm, and without just cause or 
excuse, by a fine under this title or imprisonment for not more than ten years, or both. 

(4) Assault by striking, beating, or wounding, by a fine under this title or imprisonment for not 
more than six months, or both. 

(5) Simple assault, by fine under this title or imprisonment for not more than six months, or both, 
or if the victim of the assault is an individual who has not attained the age of 1 6 years, by fine under this title 
or imprisonment for not more than 1 year, or both. 

(6) Assault resulting in serious bodily injury, by a fine under this title or imprisonment for not more 
than ten years, or both. 

(7) Assault resulting in substantial bodily injury to an individual who has not attained the age of 
16 years, by fine under this title or imprisonment for not more than 5 years, or both. 

(b) (U) As used in this subsection- 
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(1) the term "substantial bodily injury" means bodily injury which involves- 

(A) a temporary but substantial disfigurement; or 

(B) a temporary but substantial loss or impairment of the function of any bodily member, 
organ, or mental faculty; and 

(2) the term "serious bodily injury" has the meaning given that term in section 1 365 of this title. 
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A-5 (U) Title 18, U.S. Code, Sections 111, 112, 115, 351, 878 and 1751; Crimes 
Against Select Persons 



Section 111. (U) Assaulting, resisting, or impeding certain officers of employees 

(a) (U) In general. -Whoever- 

(1) forcibly assaults, resists, opposes, impedes, intimidate, or interferes with any person 
designated in section 1 1 1 4 of this title while engaged in or on account of the performance of official duties; 
or 

(2) forcibly assaults or intimidates any person who formerly served as a person designated in 
section 1114 on account of the performance of official duties during such person's term of service, 
shall, where the acts in violation of this section constitute only simple assault, be fined under this title or 
imprisoned not more than one year, or both, and in all other cases, be fined under this title or imprisoned 
not more than three years, or both. 

(b) (U) Enhanced penalty.- Whoever, in the commission of any acts described in subsection (a), 
uses a deadly or dangerous weapon (including a weapon intended to cause death or danger but that fails to 
do so by reason of a defective component) or inflicts bodily injury, shall be fined under this title or 
imprisoned not more than ten years, or both. 



Section 112. (U) Protection of foreign officials, official guests, and internationally 
protected persons 

(a) (U)Whoever assaults, strikes, wounds, imprisons, or offers violence to a foreign official, official 
guest, or internationally protected person or makes any other violent attack upon the person or liberty of 
such person, or, if likely to endanger his person or liberty, makes a violent attack upon his official premises, 
private accommodation, or means of transport or attempts to commit any of the foregoing shall be fined 
under this title or imprisoned not more than three years, or both. Whoever in the commission of any such 
act uses a deadly or dangerous weapon, or inflicts bodily injury, shall be fined under this title or imprisoned 
not more than ten years, or both. 

(b)(U) Whoever willfully— 

(1) intimidates, coerces, threatens, or harasses a foreign official or an official guest or obstructs 
a foreign official in the performance of his duties; 

(2) attempts to intimidate, coerce, threaten, or harass a foreign official or an official guest or 
obstruct a foreign official in the performance of his duties; or 
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(3) within the United States and within one hundred feet of any building or premises in whole or 
in part owned, used, or occupied for official business or for diplomatic, consular, or residential purposes by- 

(A) a foreign government, including such use as a mission to an international organization; 

(B) an international organization; 

(C) a foreign official; or 

(D) an official guest; 

congregates with two or more other persons with intent to violate any other provision of this section; shall be 
fined under this title or imprisoned not more than six months, or both. 

(c) (U) For the purpose of this section "foreign government", "foreign official©, "internationally 
protected person", "international organization", "national of the United States", and "official guest" shall have 
the same meanings as those provided in section 1116(b) of this title. 

(d) (U) Nothing contained in this section shall be construed or applied so as to abridge the exercise 
of rights guaranteed under the first amendment to the Constitution of the United States. 

(e) (U) If the victim of an offense under subsection (a) is an internationally protected person outside 
the United States, the United States may exercise jurisdiction over the offense if (1) the victim is a 
representative, officer, employee, or agent of the United States, (2) an offender is a national of the United 
States, or (3) an offender is afterwards found in the United States. As used in this subsection, the United 
States includes all areas under the jurisdiction of the United States including any of the places within the 
provisions of sections 5 and 7 of this title and section 46501 (2) of Title 49. 

(f) (U) In the course of enforcement of subsection (a) and any other sections prohibiting a 
conspiracy or attempt to violate subsection (a), the Attorney General may request assistance from any 
Federal, State, or local agency, including the Army, Navy, and Air Force, any statute, rule, or regulation to 
the contrary, notwithstanding. 

Section 115. (U) Influencing, impeding, or retaliating against a Federal official by 
threatening or injuring a family member 

(a)(1) (U)Whoever- 

(A) assaults, kidnaps, or murders, or attempts or conspires to kidnap or murder, or threatens 
to assault, kidnap or murder a member of the immediate family of a United States official, a United States 
judge, a Federal law enforcement officer, or an official whose killing would be a crime under section 1 1 1 4 of 
this title; or 

(B) threatens to assault, kidnap, or murder, a United States official, a United States judge, a 
Federal law enforcement officer, or an official whose killing would be a crime under such section, with intent 
to impede, intimidate, or interfere with such official, judge, or law enforcement officer while engaged in the 
performance of official duties, or with intent to retaliate against such official, judge, or law enforcement 
officer on account of the performance of official duties, shall be punished as provided in subsection (b). 

(2) Whoever assaults, kidnaps, or murders, or attempts or conspires to kidnap or murder, or 
threatens to assault, kidnap, or murder, any person who formerly served as a person designated in 
paragraph (1), or a member of the immediate family of any person who formerly served as a person 
designated in paragraph (1), with intent to retaliated against such person on account of the performance of 
official duties during the term of service of such person, shall be punished as provided in subsection (b). 

(b)(1 ) (U) An assault in violation of this section shall be punished as provided in section 1 1 1 of this 
title. 

(2) A kidnapping, attempted kidnapping, or conspiracy to kidnap in violation of this section shall 
be punished as provided in section 1201 of this title for the kidnapping, attempted kidnapping, or conspiracy 
to kidnap of a person described in section 1 201 (a)(5) of this title. 

(3) A murder, attempted murder, or conspiracy to murder in violation of this section shall be 
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punished as provided in sections 1111, 1113, and 1 1 1 7 of this title. 

(4) A threat made in violation of this section shall be punished by a fine under this title or 
imprisonment for a term of not more than five years, or both, except that imprisonment for a threatened 
assault shall not exceed three years. 

(c) (U) As used in this section, the term- 

(1) "Federal law enforcement officer" means any officer, agent, or employee of the United States 
authorized by law or by a Government agency to engage in or supervise the prevention, detection, 
investigation, or prosecution of any violation of Federal criminal law; 

(2) "immediate family member" of an individual means- 

(A) his spouse, parent, brother or sister, child or person to whom he stands in loco parentis; 
or 

(B) any other person living in his household and related to him by blood or marriage; 

(3) "United States judge" means any judicial officer of the United States, and includes a justice 
of the Supreme Court and a United States magistrate; and 

(4) "United States official" means the President, President-elect, Vice President, Vice President- 
elect, a Member of congress, a member-elect of congress, a member of the executive branch who is the 
head of a department listed in 5 U.S.C. 101, or the Director of the Central Intelligence Agency. 

(d) (U) This section shall not interfere with the investigative authority of the United States Secret 
Service, as provided under sections 3056, 871, and 879 of this title. 



Section 351. (U) Congressional, Cabinet, and Supreme Court assassination, 
kidnapping, and assault; penalties 

(a) (U) Whoever kills any individual who is a Member of Congress or a Member-of Congress-elect, 
a member of the executive branch of the government who is the head, or a person nominated to be head 
during the pendency of such nomination, of a department listed in section 101 of title 5 or the second 
ranking official in such department, the Director (or a person nominated to be Director during the pendency 
of such nomination) or Deputy Director of Central Intelligence, a major Presidential or Vice Presidential 
candidate (as defined in section 3056 of this title), or a Justice of the United States, as defined in section 
451 of title 28, or a person nominated to be a Justice of the United States, during the pendency of such 
nomination, shall be punished as provided by sections 1111 and 1 1 1 2 of this title. 

(b) (U) Whoever kidnaps any individual designated in subsection (a) of this section shall be 
punished (1) by imprisonment for any term of years or for life, or (2) by death or imprisonment for any term 
of years or for life, if death results to such individual. 

(c) (U) Whoever attempts to kill or kidnap any individual designated in subsection (a) of this section 
shall be punished by imprisonment for any term of years or for life. 

(d) (U) If two or more persons conspire to kill or kidnap any individual designated in subsection (a) of 
this section and one or more of such persons do any act to effect the object of the conspiracy, each shall be 
punished (1) by imprisonment for any term of years of for life, or (2) by death or imprisonment for any term 
of years or for life, if death results to such individual. 

(e) (U) Whoever assaults any person designated in subsection (a) of this section shall be fined 
under this title, or imprisoned not more than one year, or both; and if the assault involved the use of a 
dangerous weapon, or personal injury results, shall be fined under this title, or imprisoned not more than ten 
years, or both. 

(f) (U) If Federal investigative or prosecutive jurisdiction is asserted for a violation of this section, 
such assertion shall suspend the exercise of jurisdiction by a State of local authority, under any applicable 
State or local law, until Federal action is terminated. 

(g) (U) Violations of this section shall be investigated by the Federal Bureau of Investigation. 
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Assistance may be requested from any Federal, State, or local agency, including the Army, Navy, and Air 
Force, any statute, rule, or regulation to the contrary notwithstanding. 

(h) (U) In a prosecution for an offense under this section the Government need not prove that the 
defendant knew that the victim of the offense was an individual protected by this section. 

(i) (U) There is extraterritorial jurisdiction over the conduct prohibited by this section. 



Section 878. (U) Threats and extortion against foreign officials, official guests, or 
internationally protected persons 

(a) (U) Whoever knowingly and willfully threatens to violate section 112, 1116, or 1201 shall be 
fined under this title or imprisoned not more than five years, or both, except that imprisonment for a 
threatened assault shall not exceed three years. 

(b) (U) Whoever in connection with any violation of subsection (a) or actual violation of section 1 1 2, 
1116 or 1201 makes any extortionate demand shall be fined under this title or imprisoned not more than 
twenty years, or both. 

(c) (U) For the purpose of this section "foreign official", "internationally protected person", "national 
of the United States", and "official guest" shall have the same meanings as those provided in section 
1116(a) of this title. 

(d) (U) If the victim of an offense under subsection (a) is an internationally protected person outside 
the United States, the United States may exercise jurisdiction over the offense if (1) the victim is a 
representative, officer, employee, or agent of the United States, (2) an offender is a national of the United 
States, or (3) an offender is afterwards found in the United States. As used in this subsection, the United 
States includes all areas under the jurisdiction of the United States including any of the places within the 
provisions of sections 5 and 7 of this title and section 46501 (2) of Title 49. 



Section 1751. (U) Presidential and Presidential staff assassination, kidnapping, and 
assault; penalties 

(a) (U) Whoever kills (1) any individual who is the President of the United States, the President- 
elect, the Vice President, or, if there is no Vice President, the officer next in the order of succession to the 
Office of the President of the United States, the Vice President-elect, or any person who is acting as 
President under the Constitution and laws of the United States, or (2) any person appointed under section 
105(a)(2)(A) of Title 3 employed in the executive Office of the President or appointed under section 
106(a)(1)(A) of Title 3 employed in the Office of the Vice President, shall be punished as provided by 
sections 1111 and 1 1 1 2 of this title. 

(b) (U) Whoever kidnaps any individual designated in subsection (a) of this section shall be 
punished (1) by imprisonment for any term of years or for life, or (2) by death or imprisonment for any term 
of years or for life, if death results to such individual. 

(c) (U) Whoever attempts to kill or kidnap any individual designate in subsection (a) of this section 
shall be punished by imprisonment for any term of years or for life. 

(d) (U) If two or more person conspire to kill or kidnap any individual designated in subsection (a) of 
this section and one or more of such persons do any act to effect the object of the conspiracy, each shall be 
punished (1) by imprisonment for any term of years or for life, or (2) by death or imprisonment for any term 
of years or for life, if death results to such individual. 

(e) (U) Whoever assaults any person designated in subsection (a)(1) shall be fined not more than 
$10,000, or imprisoned not more than ten years, or both. Whoever assaults any person designated in 
subsection (a)(2) shall be fined not more than $5,000, or imprisoned not more than one years, or both; and 
if personal injury results, shall be fined not more than $10,000, or imprisoned not more than ten years or 



SECRETOBFQRN 

28 



SECJ£E3ft*OEQRN 

both. 

(f) (U) The terms "President-elect" and "Vice-President-elect" as used in this section shall mean 
such persons as are the apparent successful candidates for the offices of President and Vice President, 
respectively, as ascertained from the results of the general elections held to determine the electors of 
President and Vice President in accordance with Title 3, United States Code, sections 1 and 2. 

(g) (U) The Attorney General of the United States, in his discretion, is authorized to pay an amount 
not to exceed $100,000 for information and services concerning a violation of subsection (a)(1). Any officer 
or employee of the United States or of any State or local government who furnishes information or renders 
service in the performance of his official duties shall not be eligible for payment under this subsection. 

(h) (U) If Federal investigative or prosecutive jurisdiction is asserted for a violation of this section, 
such assertion shall suspend the exercise of jurisdiction by a State or local authority, under any applicable 
State or local law, until Federal action is terminated. 

(i) (U) Violations of this section shall be investigated by the Federal Bureau of Investigation. 
Assistance may be requested from any Federal, State, or local agency, including the Army, Navy, and Air 
Force, any statute, rule, or regulation to the contrary notwithstanding. 

(j) (U) In a prosecution for an offense under this section the Government need not prove that the 
defendant knew that the victim of the offense was an official protected by this section. 

(k) (U) There is extraterritorial jurisdiction over the conduct prohibited by this section. 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 



A-6 (U) Title 18, U.S. Code, Section 32; The Aircraft Sabotage Act 



Section 32. (U) Destruction of aircraft or aircraft facilities 

(a) (U) Whoever willfully— 

(1) sets fire to, damages, destroys, disables, or wrecks any aircraft in the special aircraft 
jurisdiction of the United States or any civil aircraft used, operated, or employed in interstate, overseas, of 
foreign air commerce; 

(2) places or causes to be place a destructive device or substance in, upon, or in proximity to, or 
otherwise makes or causes to be made unworkable or unusable or hazardous to work or use, any such 
aircraft, or any part or other materials used or intended to be used in connection with the operation of such 
aircraft, if such placing or causing to be placed or such making or causing to be made is likely to endanger 
the safety of any such aircraft; 

(3) sets fire to, damages, destroys, or disables any air navigation facility, or interferes by force or 
violence with the operation of such facility, if such fire, damaging, destroying, disabling, or interfering is 
likely to endanger the safety of any such aircraft in flight; 

(4) with the intent to damage, destroy, or disable any such aircraft, sets fire to, damages, 
destroys, or disables or places a destructive device or substance in, upon, or in proximity to, any appliance 
or structure, ramp, landing area, property, machine, or apparatus, or any facility or other material used, or 
intended to be used, in connection with the operation, maintenance, loading, unloading or storage of any 
such aircraft or any cargo carried or intended to be carried on any such aircraft; 

(5) performs an act of violence against or incapacitates any individual on any such aircraft, if 
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such act of violence or incapacitation is likely to endanger the safety of such aircraft; 

(6) communicates information, knowing the information to be false and under circumstances in 
which such information may reasonably be believed, thereby endangering the safety of any such aircraft in 
flight; or 

(7) attempts or conspires to do anything prohibited under paragraphs (1) through (6) of this 
subsection; shall be fined under this title or imprisoned not more than twenty years or both. 

(b)(U) Whoever willfully— 

(1) performs an act of violence against any individual on board any civil aircraft registered in a 
country other than the United States while such aircraft is in flight, if such act is likely to endanger the safety 
of that aircraft; 

(2) destroys a civil aircraft registered in a country other than the United States while such aircraft 
is in service or causes damage to such an aircraft which renders that aircraft incapable of flight or which is 
likely to endanger that aircraft's safety in flight; 

(3) places or causes to be place on a civil aircraft registered in a country other than the United 
States while such aircraft is in service, a device or substance which is likely to destroy that aircraft, or to 
cause damage to that aircraft which renders that aircraft incapable of flight or which is likely to endanger 
that aircraft's safety in flight; or 

(4) attempts or conspires to commit an offense described in paragraphs (1) through (3) of this 
subsection; 

shall be fined under this title or imprisoned not more than twenty years, or both. There is jurisdiction over 
an offense under this subsection if a national of the United States was on board, or would have been on 
board, the aircraft; an offender is a national of the United States; or an offender is afterwards found in the 
United States. For purposes of this subsection, the term "national of the United States" has the meaning 
prescribed in section 101 (a) (22) of the Immigration and Nationality Act. 

(c) (U) Whoever willfully imparts or conveys any threat to do an act which would violate any of the 
paragraphs (1) through (5) of subsection (a) or any of paragraphs (1) through (3) of subsection (b) of this 
section, with an apparent determination and will to carry the threat into execution shall be fined under this 
title or imprisoned not more than five years, or both. 
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A-7 (U) Title 18, U.S. Code, Sections 792-799; Espionage and Censorship 



Section 792. (U) Harboring or concealing persons 

(U) Whoever harbors or conceals any person who he knows, or has reasonable grounds to believe 
or suspect, has committed, or is about to commit, an offense under sections 793 or 794 of this title, shall be 
fined under this title or imprisoned not more than ten years or both. 



Section 793. (U) Gathering, transmitting, or losing defense information 

(a) (U) Whoever, for the purpose of obtaining information respecting the national defense with intent 
or reason to believe that the information is to be used to the injury of the United States, or to the advantage 
of any foreign nation, goes upon, enters, flies over, or otherwise obtains information concerning any vessel, 
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aircraft, work of defense, navy yard, naval station, submarine base, fueling station, fort, battery; torpedo 
station, dockyard, canal, railroad, arsenal, building, office, research laboratory or station or other place 
connected with the national defense owned or constructed, or in progress of construction by the United 
States or under the control of the United States, or of any of its officers, departments, or agencies, or within 
the exclusive jurisdiction of the United States, or any place in which any vessel, aircraft, arms, munitions, or 
other materials or instruments for use in time of war are being made, prepared, repaired, stored, or are the 
subject of research or development, under any contract or agreement with the United States, or any 
department or agency thereof, or with any person on behalf of the United States, or otherwise on behalf of 
the United States, or any prohibited place so designated by the President by proclamation in time of war or 
in case of national emergency in which anything for the use of the Army, Navy, or Air Force is being 
prepared or constructed or stored, information as to which prohibited place the President has determined 
would be prejudicial to the national defense; or 

(b) (U) Whoever, for the purpose aforesaid, and with like intent or reason to believe, copies, takes, 
makes, or obtains, or attempts to copy, take, make, or obtain, any sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, document, writing, or note of anything 
connected with the national defense; or 

(c) (U) Whoever, for the purpose aforesaid, receives or obtains or agrees or attempts to receive or 
obtain from any person, or from any source whatever, any document, writing, code book, signal book, 
sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, or note, of 
anything connected with the national defense, knowing or having reason to believe, at the time he receives 
or obtains, or agrees or attempts to receive or obtain it, that it has been or will be obtained, taken, made, or 
disposed of by any person contrary to the provisions of this chapter; or 

(d) (U) Whoever, lawfully having possession of, access to, control over, or being entrusted with any 
document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, 
model, instrument, appliance, or note relating to the national defense, or information relating to the national 
defense which information the possessor has reason to believe could be used to the injury of the United 
States or to the advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be 
communicated, delivered, or transmitted or attempts to communicate, deliver, transmit or cause to be 
communicated, delivered or transmitted the same to any person not entitled to receive it, or willfully retains 
the same and fails to deliver it on demand to the officer or employee of the United States entitled to receive 
it; or 

(e) (U) Whoever having unauthorized possession of, access to, or control over any document, 
writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, or note relating to the national defense, or information relating to the national 
defense which information the possessor has reason to believe could be used to the injury of the United 
States or to the advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be 
communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be 
communicated, delivered, or transmitted the same to any person not entitled to receive it, or willfully retains 
the same and fails to deliver it to the officer or employee of the United States entitled to receive it; or 

(f) (U) Whoever, being entrusted with or having lawful possession or control of any document, 
writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, note, or information, relating to the national defense, (1) through gross negligence 
permits the same to be removed from its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, and fails to make prompt report of such loss, theft, 
abstraction, or destruction to his superior office r- 

(U) Shall be fined under this title or imprisoned not more than ten years, or both. 

(g) (U) If two or more persons conspire to violate any of the foregoing provisions of this section, and 
one or more of such persons do any act to effect the object of the conspiracy, each of the parties to such 
conspiracy, shall be subject to the punishment provided for the offense which is the object of such 
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conspiracy. 

(h) (1) (U) Any person convicted of a violation of this section shall forfeit to the United States, 
irrespective of any provision of State law, any property constituting, or derived from, any proceeds the 
person obtained, directly or indirectly, from any foreign government, or any faction or party or military or 
naval force within a foreign country, whether recognized or unrecognized by the United States, as the result 
of such violation. For the purposes of this subsection, the term "State" includes a State of the United 
States, the District of Columbia, and any commonwealth, territory, or possession of the United States. 

(2) The court, in imposing sentence on a defendant for a conviction of a violation of this section, 
shall order that the defendant forfeit to the United States all property described in paragraph (1) of this 
subsection. 

(3) The provisions of subsections (b), (c), and (e) through (p) of section 413 of the 
Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853(b), (c), and (e)-(p)) shall 
apply to- 

(A) property subject to forfeiture under this subsection; 

(B) any seizure or disposition of such property; and 

(C) any administrative or judicial proceeding in relation to such property 
if not inconsistent with this subsection. 

(4) Notwithstanding section 524(c) of Title 28, there shall be deposited in the Crime Victims 
Fund in the Treasury all amounts from the forfeiture of property under this subsection remaining after the 
payment of expenses for forfeiture and sale authorized by law. 



Section 794. (U) Gathering or delivering defense information to aid foreign 
government 

(a) (U) Whoever, with intent or reason to believe that it is to be used to the injury of the United 
States or to the advantage of a foreign nation, communicates, delivers, or transmits, or attempts to 
communicate, deliver, or transmit, to any foreign government, or to any faction or party or military or naval 
force within a foreign country, whether recognized or unrecognized by the United States, or to any 
representative, officer, agent, employee, subject, or citizen thereof, either directly or indirectly, any 
document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map, 
model, note, instrument, appliance, or information relating to the national defense, shall be punished by 
death or by imprisonment for any term of years or for life, except that the sentence of death shall not be 
imposed unless the jury or, if there is no jury, the court, further finds that the offense resulted in the 
identification by a foreign power (as defined in section 101(a) of the Foreign Intelligence Surveillance Act of 
1978) of an individual acting as an agent of the United States and consequently in the death of that 
individual, or directly concerned nuclear weaponry, military spacecraft or satellites, early warning systems, 
or other means of defense or retaliation against large-scale attack; war plans; communications intelligence 
or cryptographic information; or any other major weapons system or major element of defense strategy. 

(b) (U) Whoever, in time of war, with intent that the same shall be communicated to the enemy, 
collects, records, publishes, or communicates, or attempts to elicit any information with respect to the 
movement, numbers, description, condition, or disposition of any of the Armed Forces, ships, aircraft, or war 
materials of the United States, or with respect to the plans or conduct, or supposed plans or conduct of nay 
naval or military operations, or with respect to any works or measures undertaken for or connected with, or 
intended for the fortification or defense of any place, or any other information relating to the public defense, 
which might be useful to the enemy shall be punished by death or by imprisonment for any term of years or 
for life. 

(c) (U) If two or more persons conspire to violate this section, and one or more of such persons do 
any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be subject to the 
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punishment provided for the offense which is the object of such conspiracy. 

(d)(1) (U) Any person convicted of a violation of this section shall forfeit to the United States 
irrespective of nay provision of State law- 

(A) any property constituting, or derived from, any proceeds the person obtained, directly or 
indirectly, as the result of such violation, and 

(B) any of the person's property used, or intended to be used, in any manner or part, to 
commit, or to facilitate the commission of, such violation. 

(U) For the purpose of this subsection, the term "State" includes a State of the United States, the District of 
Columbia, and any commonwealth, territory, or possession of the Untied States. 

(2) The court, in imposing sentence on a defendant for a conviction of a violation of this section, 
shall order that the defendant forfeit to the United States all property described in paragraph (1) of this 
subsection. 

(3) The provisions of subsections (b), (c) and (e) through (p) of section 413 of the 
Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853(b), (c), and (e)-(p)) shall 
apply to- 

(A) property subject to forfeiture under this subsection; 

(B) any seizure or disposition of such property; and 

(C) any administrative or judicial proceeding in relation to such property, 
if not inconsistent with this subsection. 

(4) Notwithstanding section 524(c) of Title 28, there shall be deposited in the Crime Victims 
Fund in the Treasury all amounts from the forfeiture of property under this subsection remaining after the 
payment of expenses for forfeiture and sale authorized by law. 



Section 795. (U) Photographing and sketching defense installations 

(a) (U) Whenever, in the interests of national defense, the President defines certain vital military 
and naval installations or equipment as requiring protection against the general dissemination of information 
relative thereto, it shall be unlawful to make any photograph, sketch, picture, drawing, map, or graphical 
representation of such vital military and naval installations or equipment without first obtaining permission of 
the commanding officer of the military or naval post, camp, or station, or naval command concerned, or 
higher authority, and promptly submitting the product obtained to such commanding officer or higher 
authority for censorship or such other action as he may deem necessary. 

(b) (U) Whoever violates this section shall be fined under this title or imprisoned not more than one 
year, or both. 



Section 796. (U) Use of aircraft for photographing defense installations 

(U) Whoever uses or permits the use of an aircraft or any contrivance used, or designed for 
navigation or flight in the air, for the purpose of making a photograph, sketch, picture, drawing, map, or 
graphical representation of vital military or naval installations or equipment, in violation of section 795 of this 
title, shall be fined under this title or imprisoned not more than one year, or both. 



Section 797. (U) Publication and sale of photographs of defense installations 

(U) On and after thirty days from the date upon which the President defines any vital military or 
naval installation or equipment as being within the category contemplated under section 795 of this title, 
whoever reproduces, publishes, sells, or gives away any photograph, sketch, picture, drawing, map, or 
graphical representation of the vital military or naval installations or equipment so defined, without first 
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obtaining permission of the commanding officer of the military or naval post, camp, or station concerned, or 
higher authority, unless such photograph, sketch, picture, drawing, map, or graphical representation has 
clearly indicated thereon that it has been censored by the proper military or naval authority, shall be fined 
under this title or imprisoned not more than one year, or both. 



Section 798. (U) Disclosure of classified information 

(a) (U) Whoever knowingly and willfully communicates, furnishes, transmits, or otherwise makes 
available to an unauthorized person, or publishes, or uses in any manner prejudicial to the safety or interest 
of the United States or for the benefit of any foreign government to the detriment of the United States any 
classified information- 

(1) concerning the nature, preparation, or use of any code, cipher, or cryptographic system of 
the Untied States or any foreign government; or 

(2) concerning the design, construction, use, maintenance, or repair of any device, apparatus, or 
appliance used or prepared or planned for use by the United States or any foreign government for 
cryptographic or communication intelligence purposes; or 

(3) concerning the communication intelligence activities of the United States or any foreign 
government; or 

(4) obtained by the processes of communication intelligence from the communications of any 
foreign government, knowing the same to have been obtained by such process- 

(U) Shall be fined under this title or imprisoned not more than ten years, or both . 

(b) (U) As used in subsection (a) of this section- 

(U) The term "classified information" means information which, at the time of a violation of this 
section, is, for reasons of national security, specifically designated by a United States Government Agency 
for limited or restricted dissemination or distribution; 

(U) The terms "code," "cipher," and "cryptographic system" include in their meanings, in addition to 
their usual meanings, any method of secret writing and any mechanical or electrical device or method used 
for the purpose of disguising or concealing the contents, significance, or meanings of communications; 

(U) The term "foreign government" includes in its meaning any person or persons acting or 
purporting to act for or on behalf of any faction, party, department, agency, bureau, or military force of or 
within a foreign country, or for or on behalf of any government or any person or persons purporting to act as 
a government within a foreign country, whether or not such government is recognized by the United States. 

(U) The term "communication intelligence" means all procedures and methods used in the 
interception of communications and the obtaining of information from such communications by other than 
the intended recipients; 

(U) The term "unauthorized person" means any person who, or agency which, is not authorized to 
receive information of the categories set forth in subsection (a) of this section, by the President, or by the 
head of a department or agency of the United States Government which is expressly designated by the 
President to engage in communication intelligence activities for the United States. 

(c) (U) Nothing in this section shall prohibit the furnishing, upon lawful demand, of information to 
any regularly constituted committee of the Senate or House of Representative of the United States of 
America, or joint committee thereof. 

(d)(1) (U) Any person convicted of a violation of this section shall forfeit to the United States 
irrespective of nay provision of State law- 

(A) any property constituting, or derived from, any proceeds the person obtained , directly or 
indirectly, as the result of such violation; and 

(B) any of the person's property used, or intended to be used, in any manner or part, to 
commit, or to facilitate the commission of, such violation. 

(2) The court, in imposing sentence on a defendant for a conviction of a violation of this section, 
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shall order that the defendant forfeit to the United States all property described in paragraph (1 ). 

(3) Except as provided in paragraph (4), the provisions of subsections (b), (c), and (e) through (p) 
of section 413 of the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853(b), 
(c), and (e)-(p)), shall apply to- 

(A) property subject to forfeiture under this subsection; 

(B) any seizure or disposition of such property; and 

(C) any administrative or judicial proceeding in relation to such property, 
if not inconsistent with this subsection. 

(4) Notwithstanding section 524(c) of title 28, there shall be deposited in the Crime Victims Fund 
established under section 1402 of the Victims of Crime Act of 1984 (42 U.S.C. 10601) all amounts from the 
forfeiture of property under this subsection remaining after the payment of expenses for forfeiture and sale 
authorized by law. 

(5) As used in this subsection, the term "State" means any State of the United States, the 
District of Columbia, the commonwealth of Puerto Rico, and any territory or possession of the United 
States. 



Section 798A. (U) Temporary extension of section 794 

(U) The Provisions of section 794 of this title, as amended and extended by section 1 (a)(29) of the 
Emergency Powers Continuation Act (66 Stat. 333), as further amended by Public Law 12, Eighty-third 
Congress, in addition to coming into full force and effect in time of war shall remain in full force and effect 
until six months after the termination of the national emergency proclaimed by the President on December 
16, 1950 (Proc. 2912, 3 C.F.R., 1950 Supp., p.71), or such earlier date as may be prescribed by concurrent 
resolution of the Congress, and acts which would give rise to legal consequences and penalties under 
section 794 when performed during a state of war shall give rise to the same legal consequences and 
penalties when they are performed during the period above provided for. 

Section 799. (U) Violation of regulations of National Aeronautics and Space 

Administration 

(U) Whoever willfully shall violate, attempt to violate, or conspire to violate any regulation or order 
promulgated by the Administrator of the National Aeronautics and Space Administration for the protection 
or security of any laboratory, station, base or other facility, or part thereof, or any aircraft, missile, 
spacecraft, or similar vehicle, or part thereof, or other property or equipment in the custody of the 
Administration, or any real or personal property or equipment in the custody of any contractor under any 
contract with the Administration or any subcontractor of any such contractor, shall be fined under this title, 
or imprisoned not more than one year, or both. 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 
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A-8 (U) Title 18, U.S. Code, Sections 841-848; Importation, Manufacture, Distribution 
and Storage of Explosive Materials 



Section 841. (U) Definitions 

(U) As used in this chapter- 
fa) (U) "Person" means any individual, corporation, company, association, firm, partnership, 
society, or joint stock company. 

(b) (U) "Interstate" or foreign commerce means commerce between any place in a State and any 
place outside of that State, or within any possession of the United States (not including the Canal Zone) or 
the District of Columbia, and commerce between that State. "State" includes the District of Columbia, the 
Commonwealth of Puerto Rico, and the possessions of the United States (not including the Canal Zone). 

(c) (U) "Explosive materials" means explosives, blasting agents, and detonators; 

(d) (U) Except for the purposes of subsection (d), (e), (f), (g), (h), (i), and (j) of section 844 of this 
title, "explosives" means any chemical compound mixture, or device, the primary or common purpose of 
which is to function by explosion; the term includes, but is not limited to, dynamite and other high 
explosives, black powder, pellet powder, initiating explosives, detonators, safety fuses, squibs, detonating 
cord, igniter cord, and igniters. The Secretary shall publish and revise at least annually in the Federal 
Register a list of these and any additional explosives which he determines to be within the coverage of this 
chapter. For the purposes of subsections (d), (e), (f), (g), (h), and (i) of section 844 of this title, the term 
"explosive" is defined in subsection (j) of such section 844. 

(e) (U) "Blasting agent" means any material or mixture, consisting of fuel and oxidizer, intended for 
blasting, not otherwise defined as an explosive: Provided, That the finished product, as mixed for use or 
shipment, cannot be detonated by means of a numbered 8 test blasting cap when unconfined. 

(f) (U) "Detonator" means any device containing a detonating charge that is used for initiating 
detonation in an explosive; the term includes, but is not limited to, electric blasting caps of instantaneous 
and delay types, blasting caps for use with safety fuses and detonating-cord delay connectors. 

(g) (U) "Importer" means any person engaged in the business of importing or bringing explosive 
materials into the United States for purposes of sale or distribution. 

(h) (U) AManufacturer" means any person engaged in the business of manufacturing explosive 
materials for purposes of sale or distribution or for his own use. 

(i) (U) "Dealer" means any person engaged in the business of distributing explosive materials at 
wholesale or retail. 

(j) (U) "Permittee" means any user of explosives for a lawful purpose, who has obtained a user 
permit under the provisions of this chapter. 

(k) (U) "Secretary" means the Secretary of the Treasury or his delegate. 

(I) (U) "Crime punishable by imprisonment for a term exceeding one year" shall not mean (1) any 
Federal or State offenses pertaining to antitrust violations, unfair trade practices, restraints of trade, or other 
similar offenses relating to the regulation of business practices as the Secretary may be regulation 
designate, or (2) any State offense (other than one involving a firearm or explosive) classified by the laws of 
the State as a misdemeanor and punishable by a term of imprisonment of two years or less. 

(m) (U) "Licensee" means any importer, manufacturer, or dealer licensed under the provisions of 
this chapter. 

(n) (U) "Distribute" means sell, issue, give, transfer, or otherwise dispose of. 

(o) (U) "Convention on the Marking of Plastic Explosives" means the Convention on the Marking of 
Plastic Explosives for the Purpose of Detection, Done at Montreal on 1 March 1991. 

(p) (U) "Detection agent" means any one of the substances specified in this subsection when 
introduced into a plastic explosive or formulated in such explosive as a part of the manufacturing process in 
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such a manner as to achieve homogeneous distribution in the finished explosive, including- 
(1) Ethyl glycol dinitrate ... ; 
(2) 2,3-Dimetrhyl-2,3-dinitrobutane ... ; 
(3) Para-Mononitrotoluene ... ; 

(4) Ortho-Mononitrotuluene ... ; 

(5) any other substance in the concentration specified by the Secretary, after consultation with 
the Secretary of State and the Secretary of Defense, that has been added to the table in part 2 of the 
Technical Annex to the convention on the Marking of Plastic Explosives. 

(q) (U) "Plastic explosive" means an explosive material in flexible or elastic sheet form formulated 
with one or more high explosives which ... is formulated with binder material, and is as a mixture malleable 
or flexible at normal room temperature. 

Section 842. (U) Unlawful acts 

(a) (U) It shall be unlawful for any person- 

(1) to engage in the business of importing, manufacturing, or dealing in explosive materials 
without a license issued under this chapter; 

(2) knowingly to withhold information or to make any false or fictitious oral or written statement or 
to furnish or exhibit any false, fictitious, or misrepresented identification, intended or likely to deceive for the 
purpose of obtaining explosive materials, or a license, permit, exemption, or relief from disability under the 
provisions of this chapter; and 

(3) other than a licensee or permitted knowingly- 

(A) to transport, ship, cause to be transported, or receive in interstate or foreign commerce 
any explosive materials, except that a person who lawfully purchases explosive materials from a licensee in 
a State contiguous to the State in which the purchaser resides may ship, transport, or cause to be 
transported such explosive materials to the state in which he resides and may receive such explosive 
materials in the State in which he resides, if such transportation, shipment, or receipt is permitted by the law 
of the State in which he resides; or 

(B) to distribute explosive materials to any person (other than a licensee or permittee) who the 
distributor knows or has reasonable cause to believe does not reside in the State in which the distributor 
resides. 

(b) (U) It shall be unlawful for any licensee knowingly to distribute any explosive materials to any 
person except- 

(1) a licensee; 

(2) a permitee; or 

(3) a resident of the State where distribution is made and in which the licensee is licensed to do 
business or a State contiguous thereto if permitted by the law of the State of the purchaser's residence. 

(c) (U) It shall be unlawful for any licensee to distribute explosive materials to any person who the 
licensee has reason to believe intends to transport such explosive materials into a State where the 
purchase, possession, or use of explosive materials is prohibited or which does not permit its residents to 
transport or ship explosive materials into it or to receive explosive materials in it. 

(d) (U) It shall be unlawful for any person knowingly to distribute explosive materials to any 
individual who: 

(1) is under twenty-one years of age; 
(2) has been convicted in any court of a crime punishable by imprisonment for a term exceeding 



one year; 



(3) is under indictment for a crime punishable by imprisonment for a term exceeding one year; 

(4) is a fugitive from justice; 

(5) is an unlawful user of or addicted to any controlled substance (as defined in section 1 02 of 
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the Controlled Substances Act (21 U.S.C. 802)); or 

(6) has been adjudicated a mental defective. 

(e) (U) It shall be unlawful for any licensee knowingly to distribute any explosive materials to any 
person in any State where the purchase, possession, or use by such person of such explosive materials 
would be in violation of any State law or any published ordinance applicable at the place of distribution. 

(f) (U) It shall be unlawful for any licensee or permittee willfully to manufacture, import, purchase, 
distribute, or receive explosive materials without making such records as the Secretary may by regulation 
require, including, but not limited to, a statement of intended use, the name, date, place of birth, social 
security number or taxpayer identification number, and place of residence of any natural person to whom 
explosive materials are distributed. If explosive materials are distributed to a corporation or other business 
entity, such records shall include the identity and principal and local places of business and the name, date, 
place of birth, and place of residence of the natural person acting as agent of the corporation or other 
business entity in arranging the distribution. 

(g) (U) It shall be unlawful for any licensee or permittee knowingly to make any false entry in any 
record which he is required to keep pursuant to this section or regulations promulgated under section 847 of 
this title. 

(h) (U) It shall be unlawful for any person to receive, possess, transport, ship, conceal, store, barter, 
sell, dispose of, or pledge or accept as security for a loan, any stolen explosive materials which are moving 
as, which are part of, which constitute, or which have been shipped or transported in, interstate or foreign 
commerce, either before or after such materials were stolen, knowing or having reasonable cause to 
believe that the explosive materials were stolen. 

(i) (U) It shall be unlawful for any person- 

(1) who is under indictment for, or who has been convicted in any court of, a crime punishable 
by imprisonment for a term exceeding one year; 

(2) who is a fugitive from justice; 

(3) who is an unlawful user of or addicted to any controlled substance (as defined in section 102 
of the Controlled Substances Act (21 U.S.C. 802)); or 

(4) who has been adjudicated as a mental defective or who has been committed to a mental 
institution; 

to ship or transport any explosive in interstate or foreign commerce or to receive or possess any explosive 
which has been shipped or transported in interstate or foreign commerce. 

(j) (U) It shall be unlawful for any person to store any explosive material in a manner not in 
conformity with regulations promulgated by the Secretary. In promulgating such regulations, the Secretary 
shall take into consideration the class, type, and quantity of explosive materials to be stored, as well as the 
standards of safety and security recognized in the explosives industry. 

(k) (U) It shall be unlawful for any person who has knowledge of the theft or loss of any explosive 
materials from his stock, to fail to report such theft or loss within twenty-four hours of discovery thereof, to 
the Secretary and to appropriate local authorities. 

(I) (U) It shall be unlawful for any person to manufacture any plastic explosive that does not contain 
a detection agent. 

(m)(1) (U) It shall be unlawful for any person to import or bring into the United States, or export from 
the United States, any plastic explosive that does not contain a detection agent. 

(2) This subsection does not apply to the importation or bringing into the United States, of any 
plastic explosive that was imported or brought into, or manufactured in the United States prior to the date of 
enactment of this subsection by or on behalf of any agency of the United States performing military or police 
functions (including any military reserve component) or by or on behalf of the National Guard of any State, 
not later than 1 5 years after the date of entry into force of the Convention on the Marking of Plastic 
Explosives, with respect to the United States. 

(n)(1) (U) It shall be unlawful for any person to ship, transport, transfer, receive, or possess any 
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plastic explosive that does not contain a detection agent. 
(2) This subsection does not apply to- 

(A) the shipment, transportation, transfer, receipt, or possession of any plastic explosive that 
was imported or brought into, or manufactured in the United States prior to the date of enactment of this 
subsection by any person during the period beginning on that date and ending 3 years after that date of 
enactment; 

(B) the shipment, transportation, transfer, receipt, or possession of any plastic explosive that 
was imported or brought into, or manufactured in the United States prior to the date of enactment of this 
subsection by or on behalf of any agency of the United States performing a military or police function 
(including any military reserve component) or by or on behalf of the National Guard of any State, not later 
than 15 years after the date of entry into force of the Convention on the Marking of Plastic Explosives, with 
respect to the United States. 

(o) (U) It shall be unlawful for any person, other than an agency of the United States (including any 
military reserve component) or the National Guard of any State, possessing any plastic explosive on the 
date of enactment of this subsection, to fail to report too the Secretary within 120 days after such date of 
enactment the quantity of such explosives possessed, the manufacturer or importer, any marks of 
identification on such explosives, and such other information as the Secretary may prescribe by regulation. 

(p) (U) Distribution of information relating to explosives, destructive devices, and weapons of mass 
destruction.- 

(1) Definitions— In this subsection- 

(A) the term "destructive device" has the same meaning as in section 921(a)(4); 

(B) the term "explosive" has the same meaning as in section 833(j); and 

(C) the term "weapon of mass destruction" has the same meaning as in section 2332a(c)(2). 

(2) Prohibition.— It shall be unlawful for any person- 

(A) to teach or demonstrate the making or use of an explosive, a destructive device, or a 
weapon of mass destruction, or to distribute by any means information pertaining to, in whole or in part, the 
manufacture or use of an explosive, destructive device, or weapon of mass destruction, with the intent that 
the teaching, demonstration, or information be used for, or in furtherance of, an activity that constitutes a 
Federal crime of violence; or 

(B) to teach or demonstrate to any person the making or use of an explosive, a destructive 
device, or a weapon of mass destruction, or to distribute to any person, by any means, information 
pertaining to, in whole or in part, the manufacture or use of an explosive, destructive device, or weapon of 
mass destruction, knowing that such person intends to use the teaching, demonstration, or information for, 
or in furtherance of, an activity that constitutes a Federal crime of violence. 

Section 843. (U) Licenses and user permits 

(a) (U) An application for a user permit or a license to import, manufacture, or deal in explosive 
materials shall be in such form and contain such information as the Secretary shall by regulation prescribe. 
Each applicant for a license or permit shall pay a fee to be charged as set by the Secretary, said fee not to 
exceed $200 for each license or permit. Each license or permit shall be valid for no longer than three years 
from date of issuance and shall be renewable upon the same conditions and subject to the same 
restrictions as the original license or permit and upon payment of a renewal fee not to exceed one-half of 
the original fee. 

(b) (U) Upon the filing of a proper application and payment of the prescribed fee, and subject to the 
provisions of this chapter and other applicable laws, the Secretary shall issue to such applicant the 
appropriate license or permit if- 

(1) the applicant (including in the case of a corporation, partnership, or association, any 
individual possessing, directly or indirectly, the power to direct or cause the direction of the management 
and policies of the corporation, partnership, or association) is not a person to whom the distribution of 
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explosive materials would be unlawful under section 842(d) of this chapter; 

(2) the applicant has not willfully violated any of the provisions of this chapter or regulations 
issued hereunder; 

(3) the applicant has in a State premises from which he conducts or intends to conduct business; 

(4) the applicant has a place of storage for explosive materials which meets such standards of 
public safety and security against theft as the Secretary by regulations shall prescribe; and 

(5) the applicant has demonstrated and certified in writing that he is familiar with all published 
State laws and local ordinances relating to explosive materials for the location in which he intends to do 
business. 

(c) (U) The Secretary shall approve or deny an application within a period of forty-five days 
beginning on the date such application is received by the Secretary. 

(d) (U) The Secretary may revoke any license or permit issued under this section if in the opinion of 
the Secretary the holder thereof has violated any provision of this chapter or any rule or regulation 
prescribed by the Secretary under this chapter, or has become ineligible to acquire explosive materials 
under section 842(d). The Secretary's action under this subsection may be reviewed only as provided in 
subsection (e)(2) of this section. 

(e)(1 ) (U) Any person whose application is denied or whose license or permit is revoked shall 
receive a written notice form the Secretary stating the specific grounds upon which such denial or 
revocation is based. Any notice of a revocation of a license or permit shall be given to the holder of such 
license or permit prior to or concurrently with the effective date of the revocation. 

(2) If the Secretary denies an application for, or revokes a license, or permit, he shall, upon 
request by the aggrieved party, promptly hold a hearing to review his denial or revocation. In the case of a 
revocation, the Secretary may upon a request of the holder stay the effective date of the revocation. A 
hearing under this section shall be at a location convenient to the aggrieved party. The Secretary shall give 
written notice of his decision to the aggrieved party within a reasonable time after the hearing. The 
aggrieved party may, within sixty days after receipt of the Secretary's written decision, file a petition with the 
United States court of appeals for the district in which he resides or has his principal place of business for a 
judicial review of such denial or revocation, pursuant to sections 701-706 of Title 5, United States Code. 

(f) (U) Licenses and permittees shall make available for inspection at all reasonable times their 
records kept pursuant to this chapter or the regulations issued hereunder, and shall submit to the Secretary 
such reports and information with respect to such records and the contents thereof as he shall be 
regulations prescribe. The Secretary may enter during business hours the premises (including places of 
storage) of any licensee or permittee, for the purpose of inspecting or examining (1) any records or 
documents required to be kept by such licensee or permittee, under the provisions of this chapter or 
regulations issued hereunder, and (2) any explosive materials kept or stored by such licensee or permittee 
at such premises. Upon the request of any State or any political subdivision thereof, the Secretary may 
make available to such State or any political subdivision thereof, any information which he may obtain by 
reason of the provisions of this chapter with respect to the identification of persons within such State or 
political subdivision thereof, who have purchased or received explosive materials, together with a 
description of such explosive materials. 

(g) (U) Licenses and permits issued under the provisions of subsection (b) of this section shall be 
kept posed and kept available for inspection on the premises covered by the license and permit. 



Section 844. (U) Penalties 

(a) (U) Any person who- 

(1) violates any of subsections (a) through (i) or (I) through (o) of section 842 shall be fined 
under this title, imprisoned for not more than 10 years, or both; and 

(2) violates subsection (p)(2) of section 842, shall be fined under this title, imprisoned not more 
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than 20 years, or both. 

(b) (U) Any person who violates any other provision of section 842 of this chapter shall be fined 
under this title or imprisoned not more than one year, or both. 

(c)(1) (U) Any explosive materials involved or used or intended to be used in any violation of the 
provisions of this chapter or any other rule or regulation promulgated thereunder or any violation of any 
criminal law of the United States shall be subject to seizure and forfeiture, and all provisions of the Internal 
Revenue Code of 1986 relating to the seizure, forfeiture, and disposition of firearms, as defined in section 
5845(a) of that Code, shall, so far as applicable, extend to seizures and forfeitures under the provisions of 
this chapter. 

(2) Notwithstanding paragraph (1), in the case of the seizure of any explosive materials for any 
offense for which the materials would be subject to forfeiture in which it would be impracticable or unsafe to 
remove the materials to a place of storage or would be unsafe to remove the materials to a place of storage 
or would be unsafe to store them, the seizing officer may destroy the explosive materials forthwith. And 
destruction under this paragraph shall be in the presence of at least 1 credible witness. The seizing officer 
shall make a report of the seizure and take samples as the Secretary may by regulation prescribe. 

(3) Within 60 days after any destruction made pursuant to paragraph (2), the owner of (including 
any person having an interest in) the property so destroyed may make application to the Secretary for 
reimbursement of the value of the property. If the claimant establishes to the satisfaction of the Secretary 
that- 

(A) the property has not been used or involved in a violation of law; or 

(B) any unlawful involvement or use of the property was without the claimant's knowledge, 
consent, or willful blindness, the Secretary shall make an allowance to the claimant not exceeding the value 
of the property destroyed. 

(d) (U) Whoever transports or receives, or attempts to transport or receive, in interstate or foreign 
commerce any explosive with the knowledge or intent that it will be used to kill, injure, or intimidate any 
individual or unlawfully to damage or destroy any building, vehicle, or other real or personal property, shall 
be imprisoned for not more than ten years, or fined under this title, or both; and if personal injury results to 
any person, including any public safety officer performing duties as a direct or proximate result of conduct 
prohibited by this subsection, shall be imprisoned for not more than twenty years or fined under this title, or 
both; and if death results to any person, including any public safety officer performing duties as a direct or 
proximate result of conduct prohibited by this subsection, shall be subject to imprisonment for any term of 
years, or to the death penalty or to life imprisonment. 

(e) (U) Whoever, through the use of the mail, telephone, telegraph, or other instrument of interstate 
or foreign commerce, or in or affecting interstate or foreign commerce, willfully makes any threat, or 
maliciously conveys false information knowing the same to be false, concerning an attempt or alleged 
attempt being made, or to be made, to kill, injure, or intimidate any individual or unlawfully to damage or 
destroy any building, vehicle, or other real or personal property by means of fire or an explosive shall be 
imprisoned for not more than 10 years or fined under this title, or both. 

(f)(1) (U) Whoever maliciously damages or destroys, or attempts to damage or destroy, by means 
of fire or an explosive, any building, vehicle, or other personal or real property in whole or in part owned or 
possessed by, or leased to, the United States, or any department or agency thereof, shall be imprisoned for 
not less than 5 years and not more than 20 years, fined under this title, or both. 

(2) Whoever engages in conduct prohibited by this subsection, and as a result of such conduct, 
directly or proximately causes personal injury or creates a substantial risk of injury to any person, including 
any public safety officer performing duties, shall be imprisoned for not less than 7 years and not more than 
40 years, fined under this title, or both. 

(3) Whoever engages in conduct prohibited by this subsection, and as a result of such conduct 
directly or proximately causes the death of any person, including any public safety officer performing duties, 
shall be subject to the death penalty, or imprisoned for not less than 20 years or for life, fined under this 
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title, or both. 

(9)0) (U) Except as provided in paragraph (2), whoever possesses an explosive in an airport that is 
subject to the regulatory authority of the Federal Aviation Administration, or in any building in whole or in 
part owned, possessed, or used by, or leased to, the United States or any department or agency thereof, 
except with the written consent of the agency, department, or other person responsible for the management 
of such building or airport, shall be imprisoned for not more than five years, or fined under this title, or both. 
(2) The provisions of this subsection shall not be applicable to- 

(A) the possession of ammunition (as that term is defined in regulations issued pursuant to 
this chapter) in an airport that is subject to the regulatory authority of the Federal Aviation Administration if 
such ammunition is either in checked baggage or in a closed container; or 

(B) the possession of an explosive in an airport if the packaging and transportation of such 
explosive is exempt from, or subject to and in accordance with, regulations of the Research and Special 
Projects Administration for the handling of hazardous materials pursuant to chapter 51 of Title 49. 

(h) (U) Whoever- 

(1) uses fire or an explosive to commit any felony which may be prosecuted in a court of the 
United States, or 

(2) carries an explosive during the commission of any felony which may be prosecuted in a court 
of the United States, 

including a felony which provides for an enhanced punishment if committed by the use of a deadly or 
dangerous weapon or device shall, in addition to the punishment provided for such felony, be sentenced to 
imprisonment for 1 years. In the case of a second or subsequent conviction under this subsection, such 
person shall be sentenced to imprisonment for 20 years. Notwithstanding any other provision of law, the 
court shall not place on probation or suspend the sentence of any person convicted of a violation of this 
subsection, nor shall the term of imprisonment imposed under this subsection run concurrently with any 
other term of imprisonment including that imposed for the felony in which the explosive was used or carried. 

(i) (U) Whoever maliciously damages or destroys, or attempts to damage or destroy, by means of 
fire or an explosive, any building, vehicle, or other real or personal property used in interstate or foreign 
commerce or in any activity affecting interstate or foreign commerce shall be imprisoned for not less than 5 
years and not more than 20 years, fined under this title, or both; and if personal injury results to any person, 
including any public safety officer performing duties as a direct or proximate result of conduct prohibited by 
this subsection, shall be imprisoned for not less than 7 years and not more than 40 years, fined under this 
title, or both; and if death results to any person, including any public safety officer performing duties as a 
direct or proximate result of conduct prohibited by this subsection, shall also be subject to imprisonment for 
any term of years, or to the death penalty or to life imprisonment. 

(j) (U) For the purposes of subsections (d), (e), (f), (g), (h), and (i) of this section and section 842(p), 
the term "explosive" means gunpowders, powders used for blasting, all forms of high explosives, blasting 
materials, fuzes (other than electric circuit breakers), detonators, and other detonating agents, smokeless 
powders, other explosive or incendiary devices within the meaning of paragraph (5) of section 232 of this 
title, and any chemical compounds, mechanical mixture, or device that contains any oxidizing and 
combustible units, or other ingredients, in such proportions, quantities, or packing that ignition by fire, by 
friction, by concussion, by percussion, or by detonation of the compound, mixture, or device or any part 
thereof may cause an explosion. 

(k) (U) A person who steals any explosives [sic] materials which are moving as, or are a part of, or 
which have moved in, interstate or foreign commerce shall be imprisoned for not more than 10 years, fined 
under this title, or both. 

(I) (U) A person who steals any explosive material from a licensed importer, licensed manufacturer, 
or licensed dealer, or from any permittee shall be fined under this title, imprisoned not more than 10 years, 
or both. 

(m) (U) A person who conspires to commit an offense under subsection (h) shall be imprisoned for 
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any term of years not exceeding 20, [sic] fined under this title, or both. 

(n) (U) Except as otherwise provided in this section, a person who conspires to commit any offense 
defined in this chapter shall be subject to the same penalties (other than the penalty of death) as the 
penalties prescribed for the offense the commission of which was the object of the conspiracy. 

(o) (U) Whoever knowingly transfers any explosive materials, knowing or having reasonable cause 
to believe that such explosive materials will be used to commit a crime of violence (as defined in section 
924(c)(3)) or drug trafficking crime (as defined in section 924(c)(2)) shall be subject to the same penalties 
as may be imposed under subsection (h) for a first conviction for the use or carrying of an explosive 
material. 



Section 845. (U) Exceptions; relief from disabilities 

(a) (U) Except in the case of subsections (I), (m), (n), or (o) of section 842 and subsections (d), (e), 
(f), (9), (h), and (i) of section 844 of this title, this chapter shall not apply to: 

(1) any aspect of the transportation of explosive materials via railroad, water, highway, or air 
which are regulated by the United States Department of Transportation and agencies thereof, and which 
pertain to safety; 

(2) the use of explosive materials in medicines and medicinal agents in the forms prescribed by 
the official United States Pharmacopeia, or the National Formulary; 

(3) the transportation, shipment, receipt, or importation of explosive materials for delivery to any 
agency of the United States or to any State or political subdivision thereof; 

(4) small arms ammunition and components thereof; 

(5) commercially manufactured black powder in quantities not to exceed fifty pounds, percussion 
caps, safety and pyrotechnic fuses, quills, quick and slow matches, and friction primers, intended to be 
used solely for sporting, recreational, or cultural purposes in antique firearms as defined in section 
921(a)(16) of Title 18 of the United States Code, or in antique devices as exempted form the term 
"destructive device" in section 921(a)(4) of Title 18 of the United States Code; and 

(6) manufacture under the regulation of the military department of the United States of explosive 
materials for, or their distribution to or storage or possession by the military or naval services or other 
agencies of the United States; or to arsenals, navy yards, depots, or other establishments owned by, or 
operated by or on behalf of, the United States. 

(b) (U) A person who had been indicted for or convicted of a crime punishable by imprisonment for 
a term exceeding one year may make application to the Secretary for relief from the disabilities imposed by 
this chapter with respect to engaging in the business of importing, manufacturing, or dealing in explosive 
materials, or the purchase of explosive materials, and incurred by reason of such indictment or conviction, 
and the Secretary may grant such relief if it is established to his satisfaction that the circumstances 
regarding the indictment or conviction, and the applicant's record and reputation, are such that the applicant 
will not be likely to act in a manner dangerous to public safety and that the granting of the relief will not be 
contrary to the public interest. A licensee or permittee who makes application for relief from the disabilities 
incurred under this chapter by reason of indictment or conviction, shall not be barred by such indictment or 
conviction from further operations under his license or permit pending final action on an application for relief 
filed pursuant to this section 

(c) (U) It is an affirmative defense against any proceeding involving subsection (I) through (o) of 
section 842 if the proponent proves by a preponderance of the evidence that the plastic explosive- 

(1) consisted of a small amount of plastic explosive intended for and utilized solely in lawful- 

(A) research, development, or testing of new or modified explosive materials; 

(B) training in explosives detection or development or testing of explosives detection 
equipment; or 
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(C) forensic science purposes; or 

(2) was plastic explosive that, within 3 years after the date of enactment of the Antiterrorism and 
Effective Penalty Act of 1996, will be or is incorporated in a military device within the territory of the United 
States and remains an integral part of such military device, or is intended to be, or is incorporated in, and 
remains an integral part of a military device that is intended to become, or has become, the property of any 
agency of the United States performing military or police functions (including any military reserve 
component) or the National Guard of any State, wherever such device is located. 

(3) For purposes of this subsection, the term "military device@ includes, but is not restricted to, 
shells, bombs, projectiles, mines, missiles, rockets, shaped charges, grenades, perforators, and similar 
devices lawfully manufactured exclusively for military or police purposes. 



Section 846. (U) Additional powers of the Secretary 

(a) (U) The Secretary is authorized to inspect the site of any accident, or fire, in which there is 
reason to believe that explosive materials were involved, in order that if any such incident has been brought 
about by accidental means, precautions may be taken to prevent similar accidents form occurring. In order 
to carry out the purpose of this subsection, the Secretary is authorized to enter into or upon any property 
where explosive materials have been used, are suspected of having been used, or have been found in an 
otherwise unauthorized location. Nothing in this chapter shall be construed as modifying or otherwise 
affecting in any way the investigative authority of any other Federal agency. In addition to any other 
investigatory authority they have with respect to violations of provisions of this chapter, the Attorney 
General and the Federal Bureau of Investigation, together with the Secretary, shall have authority to 
conduct investigations with respect to violations of subsection (d), (e), (f), (g), (h), or (i) of section 844 of this 
title. 

(b) (U) The Secretary is authorized to establish a national repository of information on incidents 
involving arson and the suspected criminal misuse of explosives. All Federal agencies having information 
concerning such incidents shall report the information to the Secretary pursuant to such regulations as 
deemed necessary to carry out the provisions of this subsection, the repository shall also contain 
information on incidents voluntarily reported to the Secretary by State and local authorities. 

Section 847. (U) Rules and regulations 

(U) The administration of this chapter shall be vested in the Secretary. The Secretary may 
prescribe such rules and regulations as he deems reasonably necessary to carry out the provisions of this 
chapter. The Secretary shall give reasonable public notice, and afford to interested parties opportunity for 
hearing, prior to prescribing such rules and regulations. 

Section 848. (U) Effect on State law 

(U) No provision of this chapter shall be construed as indicating an intent on the part of the 
Congress to occupy the field in which such provision operates to the exclusion of the law of any State on 
the same subject matter, unless there is a direct and positive conflict between such provision and the law of 
the State so that the two cannot be reconciled or consistently stand together. 
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A-9 (U) Title 18, U.S. Code, Sections 951-970; Foreign Relations 



Section 951. (U) Agents of foreign governments 

(a) (U) Whoever, other than a diplomatic or consular officer or attache, acts in the United States as 
an agent of a foreign government without prior notification to the Attorney General if required in subsection 
(b), shall be fined under this title or imprisoned not more than ten years, or both. 

(b) (U) The Attorney General shall promulgate rules and regulations establishing requirements for 
notification. 

(c) (U) The Attorney General shall, upon receipt, promptly transmit one copy of each notification 
statement filed under this section to the Secretary of State for such comment and use as the Secretary of 
State may determine to be appropriate from the point of view of the foreign relations of the United States. 
Failure of the Attorney General to do so shall not be a bar to prosecution under this section. 

(d) (U) For purposes of this section, the term "agent of a foreign government" means an individual 
who agrees to operate within the United States subject to the direction or control of a foreign government or 
official, except that such term does not include- 

(1) a duly accredited diplomatic or consular officer of a foreign government, who is so 
recognized by the Department of State; 

(2) any officially and publicly acknowledged and sponsored official or representative of a foreign 
government; 

(3) any officially and publicly acknowledged and sponsored member of the staff of, or employee 
or, an officer, official, or representative described in paragraph (1) or (2), who is not a United States citizen; 
or 

(4) any person engaged in a legal commercial transaction. 

(e) (U) Notwithstanding paragraph (d)(4), any person engaged in a legal commercial transaction 
shall be considered to be an agent of a foreign government for purposes of this section if- 

(1 ) such person agrees to operate within the United States subject to the direction or control of a 
foreign government or official; and 

(2) such person- 

(A) is an agent of Cuba or any other country that the President determines (and so reports to 
the congress) poses a threat to the national security interest of the United States for purposes of this 
section, unless the Attorney General, after consultation with the Secretary of State, determines and so 
reports to the Congress that the national security or foreign policy interests of the United States require that 
the provisions of this section do not apply in specific circumstances to agents of such country; or 

(B) has been convicted of, or has entered a plea of nolo contendre with respect to, any 
offense under section 792 through 799, 831 , or 2381 of this title or under section 1 1 of the Export 
Administration Act of 1 979, except that the provisions of this subsection shall not apply to a person 
described in this clause for a period of more than five years beginning on the date of the conviction or the 
date of entry of the plea of nolo contendre, as the case may be. 



Section 952. (U) Diplomatic codes and correspondence 

(U) Whoever, by virtue of his employment by the United States, obtains from another or has or has 
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had custody of or access to, any official diplomatic code or any matter prepared in any such code, or which 
purports to have been prepared in any such code, and without authorization or competent authority, willfully 
publishes or furnishes to another any such code or matter, or any matter which was obtained while in the 
process of transmission between any foreign government and its diplomatic mission in the United States, 
shall be fined under this title or imprisoned not more than ten years, or both. 



Section 953. (U) Private correspondence with foreign governments 

(U) Any citizen of the United States, wherever he may be, who without authority of the United 
States, directly or indirectly commences or carries on any correspondence or intercourse with any foreign 
government or any officer or agent thereof, with intent to influence the measures or conduct of any foreign 
government or of any officer or agent thereof, in relation to any disputes or controversies with the United 
States, or to defeat the measures of the United States, shall be fined under this title or imprisoned not more 
than three years, or both. 

(U) This section shall not abridge the right of a citizen to apply, himself or his agent, to any foreign 
government or the agents thereof for redress of any injury which he may have sustained from such 
government or any of its agents or subjects. 



Section 954. (U) False statements influencing foreign government 

(U) whoever, in relation to any dispute or controversy between a foreign government and the United 
States, willfully and knowingly makes any untrue statement, either orally or in writing, under oath before any 
person authorized and empowered to administer oaths, which the affiant has knowledge or reason to 
believe will, or may be used to influence the measures or conduct of any foreign government, or of any 
officer or agent of any foreign government, to the injury of the United States, or with a view or intent to 
influence any measure of or action by the United States or any department or agency thereof, to the injury 
of the United States, shall be fined under this title or imprisoned not more than ten years or both. 



Section 955. (U) Financial transactions with foreign governments 

(U) Whoever, within the United States, purchases or sells the bonds, securities, or other obligations 
of any foreign government or political subdivision thereof or any organization or association acting for or on 
behalf of a foreign government or political subdivision thereof, issued after April 13, 1934, or makes any 
loan to such foreign government, political subdivision, organization or association, except a renewal or 
adjustment of existing indebtedness, while such government, political subdivision, organization or 
association, is in default in the payment of its obligations, or any part thereof, to the United States, shall be 
fined under this title or imprisoned for not more than five years, or both. 

(U) This section is applicable to individuals, partnerships, corporations, or associations other than 
public corporations created by or pursuant to special authorizations of Congress, or corporations in which 
the United States has or exercises a controlling interest through stock ownership or otherwise. While any 
foreign government is a member both of the international Monetary Fund and of the International Bank for 
Reconstruction and Development, this section shall not apply to the sale or purchase of bonds, securities, 
or other obligations of such government or any political subdivision thereof or of any organization or 
association acting for or on behalf of such government or political subdivision, or to making of nay loan to 
such government, political subdivision, organization, or association. 
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Section 956. Conspiracy to kill, kidnap, maim, or injure persons or damage 
property in a foreign country 

(a)(1) (U) Whoever, within the jurisdiction of the United States, conspires with one or more other 
persons, regardless of where such other person or persons are located, to commit at any place outside the 
United States an act that would constitute the offense of murder, kidnapping, or maiming if committed in the 
special maritime and territorial jurisdiction of the United States shall, if any of the conspirators commits an 
act within the jurisdiction of the United States to effect any object of the conspiracy, be punished as 
provided in subsection (a)(2). 

(2) The punishment for an offense under subsection (a)(1) of this section is- 

(A) imprisonment for any term of years or for life if the offense is conspiracy to murder or 
kidnap; and 

(B) imprisonment for not more than 35 years if the offense is conspiracy to maim. 

(b) (U) Whoever, within the jurisdiction of the United States, conspires with one or more persons, 
regardless of there such other person or persons are located, to damage or destroy specific property 
situated within a foreign country and belonging to a foreign government or to any political subdivision 
thereof with which the United States is at peace, or any railroad, canal, bridge, airport, airfield, or other 
public utility, public conveyance, or public structure, or any religious, educational, or cultural property so 
situated, shall, if any of the conspirators commits an act within the jurisdiction of the United States to effect 
any object of the conspiracy, be imprisoned not more than 25 years. 

Section 957. (U) Possession of property in aid of foreign government 

(U) Whoever, in aid of any foreign government, knowingly and willfully possesses or controls any 
property or papers used or designed or intended for use in violating any penal statute, or any of the rights or 
obligations of the United States under any treaty or the law of nations, shall be fined under this title or 
imprisoned not more than ten years, or both. 



Section 958. (U) Commission to serve against friendly nation 

(U) Any citizen of the United States who, within the jurisdiction thereof, accepts and exercises a 
commission to serve a foreign prince, state, colony, district, or people, in war, against any prince, state, 
colony, district, or people, with whom the United States is at peace shall be fined under this title or 
imprisoned not more than three years, or both. 



Section 959. (U) Enlistment in foreign service 

(a) (U) Whoever, within the United States, enlists or enters himself, or hires or retains another to 
enlist or enter himself, or to go beyond the jurisdiction of the United States with intent to be enlisted or 
entered in the service of any; foreign prince, state, colony, district, or people as a soldier or as a marine or 
seaman on board any vessel of war, letter of marque, or privateer, shall be fined under this title or 
imprisoned not more than three years, or both. 

(b) (U) This section shall not apply to citizens or subjects of any country engaged in war with a 
country with which the United States is at war, unless such citizen or subject of such foreign country shall 
hire or solicit a citizen of the United States to enlist or go beyond the jurisdiction of the United States with 
intent to enlist or enter the service of a foreign country. Enlistments under this subsection shall be under 
regulations prescribed by the Secretary of the Army. 

(c) (U) This section and sections 960 and 961 of this title shall not apply to any subject or citizen of 
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any foreign prince, state, colony, district, or people who is transiently within the United States and enlists or 
enters himself on board any vessel of war, letter of marque, or privateer, which at the time of its arrival 
within the United States was fitted and equipped as such, or hires or retains another subject or citizen of the 
same foreign prince, state, colony, district, or people who is transiently within the United States to enlist or 
enter himself to serve such foreign prince, state, colony, district, or people on board such vessel of war, 
letter of marque, or privateer, if the United states shall then be at peace with such foreign prince, state, 
colony, district, or people. 



Section 960. (U) Expedition against friendly nation 

(U) Whoever, within the United States, knowingly begins or sets on foot or provides or prepares a 
means for or furnishes the money for, or takes part in, any military or naval expedition or enterprise to be 
carried on from thence against the territory or dominion of any foreign prince or state, or of any colony, 
district, or people with whom the United States is at peace, shall be fined under this title or imprisoned not 
more than three years, or both. 



Section 961. (U) Strengthening armed vessel of foreign nation 

(U) Whoever, within the United States, increases or augments the force of nay ship of war, cruiser, 
or other armed vessel which, at the time of her arrival within the United States, was a ship of war, or cruiser, 
or armed vessel, in the service of any foreign prince or state, or of any colony, district, or people, or 
belonging to the subjects or citizens of any such prince or state, colony, district, or people, the same being 
at war with any foreign prince or state, or of any colony, district, or people, with whom the United States is 
at peace, or adding to the number of the guns of such vessel, or by changing those on board of her for guns 
of a larger caliber, or by adding thereto any equipment solely applicable to war, shall be fined under this title 
or imprisoned not more than one year, or both. 



Section 962. (U) Arming vessel against friendly nation 

(U) Whoever, within the United States, furnishes, fits out, arms, or attempts to furnish, fit out or arm, 
any vessel, with intent that such vessel shall be employed in the service of any foreign prince, or state, or of 
nay colony, district, or people, to cruise, or commit hostilities against the subjects, citizens, or property of 
any foreign prince or state, or of any colony, district, or people with whom the United States is at peace; or 

(U) Whoever issues or delivers a commission within the United States for any vessel, to the intent 
that she may be so employed- 

(U) Shall be fined under this title or imprisoned not more than three years, or both. 

(U) Every such vessel, her tackle, apparel, and furniture, together with all materials, arms, 
ammunition, the stores which may have been procured for the building and equipment thereof, shall be 
forfeited, one half to the use of the informer and the other half to the use of the United States. 



Section 963. (U) Detention of armed vessel 

(a) (U) During a war in which the United States is a neutral nation, the President, or nay person 
authorized by him, may detain any armed vessel owned wholly or in part by citizens of the United States, or 
any vessel, domestic or foreign (other than one which has entered the ports of the United States as a public 
vessel), which is manifestly built for warlike purposes or has been converted or adapted from a private 
vessel to one suitable for warlike use, until the owner or master, or person having charge of such vessel, 
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shall furnish proof satisfactory to the President, or to the person duly authorized by him, that the vessel will 
not be employed to cruise against or commit or attempt to commit hostilities upon the subjects citizens, or 
property of any foreign prince or state, or of any colony, district, or people with which the United States is at 
peace, and that the said vessel will not be sold or delivered to any belligerent nation, or to an agent, officer, 
or citizen of such nation, by them or any of them, within the jurisdiction of the United States, or upon the 
high seas. 

(b) (U) Whoever, in violation of this section takes, or attempts to take, or authorizes the taking of 
any such vessel, out of port or from the United States, shall be fined under this title or imprisoned not more 
than ten years, or both. 



Section 964. (U) Delivering armed vessel to belligerent nation 

(a) (U) During a war in which the United States is a neutral nation, it shall be unlawful to send out of 
the United States any vessel built, armed, or equipped as a vessel of war, or converted from a private 
vessel into a vessel of war, with any intent or under any agreement or contract that such vessel will be 
delivered to a belligerent nation, or to an agent, officer, or citizen of such nation, or with reasonable cause 
to believe that the said vessel will be employed in the service of any such belligerent nation after its 
departure from the jurisdiction of the United States. 

(b) (U) Whoever, in violation of this section, takes or attempts to take, or authorizes the taking of 
any such vessel, out of port or from the United States, shall be fined under this title or imprisoned not more 
than ten years, or both. 

(U) In addition, such vessels, her tackle, apparel, furniture, equipment, and her cargo shall be 
forfeited to the United States. 



Section 965. (U) Verified statements as prerequisite to vessel's departure 

(a) (U) During a war in which the United States is a neutral nation, every master or person having 
charge of command of any vessel, domestic or foreign, whether requiring clearance or not, before departure 
of such vessel from part shall, in addition to the facts required by section 431 of the Tarrif [sic ] Act of 1 930 
(19 U.S.C. 1431) and section 4197 of the Revised Statutes of the United States (46 U.S.C. App. 91), to be 
set out in the masters' and shippers' manifests before clearance will be issued to vessels bound to foreign 
ports, deliver to the Customs Service a statement, duly verified by oath, that the cargo or any part of the 
cargo is or is not to be delivered to other vessels in port or to be transshipped on the high seas, and, if it is 
to be so delivered or transshipped, stating the kind and quantities and the value of the total quantity of each 
kind of article so to be delivered or transshipped, and the name of the person, corporation, vessel, or 
government to whom the delivery or transshipment is to be made; and the owners, shippers, or consignors 
of the cargo of such vessel shall in the same manner and under the same conditions deliver to the Customs 
Service like statements under oath as to the cargo or the parts thereof laden or shipped by them, 
respectively. 

(b) (U) Whoever, in violation of this section, takes or attempts to take, or authorizes the taking of 
any such vessel, out of port or from the United States, shall be fined under this title or imprisoned not more 
than ten years, or both. 

(U) In addition, such vessel, her tackle, apparel, furniture, equipment, and her cargo shall be 
forfeited to the United States. 

(U) The Secretary of the Treasury is authorized to promulgate regulations upon compliance with 
which vessels engaged in the coastwise trade or fisheries or used solely for pleasure may be relieved from 
complying with this section. 
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Section 966. (U) Departure of vessel forbidden for false statements 

(a) (U) Whenever it appears that the vessel is not entitled to clearance or whenever there is 
reasonable cause to believe that the additional statements under oath required in section 965 of this title 
are false, the collector of customs for the district in which the vessel is located may, subject to review by the 
head of the department or agency charged with the administration of laws relating to clearance of vessels, 
refuse clearance to any vessel, domestic or foreign, and by formal notice served upon the owners, master, 
or person or persons in command or charge of any domestic vessel for which clearance is not required by 
law, forbid the departure of the vessel from the port or from the United States. It shall thereupon be 
unlawful for the vessels to depart. 

(b) (U) Whoever, in violation of this section, takes or attempts to take, or authorizes the taking of 
any such vessel, out of port or from the United States, shall be fined under this title or imprisoned not more 
than ten years, or both. 

Section 967. (U) Departure of vessel forbidden in aid of neutrality 

(a) (U) During a war in which the United States is a neutral nation, the President, or any person 
authorized by him, may withhold clearance from or to any vessel, domestic or foreign, or, by service of 
formal notice upon the owner, master, or person in command or in charge of any domestic vessel not 
required to secure clearances, may forbid its departure from port or from the United States, whenever there 
is reasonable cause to believe that such vessel is about to carry fuel, arms, ammunition, men, supplies, 
dispatches, or information to any warship, tender, or supply ship of a foreign belligerent nation in violation of 
the laws, treaties, or obligations of the United States under the law of nations. It shall thereupon be 
unlawful for such vessel to depart. 

(b) (U) Whoever, in violation of this section, takes or attempts to take, or authorizes the taking of 
any such vessel, out of port or from the United States, shall be fined under this title or imprisoned not more 
than ten years, or both. In addition, such vessel, her tackle, apparel, furniture, equipment, and her cargo 
shall be forfeited to the United States. 



Section 968. (U) [Repealed.] 
Section 989. (U) [Repealed.] 



Section 970. (U) Protection of property occupied by foreign governments 

(a) (U) Whoever willfully injures, damages, or destroys, or attempts to injure, damage, or destroy, 
any property, real or personal, located within the United States and belonging to or utilized or occupied by 
any foreign government or international organization, by a foreign official or official guest, shall be fined 
under this title, or imprisoned not more than five years, or both. 

(b) (U) Whoever, willfully with intent to intimidate, coerce, threaten, or harass- 

(1) forcibly thrusts any part of himself or any object within or upon that portion of any building or 
premises located within the United States, which portion is used or occupied for official business or for 
diplomatic, consular, or residential purposes by- 

(A) a foreign government, including such use as a mission to an international organization; 

(B) an international organization 
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(C) a foreign official; or 

(D) an official guest; or 

(2) refused to depart from such portion of such building or premises after a request- 

(A) by an employee of a foreign government or of an international organization, if such 
employee is authorized to make such request by the senior official of the unit of such government or 
organization which occupies such portion of such building or premises. 

(B) by a foreign official or any member of the foreign official's staff who is authorized by the 
foreign official to make such request; 

(C) by an official guest or any member of the official guest's staff who is authorized by the 
official guest to make such request; or 

(D) by any person present having law enforcement powers; 
shall be fined under this title or imprisoned not more than six months, or both. 

(c) (U) For the purpose of this section "foreign government", "foreign official", "international 
organization", and "official guest" shall have the same meanings as those provided in section 11 16(b) of 
this title. 
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A-10 (U) Title 18, U.S. Code, Section1030; The Counterfeit Access and Computer 
Fraud and Abuse Act 



Section 1030. (U) Fraud and related activity in connection with computers 

(a) (U) Whoever- 

(1) having knowingly accessed a computer without authorization or exceeding authorized 
access, and by means of such conduct having obtained information that has been determined by the United 
States Government pursuant to an Executive order or statute to require protection against unauthorized 
disclosure for reasons of national defense or foreign relations, or any restricted data, as defined in 
paragraph y of section 1 1 of the Atomic Energy Act of 1 954, with reason to believe that such information so 
obtained could be used to the injury of the United States, or to the advantage of any foreign nation willfully 
communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted, or attempts to 
communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the same to any 
person not entitled to receive it, or willfully retains the same and fails to deliver it to the officer or employee 
of the United States entitled to receive it; 

(2) intentionally accesses a computer without authorization or exceeds authorized access, and 
thereby obtains- 

(A) information contained in a financial record of a financial institution, or of a card issuer as 
defined in section 1602(n) of Title 15, or contained in a file of a consumer reporting agency on a consumer, 
as such terms are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.); 

(B) information from any department or agency of the United States; or 

(C) information from any protected computer if the conduct involved an interstate or foreign 
communication; 
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(3) intentionally, without authorization to access any nonpublic computer of a department or 
agency of the United States, accesses such a computer of that department or agency that is exclusively for 
the use of the government of the United States or, in the case of a computer not exclusively for such use, is 
used by or for the Government of the United States and such conduct affects that use by or for the 
Government of the United States; 

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, 
or exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains 
anything of value, unless the object of the fraud and the thing obtained consists only of the use of the 
computer and the value of such use is not more than $5,000 in any 1-year period; 

(5) (A) knowingly causes the transmission of a program, information, code, or command, and as 
a result of such conduct, intentionally causes damage without authorization, to a protected computer; 

(B) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, recklessly causes damage; or 

(C) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, causes damage; 

(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any password or 
similar information through which a computer may be accessed without authorization, if- 

(A) such trafficking affects interstate or foreign commerce; or 

(B) such computer is used by or for the government of the United States; 

(7) with intent to extort from any person, firm, association, educational institution, financial 
institution, government entity, or other legal entity, any money or other thing of value, transmits in interstate 
or foreign commerce any communication containing any threat to cause damage to a protected computer; 
shall be punished as provided in subsection (c) of this section. 

(b) (U) Whoever attempts to commit an offense under subsection (a) of this section shall be 
punished as provided in subsection (c) of this section. 

(c) (U) The punishment for an offense under subsection (a) or (b) of this section is- 

(1)(A) a fine under this title or imprisonment for not more than ten years, or both, in the case of 
an offense under subsection (a)(1) of this section which does not occur after a conviction for another 
offense under this section, or an attempt to commit an offense punishable under this subparagraph; and 

(B) a fine under this title or imprisonment for not more than twenty years, or both, in the case 
of an offense under subsection (a)(1) of this section which occurs after a conviction for another offense 
under this section, or an attempt to commit an offense punishable under this subparagraph; 

(2) (A) a fine under this title or imprisonment for not more than one year, or both, in the case of 
an offense under subsection (a)(2), (a)(3), (a)(5)(C), or (a)(6) of this section which does not occur after a 
conviction for another offense under this section, or an attempt to commit an offense punishable under this 
subparagraph; and [sic] 

(B) a fine under this title or imprisonment for not more than 5 years, or both, in the case of an 
offense under subsection (a)(2), if- 

(i) the offense was committed for purposes of commercial advantage or private financial 
gain; 

(ii) the offense was committed in furtherance of any criminal or tortious act in violation of 
the Constitution or laws of the United States or of any State; or 

(iii) the value of the information obtained exceeds $5,000; [sic] 

(C) a fine under this title or imprisonment for not more than ten years, or both, in the case of 
an offense under subsection (a)(2), (a)(3) or (a)(6) of this section which occurs after a conviction for another 
offense under this section, or an attempt to commit an offense punishable under this subparagraph; and 

(3) (A) a fine under this title or imprisonment for not more than five years, or both, in the case of 
an offense under subsection (a)(4), (a)(5)(A), (a)(5)(B), or (a)(7) of this section which does not occur after a 
conviction for another offense under this section, or an attempt to commit an offense punishable under this 
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subparagraph; and 

(B) a fine under this title or imprisonment for not more than ten years, or both, in the case of 
an offense under subsection (a)(4), (a)(5)(A), (a)(5)(B), (a)(5)(c), or (a)(7) of this section which occurs after 
a conviction for another offense under this section, or an attempt to commit an offense punishable under 
this subparagraph; and [sic] 

(d) (U) The United States Secret Service shall, in addition to any other agency having such 
authority, have the authority to investigate offenses under subsections (a)(2)(A), (a)(2)(B), (a)(3), (a)(4), 
(a)(5), and (a)(6) of this section. Such authority of the United States Secret Service shall be exercised in 
accordance with an agreement which shall be entered into by the Secretary of the Treasury and the 
Attorney General. 

(e) (U) As used in this section- 

(1) the term "computer" means an electronic, magnetic, optical, electrochemical, or other high 
speed data processing device performing logical, arithmetic, or storage functions, and includes any data 
storage facility or communications facility directly related to or operating in conjunction with such device, but 
such term does not include an automated typewriter or typesetter, a portable hand held calculator, or other 
similar device; 

(2) the term "protected computer" means a computer- 

(A) exclusively for the use of a financial institution or the United States Government, or, in the 
case of a computer not exclusively for such use, used by or for a financial institution or the United States 
government and the conduct constituting the offense affects that use by or for the financial institution or the 
Government; or 

(B) which is used in interstate or foreign commerce or communication; 

(3) the term "State" includes the District of Columbia, the Commonwealth of Puerto Rico, and 
any other commonwealth, possession or territory of the United States; 

(4) the term "financial institution" means- 

(A) an institution with deposits insured by the Federal Deposit Insurance corporation; 

(B) the Federal Reserve or a member of the Federal Reserve including any Federal Reserve 
Bank; 

(C) a credit union with accounts insured by the National Credit Union Administration; 

(D) a member of the Federal home loan bank system and any home loan bank; 

(E) any institution of the Farm Credit System under the Farm Credit Act of 1971 ; 

(F) a broker-dealer register with the Securities and Exchange Commission pursuant to section 
15 of the Securities Exchange Act of 1934; 

(G) the Securities Investor Protection Corporation; 

(H) a branch or agency of a foreign bank (as such terms are defined in paragraphs (1) and (3) 
of section 1(b)of the International Banking Act of 1978; and 

(I) an organization operating under section 25 or section 25(a) of the federal Reserve Act. [sic] 
(5) the term "financial record" means information derived from any record held by a financial 
institution pertaining to a customer's relationship with the financial institution; 

(6) the term "exceeds authorized access" means to access a computer with authorization and to 
use such access to obtain or alter information in the computer that the accesser is not entitled so to obtain 
or alter; 

(7) the term "department of the United States" means the legislative or judicial branch of the 
Government or one of the executive departments enumerated in section 101 of title 5; and [sic] 

(8) the term "damage" means any impairment to the integrity or availability of data, a program, a 
system, or information, that- 

(A) causes loss aggregating at least $5,000 in value during and 1-year period to one or more 
individuals; 

(B) modifies or impairs, or potentially modifies or impairs, the medical examination, diagnosis, 
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treatment, or care of one or more individuals; 

(C) causes physical injury to any person; or 

(D) threatens public health or safety; and 

(9) the term "government entity" includes the government of the United States, any State or 
political subdivision of the United States; any foreign country, and any state, province, municipality, or other 
political subdivision of a foreign country 

(f) (U) This section does not prohibit any lawfully authorized investigative, protective, or intelligence 
activity of a law enforcement agency of the United States, a State, or a political subdivision of a State, or of 
an intelligence agency of the United States. 

(g) (U) Any person who suffers damage or loss by reason of a violation of this section may maintain 
a civil action against the violator to obtain compensatory damages and injunctive relief or other equitable 
relief. Damages for violations involving damage as defined in subsection (e)(8)(A) are limited to economic 
damages. No action may be brought under this subsection unless such action is begun within 2 years of 
the date of the act complained of or the date of the discovery of the damage. 

(h) (U) The Attorney General and Secretary of the Treasury shall report to the Congress annually, 
during the first 3 years following the date of the enactment of this subsection, concerning investigations and 
prosecutions under subsection (a)(5). 
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A-11 Title 18, U.S. Code, Sections 1091-1093: Genocide 



Section 1091. (U) Genocide 

(a) (U) Basic offense. Whoever, whether in time of peace or in time of war, in a circumstance 
described in subsection (d) and with the specific intent to destroy, in whole or in substantial part, a national, 
ethnic, racial, or religious group as such- 

(1) kills member of that group; 

(2) causes serious bodily injury to members of that group; 

(3) causes the permanent impairment of the mental faculties of members of the group through 
drugs, torture, or similar techniques; 

(4) subjects the group to conditions of life that are intended to cause the physical destruction of 
the group in whole or in part; 

(5) imposes measures intended to prevent births within the group; or 

(6) transfers by force children of the group to another group; 
or attempts to do so, shall be punished as provided in subsection (b) 

(b) (U) Punishment for basic offense. The punishment for an offense under subsection (a) is- 

(1) in the case of an offense under subsection (a)(1), a fine of not more than $1,000,000 and 
imprisonment for life; and 

(2) a fine of not more than $1 ,000,000 or imprisonment for not more than twenty years, or both, 
in any other case 
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(c) (U) Incitement offense. Whoever in a circumstance described in subsection (d) directly and 
publicly incites another to violate subsection (a) shall be fined not more than $500,000 or imprisoned not 
more than five years, or both. 

(d) (U) Required circumstance for offense. The circumstance referred to in subsection (a) and (c) is 
that- 

(1) the offense is committed within the United States; or 

(2) the alleged offender is a national of the United States (as defined in section 101 of the 
Immigration and Nationality Act (8 U.S.C. 1101). 

(e) (U) Nonapplicability of certain limitation. Notwithstanding section 3282 of this title, in the case of 
an offense under subsection (a)(1), an indictment may be found, or information instituted, at any time 
without limitation. 



Section 1092. (U) Exclusive remedies 

(U) Nothing in this chapter shall be construed as precluding the application of State or local laws to 
the conduct proscribed by this chapter, nor shall anything in this chapter be construed as creating any 
substantive or procedural right enforceable by law by any party in any proceeding. 

Section 1093. (U) Definitions 

(U) As used in this chapter- 

(1) the term "children" means the plural and means individuals who have not attained the age of 
eighteen years; 

(2) the term "ethnic group" means a set of individuals whose identity as such is distinctive in 
terms of common cultural traditions or heritage; 

(3) the term "incites" means urges another to engage imminently in conduct in circumstances 
under which there is a substantial likelihood of imminently causing such conduct; 

(4) the term "members" means the plural; 

(5) the term "national group" means a set of individuals whose identity as such is distinctive in 
terms of nationality or national origins; 

(6) the term "racial group" means a set of individuals whose identity as such is distinctive in 
terms of physical characteristics or biological descent; 

(7) the term "religious group" means a set of individuals whose identity as such is distinctive in 
terms of common religious creed, beliefs, doctrines practices, or rituals; and 

(8) the term "substantial part" means a part of a group of such numerical significance that the 
destruction or loss of that part would cause the destruction of the group as a viable entity within the nation 
of which such group is a part. 
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Kidnapping 



Section 1111. (U) Murder 

(a) (U) Murder is the unlawful killing of a human being with malice aforethought. Every murder 
perpetrated by poison, lying in wait, or any other kind of willful, deliberate, malicious, and premeditated 
killing; or committed in the perpetration of, or attempt to perpetrate, any arson, escape, murder, kidnapping, 
treason, espionage, sabotage, aggravated sexual abuse or sexual abuse, burglary, or robbery; or 
perpetrated from a premeditated design unlawfully and maliciously to effect the death of any human being 
other than him who is killed, is murder in the first degree. 

Any other murder is murder in the second degree. 

(b) (U) Within the special maritime and territorial jurisdiction of the United States; 

Whoever is guilty of murder in the first degree shall be punished by death or by imprisonment for 



life; 
life. 



Whoever is guilty of murder in the second degree, shall be imprisoned for any term of years or for 



Section 1112. (U) Manslaughter 

(a) (U) Manslaughter is the unlawful killing of a human being without malice. It is of two kinds: 
Voluntary-Upon a sudden quarrel or heat of passion. 

Involuntary- In the commission of an unlawful act not mounting to a felony, or in the commission in 
an unlawful manner, or without due caution and circumspection, of a lawful act which might produce death. 

(b) (U) Within the special maritime and territorial jurisdiction of the United States, 

Whoever is guilty of voluntary manslaughter, shall be fined under this title or imprisoned not more 
than ten years, or both; 

Whoever is guilty of involuntary manslaughter, shall be fined under this title or imprisoned not more 
than six years, or both. 



Section 1201. (U) Kidnapping 

(a) (U) Whoever unlawfully seizes, confines, inveigles, decoys, kidnaps, abducts, or carries away 
and holds for ransom or reward or otherwise any person, except in the case of a minor by the parent 
thereof, when- 

(1) the person is willfully transported in interstate or foreign commerce, regardless of whether 
the person was alive when transported across a State boundary if the person was alive when the 
transportation began; 

(2) any such act against the person is done within the special maritime and territorial jurisdiction 
of the United States; 

(3) any such act against the person is done within the special aircraft jurisdiction of the United 
States as defined in section 46501 of Title 49; 

(4) the person is a foreign official, an internationally protected person, or an official guest as 
those terms are defined in section 111 6(b) of this title; or 

(5) the person is among those officers and employees described in section 1 114 of this title and 
any such act against the person is done while the person is engaged in, or on account of, the performance 
of official duties; 
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shall be punished by imprisonment for any term of years or for life and, if the death of any person results 
shall be punished by death or life imprisonment. 

(b) (U) With respect to subsection (a)(1), above, the failure to release the victim within twenty-four 
hours after he shall have been unlawfully seized, confined, inveigled, decoyed, kidnapped, abducted, or 
carried away shall create a rebuttable presumption that such person has been transported to interstate or 
foreign commerce. Notwithstanding the preceding sentence, the fact that the presumption under this 
section has not yet taken effect does not preclude a Federal investigation of a possible violation of this 
section before the 24-hour period has ended. 

(c) (U) If two or more persons conspire to violate this section and one or more of such persons do 
any overt act to effect the object of the conspiracy, each shall be punished by imprisonment for any term of 
years or for life. 

(d) (U) Whoever attempts to violate subsection (a) shall be punished by imprisonment for not more 
than twenty years. 

(e) (U) If the victim of an offense under subsection (a) is an internationally protected person outside 
the United States, the United States may exercise jurisdiction over the offense if (1) the victim is a 
representative, officer, employee, or agent of the United States, (2) an offender is a national of the United 
States, or (3) an offender is afterwards found in the United States. As used in this subsection, the United 
States includes all areas under the jurisdiction of the United States including any of the places within the 
provisions of sections 5 and 7 of this title and section 46501 (a) of Title 49. For purposes of this subsection, 
the term "national of the United States" has the meaning prescribed in section 101(a)(22) of the immigration 
and Nationality Act (8 U.S.C. 1101(a)(22). 

(f) (U) In the course of enforcement of subsection (a)(4) and any other sections prohibiting a 
conspiracy or attempt to violate subsection (a)(4), the Attorney General may request assistance from any 
Federal, State, or local agency, including the Army, Navy, and Air Force, any statute, rule, or regulation to 
the contrary notwithstanding. 

(g) (U) Special rule for certain offenses involving children. - 

(1) To whom applicable.— If— 

(A) the victim of an offense under this section has not attained the age of eighteen years; and 

(B) the offender- 

(i) has attained such age; and 
(ii) is not- 

(I) a parent; 

(II) a grandparent; 

(III) as brother; 

(IV) a sister; 

(V) an aunt; 

(VI) and uncle; or 

(VII) an individual having legal custody of the victim; 

the sentence under this section for such offense shall be subject to paragraph (2) of this subsection. 

(2) Guidelines.-The United States Sentencing Commission is directed to amend the existing 
guidelines for the offense of "kidnapping, abduction, or unlawful restraint," by including the following 
additional specific offense characteristics: If the victim was intentionally maltreated (i.e., denied either food 
or medical care) to a like-threatening degree, increase by 4 levels; if the victim was sexually exploited (i.e., 
abused, used involuntarily for pornographic purposes) increase by 3 levels; if the victim was placed in the 
care or custody of another person who does not have a legal right to such care or custody of the child either 
in exchange for money or other consideration, increase by 3 levels; if the defendant allowed the child to be 
subjected to any of the conduct specified in this section by another person, then increase by 2 levels 

(h) (U) As used in this section, the term "parent" does not include a person whose parental rights 
with respect to the victim of an offense under this section have been terminated by a final court order. 
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A-13 (U) Title 18, U.S. Code, Section 1203; The Hostage Taking Act 



Section 1203. (U) Hostage taking 

(a) (U) Except as provide in subsection (b) of this section, whoever, whether inside or outside the 
United States, seizes or detains and threatens to kill, to injure, or to continue to detain another person in 
order to compel a third person or a governmental organization to do or abstain from doing any act as an 
explicit or implicit condition for the release of the person detained, or attempts or conspires to do so, shall 
be punished by imprisonment for any term of years or for life and, if the death of any person results, shall be 
punished by death or life imprisonment. 

(b)(1) (U) It is not an offense under this section if the conduct required for the offense occurred 
outside the United States unless- 

(A) the offender or the person seized or detained is a national of the United States; 

(B) the offender is found in the United States; or 

(C) the governmental organization sought to be compelled is the Government of the United 
States. 

(2) It is not an offense under this section if the conduct required for the offense occurred inside 
the United States, each alleged offender and each person seized or detained are national of the United 
States, and each alleged offender is found in the United States, unless the governmental organization 
sought to be compelled is the government of the United States. 

(c) (U) As used in this section, the term "national of the United States" has the meaning given such 
term in section 101(a)(22) of the Immigration and Nationality Act (8 U.S.C. 1101(a)(22). 
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A-14 (U) Title 18, U.S. Code, Sections 1651-1661; Piracy on the High Seas 



Section 1651. (U) Piracy under law of nations 

(U) Whoever, on the high seas, commits the crime of piracy as defined by the law of nations, and is 
afterwards brought into or found in the United States shall be imprisoned for life. 
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Section 1652. (U) Citizens as pirates 

(U) Whoever, being a citizen of the United States, commits any murder or robbery, or any act of 
hostility against the United States, or against any citizen thereof, on the high seas, under color of any 
commission from any foreign prince, or state, or on pretense of authority from any person, is a pirate, and 
shall be imprisoned for life. 



Section 1653. (U) Aliens as pirates 

(U) Whoever, being a citizen or subject of any foreign state, is found and taken on the sea making 
war upon the United States, or cruising against the vessels and property thereof, or of the citizens of the 
same, contrary to the provisions of any treaty existing between the United States and the state of which the 
offender is a citizen or subject, when by such treaty such acts are declared to be piracy, is a pirate, and 
shall be imprisoned for life. 



Section 1654. (U) Arming or serving on privateers 

(U) Whoever, being a citizen of the United States, without the limits thereof, fits out and arms, or 
attempts to fit out and arm or is concerned in furnishing, fitting out, or arming any private vessel of war or 
privateer, with intent that such vessel shall be employed to cruise or commit hostilities upon the citizens of 
the United States or their property; or 

(U) Whoever takes the command of or enters on board of any such vessel with such intent; or 

(U) Whoever purchases any interest in any such vessel with a view to share in the profits 
thereof- 

(U) Shall be fined under this title or imprisoned not more than ten years, or both. 

Section 1655. (U) Assault on commander as piracy 

(U) Whoever, being a seaman, lays violent hands upon his commander, to hinder and prevent his 
fighting in defense of his vessel or the goods intrusted to him, is a pirate, and shall be imprisoned for life. 



Section 1656. (U) Conversion or surrender of vessel 

(U) Whoever, being a captain or other officer or mariner of a vessel upon the high seas or on any 
other waters within the admiralty and maritime jurisdiction of the United States, piratically or feloniously runs 
away with such vessel, or with any goods or merchandise thereof, to the value of $50 or over; or 
(U) Whoever yields up such vessel voluntarily to any pirate— 
(U) Shall be fined under this title or imprisoned not more than ten years, or both. 

Section 1657. Corruption of seamen and confederating with pirates 

(U) Whoever attempts to corrupt any commander, master, officer, or mariner to yield up or to run 
away with any vessel, or any goods, wares, or merchandise, or to turn pirate or to go over to or confederate 
with pirates, or in any wise to trade with any pirate, knowing him to be such; or 

(U) Whoever furnishes such pirate with any ammunition, stores, or provisions of any kind; or 

(U) Whoever fits out any vessel knowingly and, with a design to trade with, supply, or correspond 
with any pirate or robber upon the seas; or 

(U) Whoever consults, combines, confederates, or corresponds with any pirate or robber upon the 
seas, knowing him to be guilty of any piracy or robbery; or 
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(U) Whoever, being a seaman, confines the master of any vessel- 

(U) Shall be fined under this title or imprisoned not more than three years, or both. 



Section 1658. (U) Plunder of distressed vessel 

(a) (U) Whoever plunders, steals, or destroys any money, goods, merchandise, or other effects 
from or belonging to any vessel in distress, or wrecked, lost, stranded, or cast away, upon the sea, or upon 
any reef, shoal, bank, or rocks of the sea, or in any other place within the admiralty and maritime jurisdiction 
of the United States, shall be fined under this title or imprisoned not more than ten years, or both. 

(b) (U) Whoever willfully obstructs the escape of any person endeavoring to save his life from such 
vessel, or the wreck thereof; or 

Whoever holds out or shows any false light, or extinguishes any true light, with intent to bring any 
vessel sailing upon the sea into danger or distress or shipwreck 

Shall be imprisoned not less than ten years and may be imprisoned for life. 



Section 1659. (U) Attack to plunder vessel 

(U) Whoever, upon the high seas or other waters within the admiralty and maritime jurisdiction of 
the United States, by surprise or open force, maliciously attacks or sets upon any vessel belonging to 
another, with an intent unlawfully to plunder the same, or to despoil any owner thereof of any moneys, 
goods, or merchandise laden on board thereof, shall be fined under this title or imprisoned not more than 
ten years, or both. 



Section 1660. (U) Receipt of pirate property 

(U) Whoever, without lawful authority, receives or takes into custody any vessel, goods, or other 
property, feloniously taken by any robber or pirate against the laws of the United States, knowing the same 
to have been feloniously taken, shall be imprisoned not more than ten years. 



Section 1661. (U) Robbery ashore 

(U) Whoever, being engaged in any piratical cruise or enterprise, or being of the crew of any 
piratical vessel, lands from such vessel and commits robbery on shore is a pirate, and shall be imprisoned 
for life. 
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Section 1831. (U) Economic espionage 

(a) (U) In general. --Whoever, intending or knowing that the offense will benefit any foreign 
government, foreign instrumentality, or foreign agent, knowingly- 

(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, 
artifice, or deception obtains a trade secret; 

(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, 
alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys a 
trade secret; 

(3) receives, buys, or possesses a trade secret, knowing the same to have been stolen or 
appropriated, obtained, or converted without authorization; 

(4) attempts to commit any offense described in any of paragraphs (1) through (3), or 

(5) conspires with one or more other persons to commit any offense described in any of 
paragraphs (1 ) through (3), and one or more of such persons do any act to effect the object of the 
conspiracy, 

shall, except as provided in subsection (b), be fined not more than $500,000 or imprisoned not more than 
15 years, or both. 

(b) (U) Organizations.-Any organization that commits any offense described in subsection (a) shall 
be fined not more than $10,000,000. 



Section 1832. (U) Theft of trade secrets 

(a) (U) Whoever, with intent to convert a trade secret, that is related to or included in a product that 
is produced for or placed in interstate or foreign commerce, to the economic benefit of anyone other than 
the owner thereof, and intending or knowing that the offense will, injure any owner of that trade secret, 
knowingly- 

(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, 
artifice, or deception obtains such information; 

(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, 
alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys such 
information; 

(3) receives, buys, or possesses such information, knowing the same to have been stolen or 
appropriated, obtained, or converted without authorization; 

(4) attempts to commit any offense described in paragraphs (1) through (3); or 

(5) conspires with one or more other persons to commit any offense described in paragraphs (1) 
through (3), and one or more of such persons do any act to effect the object of the conspiracy, shall, except 
as provided in subsection (b), be fined under this title or imprisoned not more than $5,000,000. 

(b) (U) Any organization that commits any offense described in subsection (a) shall be fined not 
more than $5,000,000. 



Section 1833. Exceptions to prohibitions 

This chapter does not prohibit— 

(1) any otherwise lawful activity conducted by a government entity of the United States, a State, 
or a political subdivision of a State; or 

(2) the reporting of a suspected violation of law to any governmental entity of the United States, 
a State, or a political subdivision of a State, if such entity has lawful authority with respect to that violation. 
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Section 1834. (U) Criminal forfeiture 

(a) (U) The court, in imposing sentence on a person for a violation of this chapter, shall order, in 
addition to any other sentence imposed, that the person forfeit to the United States- 

(1) any property constituting, or derived from, any proceeds the person obtained, directly or 
indirectly, as the result of such violation; and 

(2) any of the person's property used, or intended to be used, in any manner or part, to commit 
or facilitate the commission of such violation, if the court in its discretion so determines, taking into 
consideration the nature, scope, and proportionality of the use of the property in the offense. 

(b) (U) Property subject to forfeiture under this section, any seizure and disposition thereof, and any 
administrative or judicial proceeding in relation thereto, shall be governed by section 413 of the 
comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853), except for subsections (d) 
and (j) of such section, which shall not apply to forfeitures under this section. 



Section 1835. (U) Orders to preserve confidentiality 

(U) In any prosecution or other proceeding under this chapter, the court shall enter such orders and 
take such other action as may be necessary and appropriate to preserve the confidentiality of trade secrets, 
consistent with the requirements of the Federal Rules of Criminal and Civil Procedure, the Federal Rules of 
Evidence, and all other applicable laws. An interlocutory appeal by the United States shall lie from a 
decision or order of a district court authorizing or directing the disclosure of any trade secret. 

Section 1836. (U) Civil proceedings to enjoin violations 

(a) (U) The Attorney General may, in a civil action, obtain appropriate injunctive relief against any 
violation of this section. 

(b) (U) The district courts of the United States shall have exclusive original jurisdiction of civil 
actions under this subsection. 



Section 1837. (U) Applicability to conduct outside the United States 

(U) This chapter also applies to conduct occurring outside the United States if- 

(1) the offender is a natural person who is a citizen or permanent resident alien of the United 
States, or an organization organized under the laws of the United States or a State or political subdivision 
thereof; or 

(2) an act in furtherance of the offense was committed in the United States. 



Section 1838. (U) Construction with other laws 

(U) This chapter shall not be construed to preempt or displace any other remedies, whether civil or 
criminal, provided by United States Federal, State, commonwealth, possession, or territory law for the 
misappropriation of a trade secret, or to affect the otherwise lawful disclosure of information by any 
Government employee under section 552 of Title 5 (commonly known as the Freedom of Information Act). 



Section 1839. (U) Definitions 

(U) As used in this chapter- 

(1) the term "foreign instrumentality" means any agency, bureau, ministry, component, 
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institution, association, or any legal, commercial, or business organization, corporation, form, or entity that 
is substantially owned, controlled, sponsored, commended, managed, or dominated by a foreign 
government; 

(2) the term "foreign agent" means any officer, employee, proxy, servant, delegate, or 
representative of a foreign government; 

(3) the term "trade secret" means all forms and types of financial, business, scientific, technical, 
economic, or engineering information, including patterns, plans, compilations, program devices, formulas, 
designs, prototypes, methods, techniques, processes, procedures, programs, or codes, whether tangible or 
intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically, 
photographically, or in writing if- 

(A) the owner thereof has taken reasonable measures to keep such information secret; and 

(B) the information derives independent economic value, actual or potential, from not being 
generally known to, and not being readily ascertainable through proper means by, the public; and 

(4) the term "owner", with respect to a trade secret, means the person or entity in whom or in 
which rightful legal or equitable title to, or license in, the trade secret is reposed. 
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A-16 (U) Title 18, U.S. Code, Section1958; Murder-for-Hire 

Section 1958. (U) Use of interstate commerce facilities in the commission of 
murder-for-hire 

(a) (U) Whoever travels in or causes another (including the intended victim) to travel in interstate or 
foreign commerce, or uses or causes another (including the intended victim) to use the mail or any facility in 
interstate or foreign commerce, with intent that a murder be committed in violation of the laws of any State 
or the United States as consideration for the receipt of, or as consideration for a promise or agreement to 
pay, anything of pecuniary value, or who conspires to do so, shall be fined under this title or imprisoned for 
not more than ten years, or both; and if personal injury results, shall be fined under this title or imprisoned 
for not more than twenty years, or both; and if death results, shall be punished by death or life 
imprisonment, or shall be fined not more than $250,000, or both. 

(b) (U) As used in this section and section 1959- 

(1) "anything of pecuniary value" means anything of value in the form of money, a negotiable 
instrument, a commercial interest, or anything else the primary significance of which is economic 
advantage; 

(2) "facility of interstate commerce" includes means of transportation and communication; and 
(3) "State" includes a State of the United States, the District of Columbia, and any 

commonwealth, territory, or possession of the United States. 
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A-17 (U) Title 18, U.S. Code, Sections 2151-2156; Sabotage 



Section 2151. (U) Definitions 

(U) As used in this chapter 

(U) The words "war material" include arms, armament, ammunition, livestock, forage, forest 
products and standing timber, stores of clothing, air, water, food, foodstuffs, fuel, supplies, munitions, and 
all articles, parts or ingredients, intended for, adapted to, or suitable for the use of the United States or any 
associate nation, in connection with the conduct of war or defense activities. 

(U) The words "war premises" include all buildings, grounds, mines, or other places wherein such 
war material is being produced, manufactured, repaired, stored, mined, extracted, distributed, loaded, 
unloaded, or transported, together with all machinery and appliances therein contained; and all forts, 
arsenals, navy yards, camps, prisons, or other installations of the Armed Forces of the United States, or any 
associate nation. 

(U) The words "war utilities" include all railroads, railways, electric lines, roads of whatever 
description, any railroad or railway fixture, canal, lock, dam, wharf, pier, dock, bridge, building, structure, 
engine, machine, mechanical contrivance, car, vehicle, boat, aircraft, airfields, air lanes, and fixtures or 
appurtenances thereof, or any other means of transportation whatsoever, whereon or whereby such war 
material or any troops of the United States, or of any associate nation, are being or may be transported 
either within the limits of the United States or upon the high seas or elsewhere; and all air conditioning 
systems, dams, reservoirs, aqueducts, water and gas mains and pipes, structures and buildings, whereby 
or in connection with which air, water or gas is being furnished, or may be furnished, to any war premises or 
to the Armed Forces of the United States, or any associate nation, and all electric light and power, steam or 
pneumatic power, telephone and telegraph plants, poles, wires, and fixtures, and wireless stations, and the 
buildings connected with the maintenance and operation thereof used to supply air, water, light, heat, 
power, or facilities of communication to any war premises or to the Armed Forces of the United States, or 
any associate nation. 

(U) The words "associate nation" mean any nation at war with any nation with which the United 
States is at war. 

(U) The words "national-defense material" include arms, armament, ammunition, livestock, forage, 
forest products and standing timber, stores of clothing, air, water, food, foodstuffs, fuel, supplies, munitions, 
and all other articles of whatever description and any part or ingredient thereof, intended for, adapted to, or 
suitable for the use of the United States in connection with the national defense or for use in or in 
connection with the producing, manufacturing, repairing, storing, mining, extracting, distributing, loading, 
unloading, or transporting of any of the materials or other articles hereinbefore mentioned or any part or 
ingredient thereof. 

(U) The words "national-defense premises" include all buildings, grounds, mines, or other places 
wherein such national-defense material is being produced, manufactured, repaired, stored, mined, 
extracted, distributed, loaded, unloaded, or transported, together with all machinery and appliances therein 
contained; and all forts, arsenals, navy yards, camps, prisons, or other installations of the Armed Forces of 
the United States. 

(U) The words "national-defense utilities" include all railroads, railways, electric lines, roads of 
whatever description, railroad or railway fixture, canal, lock, dam, wharf, pier, dock, bridge, building, 
structure, engine, machines, mechanical contrivance, car, vehicle, boat, aircraft, airfields, air lanes, and 
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fixtures or appurtenances thereof, or any other means of transportation whatsoever, whereon or whereby 
such national-defense material, or any troops of the United States, are being or may be transported either 
within the limits of the United States or upon the high seas or elsewhere; and all air-conditioning systems, 
dams, reservoirs, aqueducts, water and gas mains and pipes, structures, and buildings, whereby or in 
connection with which air, water, or gas my be furnished to any national-defense premises or to the Armed 
Forces of the United States, and all electric light and power, steam or pneumatic power, telephone and 
telegraph plants, poles, wires, and fixtures and wireless stations, and the buildings connected with the 
maintenance and operation thereof used to supply air, water, lights, heat, power, or facilities of 
communication to any national-defense premises or to the Armed Forces of the United States. 



Section 2152. (U) Fortifications, harbor defense, or defensive sea areas 

(U) Whoever willfully trespasses upon, injures, or destroys any of the works or property or material 
of any submarine mine or torpedo or fortification or harbor-defense system owned or constructed or in 
process of construction by the United States; or 

(U) Whoever willfully interferes with the operation or use of any such submarine mine, torpedo, 
fortification, or harbor-defense system; or 

(U) Whoever knowingly, willfully, or wantonly violates any duly authorized and promulgated order or 
regulation of the President governing persons or vessels within the limits of defensive sea areas, which the 
President, for purposes of national defense, may from time to time establish by executive order- 

(U) Shall be fined under this title or imprisoned not more than five years, or both. 



Section 2153. (U) Destruction of war material, war premises, or war utilities 

(a) (U) Whoever, when the United States is at war, or in times of national emergency as declared 
by the President or by the congress, with intent to injure, interfere with, or obstruct the United States or any 
associate nation in preparing for or carrying on the war or defense activities, or, with reason to believe that 
his act my injure, interfere with, or obstruct the United States or any associate nation in preparing for or 
carrying on the war or defense activities, willfully injures, destroys, contaminates or infects, or attempts to 
so injure, destroy, contaminate or infect any war material, war premises, or war utilities, shall be fined under 
this title or imprisoned not more than thirty years, or both. 

(b) (U) If two or more persons conspire to violate this section, and one or more of such persons do 
any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be punished as 
provided in subsection (a) of this section. 



Section 2154. (U) Production of defective war material, war premises, or war 
utilities 

(a) (U) Whoever, when the United States is at war, or in times of national emergency as declared 
by the President or by the Congress, with intent to injure, interfere with, or obstruct the United States or any 
associate nation in preparing for or carrying on the war or defense activities, or, with reason to believe that 
his act may injure, interfere with, or obstruct the United States or any associate nation in preparing for or 
carrying on the war or defense activities, willfully makes, constructs, or causes to be made or constructed in 
a defective manner, or attempts to make, construct, or cause to be made or constructed in a defective 
manner any war material, war premises or war utilities, or any tool, implement, machine, utensil, or 
receptacle used or employed in making, producing, manufacturing, or repairing any such war material, war 
premises or war utilities, shall be fined under this title or imprisoned not more than thirty years, or both. 
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(b) (U) If two or more persons conspire to violate this section, and one or more of such persons do 
any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be punished as 
provided in subsection (a) of this section. 



Section 2155. (U) Destruction of national -defense materials, national-defense 
premises, or national-defense utilities 

(a) (U) Whoever, with intent to injure, interfere with, or obstruct the national defense of the United 
States, willfully injures, destroys, contaminates or infects, or attempts to so injure, destroy, contaminate or 
infect any national-defense material, national-defense premises, or national-defense utilities, shall be fined 
under this title or imprisoned not more than ten years, or both. 

(b) (U) If two or more persons conspire to violate this section, and one or more of such persons do 
any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be punished as 
provided in subsection (a) of this section. 



Section 2156. (U) Production of defective national-defense material, national- 
defense premises, or national-defense utilities 

(a) (U) Whoever, with intent to injure, interfere with, or obstruct the national defense of the United 
States, willfully makes, constructs, or attempts to make or construct in a defective manner, any national- 
defense material, national-defense premises or national-defense utilities, or any tool, implement, machine, 
utensil, or receptacle used or employed in making, producing, manufacturing, or repairing any such 
national-defense material, national-defense premises or national-defense utilities, shall be fined under this 
title or imprisoned not more than ten years, or both. 

(b) (U) If two or more persons conspire to violate this section, and one or more of such persons do 
any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be punished as 
provided in subsection (a) of this section. 
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Section 2340. (U) Definitions 

(U) As used in this chapter- 

(1) "torture" means an act committed by a person acting under the color of law specifically 
intended to inflict severe physical or mental pain or suffering (other than pain or suffering incidental to lawful 
sanctions) upon another person within his custody or physical control; 

(2) "severe mental pain or suffering" means the prolonged mental harm caused by or resulting 
from- 
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(A) the intentional infliction or threatened infliction of severe physical pain or suffering; 

(B) the administration or application , or threatened administration or application, of mind- 
altering substances or other procedures calculated to disrupt profoundly the senses or the personality; 

(C) the threat of imminent death; or 

(D) threat that another person will imminently be subjected to death, severe physical pain or 
suffering, or the administration or application of mind-altering substances or other procedures calculated to 
disrupt profoundly the senses or personality; and 

(3) "United States" includes all areas under the jurisdiction of the United States including any of 
the places described in sections 5 and 7 of this title and section 46501 (2) of title 49. 



Section 2340A. Torture 

(a) (U) Offense. Whoever outside the United States commits or attempts to commit torture shall be 
fined under this title or imprisoned not more than 20 years, or both, and if death results to any person from 
conduct prohibited by this subsection, shall be punished by death or imprisoned for any term of years or for 
life. 

(b) (U) Jurisdiction, there is jurisdiction over the activity prohibited in subsection (a) if- 

(1) the alleged offender is a national of the United States; or 

(2) the alleged offender is present in the United States, irrespective of the nationality of the 
victim or alleged offender. 

Section 2340B. (U) Exclusive remedies 

(U) Nothing in this chapter shall be construed as precluding the application of State or local laws on 
the same subject, nor shall anything in this chapter be construed as creating any substantive or procedural 
right enforceable by law by any party in any civil proceeding. 
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A-19 (U) Title 18, U.S. Code, Section 2386; The Voorhis Act 



Section 2386 (U) Registration of certain organizations 

(A) (U) For the purposes of this section: 

"Attorney General© means the Attorney General of the United States; 

"Organization" means any group, club, league, society, committee, association, political party, or 
combination of individuals, whether incorporated or otherwise, but such term shall not include any 
corporation, association, community chest, fund, or foundation, organized and operated exclusively for 
religious, charitable, scientific, literary, or educational purposes; 

"Political activity" means any activity the purpose or aim of which, or one of the purposes or aims of 
which, is the control by force or overthrow of the government of the United States or a political subdivision 
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thereof, or any State or political subdivision thereof; 

An organization is engaged in "civilian military activity" if: 

(1) it gives instruction to, or prescribes instruction for, its members in the use of firearms or other 
weapons or any substitute therefor, or military or naval science; or 

(2) it receives from any other organization or from any individual instruction in military or naval 
science; or 

(3) it engages in any military or naval maneuvers or activities; or 

(4) it engages, either with or without arms, in drills or parades of a military or naval character; or 

(5) it engages in any other form of organized activity which in the opinion of the Attorney General 
constitutes preparation for military action; 

An organization is "subject to foreign control" if: 

(a) [sic] it solicits or accepts financial contributions, loans, or support of any kind, directly or 
indirectly, from, or is affiliated directly or indirectly with, a foreign government or a political subdivision 
thereof, or an agent, agency, or instrumentality of a foreign government or political subdivision thereof, or a 
political party in a foreign country, or an international political organization; or 

(b) [sic ] its policies, or any of them, are determined by or at the suggestion of, or in collaboration 
with, a foreign government or political subdivision thereof, or an agent, agency, or instrumentality of a 
foreign government or a political subdivision thereof, or a political party in a foreign country, or an 
international political organization 

(B) (U) (1) The following organizations shall be required to register with the Attorney General: 
Every organization subject to foreign control which engages in political activity; 
Every organization which engages both in civilian military activity and in political activity; 
Every organization subject to foreign control which engages in civilian military activity; and 
Every organization, the purpose or aim of which, or one of the purposes or aims of which, is the 
establishment, control, conduct, seizure, or overthrow of a government or subdivision thereof by the use of 
force, violence, military measures, or threats of any one or more of the foregoing. 

Every such organization shall register by filing with the Attorney General, on such forms and in 
such detail as the Attorney General may by rules and regulation prescribe, a registration statement 
containing the information and documents prescribed in subsection (B)(3) and shall within thirty days after 
the expiration of each period of six months succeeding the filing of such registration statement, file with the 
Attorney General, on such forms and in such detail as the Attorney General may by rules and regulations 
prescribe, a supplemental statement containing such information and documents as may be necessary to 
make the information and documents previously filed under this section accurate and current with respect to 
such preceding six months' period. Every statement required to be filed by this section shall be subscribed, 
under oath, by all of the officers of the organization. 

(2) this section shall not require registration or the filing of any statement with the Attorney 
General by: 

(a) The armed forces of the United States; or 

(b) The organized militia or National Guard of any State, Territory, District, or possession of 
the United States; or 

(c) Any law-enforcement agency of the United States or of any Territory, district or 
possession thereof, or of any State or political subdivision of a State, or of any agency or instrumentality of 
one or more States; or 

(d) Any duly established diplomatic mission or consular office of a foreign government which 
is so recognized by the Department of State; or 

(e) Any nationally recognized organization of persons who are veterans of the armed forces 
of the United States, or affiliates of such organizations. 

(3) Every registration statement required to be filed by any organization shall contain the 
following information and documents: 
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(a) The name and post-office address of the organization in the United States, and the 
names and addresses of all branches, chapters, and affiliates of such organization; 

(b) The name, address, and nationality of each officer, and of each person who performs the 
functions of an officer, of the organization, and of each branch, chapter, and affiliate of the organization; 

(c) The qualifications for membership in the organization; 

(d) The existing and proposed aims and purposes of the organization, and all the means by 
which these aims or purposes are being attained or are to be attained; 

(e) The address or addresses of meeting places of the organization, and of each branch, 
chapter, or affiliate of the organization, and the times of meetings; 

(f) The name and address of each person who has contributed any money, dues, property, or 
other thing of value to the organization or to any branch, chapter, or affiliate of the organization; 

(g) A detailed statement of the assets of the organization, and of each branch, chapter, and 
affiliate of the organization, the manner in which such assets were acquired, and a detailed statement of the 
liabilities and income of the organization and of each branch, chapter, and affiliate of the organization; 

(h) A detailed description of the activities of the organization, and of each chapter, branch, 
and affiliate of the organization; 

(i) A description of the uniforms, badges, insignia, or other means of identification prescribed 
by the organization, and worn or carried by its officers or members, or any of such officers or members; 

(j) A copy of each book, pamphlet, leaflet, or other publication or item of written, printed, or 
graphic matter issued or distributed directly or indirectly by the organization, or by any chapter, branch, or 
affiliate of the organization, or by any of the members of the organization under its authority or within its 
knowledge, together with the name of its author or authors and the name and address of the publisher; 

(k) A description of all firearms or other weapons owned by the organization, or by any 
chapter, branch, or affiliate of the organization, identified by the manufacturer's number thereon; 

(I) In case the organization is subject to foreign control, the manner in which it is so subject; 

(m) A copy of the charter, articles of association, constitution, bylaws, rules, regulations, 
agreements, resolutions, and all other instruments relating to the organization, powers, and purposes of the 
organization and to the powers of the officers of the organization and of each chapter, branch, and affiliate 
of the organization; and 

(n) Such other information and documents pertinent to the purposes of this section as the 
Attorney General may from time to time require. 

All statements filed under this section shall be public records and open to public examination 
and inspection at all reasonable hours under such rules and regulations as the Attorney General may 
prescribe. 

(C) (U) The Attorney General is authorized at any time to make, amend, and rescind such rules and 
regulations as may be necessary to carry out this section, including rules and regulations governing the 
statements required to be filed. 

(D) (U) Whoever violates any of the provisions of this section shall be fined under this title or 
imprisoned not more than five years, or both. 

Whoever in a statement filed pursuant to this section willfully makes any false statement or willfully 
omits to state any fact which is required to be stated, or which is necessary to make the statements made 
not misleading, shall be fined under this title or imprisoned not more than five years, or both. 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 
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A-20 (U) Title 18, U.S. Code, Section 2441; War Crimes 



Section 2441 (U) War Crimes 

(a) (U) Offense. Whoever, whether inside or outside the United States, commits a war crime, in any 
of the circumstances described in subsection (b), shall be fined under this title or imprisoned for life or any 
term of years, or both, and if death results to the victim, shall also be subject to the penalty of death. 

(b) (U) Circumstances. The circumstances referred to in subsection (a) are that the person 
committing such war crime or the victim of such war crime is a member of the Armed Forces of the United 
States or a national of the United States (as defined in section 101 of the Immigration and Nationality Act. 

(c) (U) Definition. As used in this section the term "war crime" means any conduct- 

(1) defined as a grave breach in any of the international conventions signed at Geneva 12 
August 1949, or any protocol to such convention to which the United States is a party; 

(2) prohibited by Article 23, 25, 27, or 28 of the Annex to the Hague Convention IV, Respecting 
the Laws and Customs of War on Land, signed 18 October 1907; 

(3) which constitutes a violation of common Article 3 of the international conventions signed at 
Geneva, 12 August 1949, or any protocol to such convention to which the United States is a party and 
which deals with non-international armed conflict; or 

(4) of a person who, relation to an armed conflict and contrary to the provisions of the Protocol on 
Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other Devices as amended at Geneva 
on 3 May 1996 (Protocol II as amended on 3 May 1996), when the United States is a party to such Protocol, 
willfully kills or causes serious injury to civilians. 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 



A-21 (U) Title 18, U.S. Code, Sections 2701 and 2709; The Electronic 
Communications Privacy Act of 1986 



Section 2701. (U) Unlawful access to stored communications 

(a) (U) Offense. --Except as provided in subsection (c) of this section whoever- 

(1) intentionally accesses without authorization a facility through which an electronic 
communication service is provided; or 

(2) intentionally exceeds an authorization to access that facility; 

and thereby obtains, alters, or prevent authorized access to a wire or electronic communication while it is in 
electronic storage in such system shall be punished as provided in subsection (b) of this section. 

(b) (U) Punishment. --The punishment for a offense under subsection (a) of this section 
is~ 

(1) if the offense is committed for purposes of commercial advantage, malicious destruction or 
damage, or private commercial gain- 

(A) a fine under this title or imprisonment for not more than one year, or both, in the case of a 
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first offense under this subparagraph; and 

(B) a fine under this title or imprisonment for not more than two years, or both, for any 
subsequent offense under this subparagraph; and 

(2) a fine under this title or imprisonment for not more than six months, or both, in any other 
case. 

(c) (U) Exceptions. -Subsection (a) of this section does not apply with respect to conduct 
authorized- 

(1) by the person or entity providing a wire or electronic communications service; 

(2) by a user of that service with respect to a communication of or intended for that user; or 
(3) in section 2703, 2704 or 2518 of this title. 



Section 2709. (U) Counterintelligence access to telephone toll and transactional 
records 

(a) (U) Duty to provide. --A wire or electronic communication service provider shall comply with a 
request for subscriber information and toll billing records information, or electronic communications 
transactional records in its custody or possession made by the Director of the Federal Bureau of 
Investigation under subsection (b) of this section. 

(b) (U) Required certification. --The Director of the Federal Bureau of Investigation, or his designee 
in a position not lower than Deputy Assistant Director, may- 

(1) request the name, address, length of service, and local and long distance toll billing records 
of a person or entity if the Director (or his designee in a position not lower than Deputy Assistant Director) 
certifies in writing to the wire or electronic communication service provider to which the request is made 
that- 

(A) the name, address, length of service, and toll billing records sought are relevant to an 
authorized foreign counterintelligence investigation [sic]; and 

(B) there are specific and articulable facts giving reason to believe that the person or entity to 
whom the information sought pertains is a foreign power or an agent of a foreign power as defined in 
section 101 of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801); and 

(2) request the name, address, and length of service of a person or entity if the Director (or his 
designee in a position not lower than Deputy Assistant Director) certifies in writing to the wire or electronic 
communication service provider to which the request is made that- 

(A) the information sought is relevant to an authorized foreign counterintelligence 
investigation [sic]; and 

(B) there are specific and articulable facts giving reason to believe that communication 
facilities registered in the name of the person or entity have been used, through the services of such 
provider, in communication with- 

(i) an individual who is engaging or has engaged in international terrorism as defined in 
section 101(c) of the Foreign Intelligence Surveillance Act or clandestine intelligence activities that involve 
or may involve a violation of the criminal statutes of the United States; or 

(ii) a foreign power or an agent of a foreign power under circumstances giving reason to 
believe that the communication concerned international terrorism as defined in section 101(c) of the Foreign 
Intelligence Surveillance Act or clandestine intelligence activities that involve or may involve a violation of 
the criminal statutes of the United States. 

(c) (U) Prohibition of certain disclosure. --No wire or electronic communication service provider, or 
officer, employee, or agent thereof, shall disclose to any person that the Federal Bureau of Investigation 
has sought or obtained access to information or records under this section. 

(d) (U) Dissemination by bureau— The Federal Bureau of Investigation may disseminate information 
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and records obtained under this section only as provided in guidelines approved by the Attorney General for 
foreign intelligence collection and foreign counterintelligence investigations conducted by the Federal 
Bureau of Investigation, and, with respect to dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized responsibilities of such agency. 

(e) (U) Requirement that certain congressional bodies be informed. -On a semiannual basis the 
Director of the Federal Bureau of Investigation shall fully inform the Permanent Select Committee on 
Intelligence of the House of Representatives and the Select Committee on Intelligence of the Senate, and 
the Committee on the Judiciary of the Senate, concerning all requests made under subsection (b) of this 
section. 

EFFDATE: 01/17/2003 MCRT# 1273 Div. D5 Cav: SecClass: Unclassified 



A-22 (U) Title 18, U.S. Code, Sections 3071-3077; Rewards for Information 
Concerning Terrorist Acts and Espionage 



Section 3071. (U) Information for which rewards authorized 

(a) (U) With respect to acts of terrorism primarily within the territorial jurisdiction of the United 
States, the Attorney General may reward any individual who furnishes information- 

(1) leading to the arrest or conviction, in any country, or any individual or individuals for the 
commission of an act of terrorism against a United States person or United States property; or 

(2) leading to the arrest or conviction, in any country, of any individual or individuals for 
conspiring or attempting to commit an fact of terrorism against a United States person or property; or 

(3) leading to the prevention, frustration, or favorable resolution of an act of terrorism against a 
United States person or property. 

(b) (U) With respect to acts of espionage involving or directed at the United States, the Attorney 
General may reward any individual who furnishes information- 

(1) leading to the arrest or conviction, in any country, of any individual or individuals for 
commission of an act of espionage against the United States; 

(2) leading to the arrest or conviction in any country, of any individual or individuals for conspiring 
or attempting to commit an act of espionage against the United States; or 

(3) leading to the prevention or frustration of an act of espionage against the United States. 



Section 3072. (U) Determination of entitlement; maximum amount; Presidential 
approval; conclusiveness 

(U) The Attorney General shall determine whether an individual furnishing information described in 
section 3071 is entitled to a reward and the amount to be paid. A reward under this section may be in an 
amount not to exceed $500,000. A reward of $100,000 or more may not be made without the approval of 
the President or the Attorney General personally. A determination made by the Attorney General or the 
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President under this chapter shall be final and conclusive, and no court shall have power or jurisdiction to 
review it. 



Section 3073. (U) Protection of identity 

(U) Any reward granted under this chapter shall be certified for payment by the Attorney General. If 
it is determined that the identity of the recipient of a reward or of the members of the recipient's immediate 
family must be protected, the Attorney General may take such measures in connection with the payment of 
the reward as deemed necessary to effect such protection. 

Section 3074. (U) Exception of Governmental officials 

(U) No officer or employee of any governmental entity who, while in the performance of his or her 
official duties, furnishes the information described in section 3071 shall be eligible for any monetary reward 
under this chapter. 



Section 3075. (U) Authorization for appropriations 

(U) There are authorized to be appropriated, without fiscal year limitation, $5,000,000 for the 
purpose of this chapter. 



Section 3076. (U) Eligibility for witness security program 

(U)Any individual (and the immediate family of such individual) who furnishes information which 
would justify a reward by the Attorney General under this chapter or by the Secretary of State under section 
36 of the State Department Basic Authorities Act of 1956 may, in the discretion of the Attorney General, 
participate in the Attorney General's witness security program authorized under chapter 224 of this title. 



Section 3077. (U) Definitions 

(U) As used in this chapter, the term- 

(1) "act of terrorism" means an activity that— 

(A) involves a violent act or an act dangerous to human life that is a violation of the criminal 
laws of the United States or of any State, or that would be a criminal violation if committed within the 
jurisdiction of the United States or of any State; and 

(B) appears to be intended- 

(i) to intimidate or coerce a civilian population; 

(ii) to influence the policy of a government by intimidation or coercion, or 

(iii) to affect the conduct of a government by assassination or kidnapping. 

(2) "United States person" means- 

(A) a national of the United States as defined in section 101 (a) (22) of the Immigration and 
Nationality Act (8 U.S.C. 1101(a)(22); 

(B) an alien lawfully admitted for permanent residence in the United States as defined in 
section 101(a)(20) of the Immigration and Nationality Act (8 U.S.C. 11 01 (a) (20); 

(C) any person within the United States 

(D) any employee or contractor of the United States Government, regardless of nationality, 
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who is the victim or intended victim of an act of terrorism by virtue of the employment; 

(E) a sole proprietorship, partnership, company, or association composed principally of 
nationals or permanent resident aliens of the United States; and 

(F) a corporation organized under the laws of the United States, and State, the District of 
Columbia, or any territory or possession of the United States, and a foreign subsidiary of such corporation. 

(3) "United States property" means any real or person property which is within the United States 
or, it outside the United States, the actual or beneficial ownership of which rests in a United States person 
or any Federal or State governmental entity of the United States; 

(4) "United States", when used in a geographical sense, includes Puerto Rico and all territories 
and possessions of the United States; 

(5) "State" includes any State of the United States, the District of Columbia, the commonwealth 
of Puerto Rico, and any other possession or territory of the United States; 

(6) "government entity" includes the Government of the United States, any State or political 
subdivision thereof, any foreign country, and any state, provincial, municipal, or other political subdivision of 
a foreign country; 

(7) "Attorney General© means the Attorney General of the United States or that official 
designated by the Attorney General to perform the Attorney General's responsibilities under this chapter; 
and 

(8) "act of espionage" means an activity that is a violation of- 

(A) section 793, 794, or 798 of this title; or 

(B) section 4 of the Subversive Activities Control Act of 1 950. 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 



A-23 (U) Title 18, U.S. Code, Appendix 3, Sections 1-16; The Classified Information 
Procedures Act 



Section 1. (U) Definitions 

(a) (U) "Classified information", as used in this Act, means any information or material that has 
been determined by the United States Government pursuant to an Executive order, statute, or regulations, 
to require protection against unauthorized disclosure for reasons of national security and any restricted 
data, as defined in paragraph r, of section 11 of the Atomic Energy Act of 1954 (42 U.S.C. 201 4(y)). 

(b) (U) "National security", as used in this Act, means the national defense and foreign relations of 
the United States. 



Section 2. (U) Pretrial conference 

(U) At any time after the filing of the indictment or information, any party may move for a pretrial 
conference to consider matters relating to classified information that may arise in connection with the 
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prosecution. Following such motion, or on its own motion, the court shall promptly hold a pretrial 
conference to establish the timing of requests for discovery, the provision of notice required by section 5 of 
this Act, and the initiation of the procedure established by section 6 of this Act. In addition, at the pretrial 
conference the court may consider any matters which relate to classified information or which may promote 
a fair and expeditious trial. No admission made by the defendant or by any attorney for the defendant at 
such a conference may be used against the defendant unless the admission is in writing and is signed by 
the defendant and by the attorney for the defendant. 



Section 3. (U) Protective orders 

(U) Upon motion of the United States, the court shall issue an order to protect against the 
disclosure of any classified information disclosed by the United States to any defendant in any criminal case 
in a district court of the United States. 



Section 4. (U) Discovery of classified information by defendants 

(U) The court, upon a sufficient showing, may authorize the United States to delete specified items 
of classified information from documents to be made available to the defendant 
through discovery under the Federal Rules of Criminal Procedure, to substitute a summary of the 
information for such classified documents, or to substitute a statement admitting relevant facts that the 
classified information would tend to prove. The court may permit the United States to make a request for 
such authorization in the form of a written statement to be inspected by the court alone. If the court enters 
an order granting relief following such an ex parte showing, the entire text of the statement of the United 
States shall be sealed and preserved in the records of the court to be made available to the appellate court 
in the event of an appeal. 



Section 5. (U) Notice of defendant's intention to disclose classified information 

(a) (U) Notice by defendant 

If a defendant reasonably expects to disclose or to cause the disclosure of classified information in 
any manner in connection with any trial or pretrial proceeding involving the criminal prosecution of such 
defendant, the defendant shall, within the time specified by the court or, where no time is specified, within 
thirty days prior to trial, notify the attorney for the United States and the court in writing. Such notice shall 
include a brief description of the classified information. Whenever a defendant learns of additional 
classified information he reasonably expects to disclose at any such proceeding, he shall notify the attorney 
for the United States and the court in writing as soon as possible thereafter and shall include a brief 
description of the classified information. No defendant shall disclose any information known or believed to 
be classified in connection with a trial or pretrial proceeding until notice has been given under this 
subsection and until the United States has been afforded a reasonable opportunity to seek a determination 
pursuant to the procedure set forth in section 6 of this Act, and until the time for the United States to appeal 
such determination under section 7 by the United States is decided. 

(b) (U) Failure to comply 

If the defendant fails to comply with the requirements of subsection (a) the court may preclude 
disclosure of any classified information not made the subject of notification and may prohibit the 
examination by the defendant of any witness with respect to any such information. 
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Section 6. (U) Procedure for cases involving classified information 

(a) (U) Motion for hearing 

Within the time specified by the court for the filing of a motion under this section, the United States 
may request the court to conduct a hearing to make all determinations concerning the use, relevance, or 
admissibility of classified information that would otherwise be made during the trial or pretrial proceeding. 
Upon such a request, the court shall conduct such a hearing. Any hearing held pursuant to this subsection 
(or any portion of such hearing specified in the request of the Attorney General) shall be held in camera if 
the Attorney General certifies to the court in such petition that a public proceeding may result in the 
disclosure of classified information. As to each item of classified information, the court shall set forth in 
writing the basis for its determination. Where the United States' notion under this subsection is filed prior to 
the trial or pretrial proceeding, the court shall rule prior to the commencement of the relevant proceeding. 

(b) (U) Notice 

(1) Before any hearing is conducted pursuant to a request by the United States under 
subsection (a), the United States shall provide the defendant with notice of the classified information that is 
at issue. Such notice shall identify the specific classified information at issue whenever that information 
previously has been made available to the defendant by the United States. When the United States has not 
previously made the information available to the defendant in connection with the case, the information may 
be described by generic category, in such form as the court may approve, rather than by identification of the 
specific information of concern to the United States. 

(2) Whenever the United States requests a hearing under subsection (a), the court, upon 
request of the defendant, may order the United States to provide the defendant, prior to trial, such details as 
to the portion of the indictment or information at issue in the hearing as are needed to give the defendant 
fair notice to prepare for the hearing. 

(c) (U) Alternative procedure for disclosure of classified information 

(1) Upon any determination by the court authorizing the disclosure of specific classified 
information under the procedures established by this section, the United States may move that, in lieu of the 
disclosure of such specific classified information, the court order- 

(A) the substitution for such classified information of a statement admitting relevant facts that 
the specific classified information would tend to prove; or 

(B) the substitution for such classified information of a summary of the specific classified 
information. 

The court shall grant such a motion of the United States if it finds that the statement or summary will provide 
the defendant with substantially the same ability to make his defense as would disclosure of the specific 
classified information, the court shall hold a hearing on any motion under this section. Any such hearing 
shall be held in camera at the request of the Attorney General. 

(2) The United States may, in connection with a motion under paragraph (1 ), submit to the court 
an affidavit of the Attorney General certifying that disclosure of classified information would cause 
identifiable damage to the national security of the United States and explaining the basis for the 
classification of such information. If so requested by the United States, the court shall examine such 
affidavit in camera and ex parte. 

(d) (U) Sealing of records of in camera hearings. 

If at the close of an in camera hearing under this Act (or any portion of a hearing under this Act that 
is held in camera) the court determines that the classified information at issue may not be disclosed or 
elicited at the trial or pretrial proceeding, the record of such in camera hearing shall be sealed and 
preserved by the court for use in the event of an appeal. The defendant may seek reconsideration of the 
court's determination prior to or during trial. 

(e) (U) Prohibition on disclosure of classified information by defendant, relief for defendant when 
United States opposes disclosure. 
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(1) Whenever the court denies a motion by the United States that it issue an order under 
subsection (c) and the United States files with the court an affidavit of the Attorney General objecting to 
disclosure of the classified information at issue, the court shall order that the defendant not disclose or 
cause the disclosure of such information. 

(2) Whenever a defendant is prevented by an order under paragraph (1) from disclosing or 
causing the disclosure of classified information, the court shall dismiss the indictment or information; except 
that, when the court determines that the interests of justice would not be served by dismissal of the 
indictment or information, the court shall order such other action, in lieu of dismissing the indictment or 
information, as the court determines is appropriate. Such action may include, but need not be limited to- 

(A) dismissing specified counts of the indictment or information; 

(B) finding against the United States on any issue as to which the excluded classified 
information relates; or 

(C) striking or precluding all or part of the testimony of a witness. 

An order under this paragraph shall not take effect until the court has afforded the United States an 
opportunity to appeal such order under section 7, and thereafter to withdraw its objection to the disclosure 
of the classified information at issue. 

(f) (U) Reciprocity 

Whenever the court determines pursuant to subsection (a) that classified information may be 
disclosed in connection with a trial or pretrial proceeding, the court shall, unless the interests of fairness do 
not so require, order the United States to provide the defendant with the information it expects to use to 
rebut the classified information. If the United States fails to comply with its obligation under this subsection, 
the court may exclude any evidence not made the subject of a required disclosure and may prohibit the 
examination by the United States of any witness with respect to such information. 



Section 7. (U) Interlocutory appeal 

(a) (U) An interlocutory appeal by the United States taken before of after the defendant has been 
place in jeopardy shall lie to a court of appeals from a decision or order of the district court in a criminal 
case authorizing the disclosure of classified information, imposing sanctions for nondisclosure or classified 
information, or refusing a protective order sought by the United States to prevent the disclosure of classified 
information. 

(b) (U) An appeal taken pursuant to this section either before or during trial shall be expedited by 
the court of appeals. Prior to trial, an appeal shall be taken within ten days after the decision or order 
appealed from and the trial shall not commence until the appeal is resolved. If an appeal is taken during 
trial, the trial court shall adjourn the trial until the appeal is resolved and the court of appeals (1) shall hear 
argument on such appeal within four days of the adjournment of the trial, (2) may dispense with written 
briefs other than the supporting materials previously submitted to the trial court, (3) shall render its decision 
within four days of argument on appeal, and (4) may dispense with the issuance of a written opinion in 
rendering its decision. Such appeal and decision shall not affect the right of the defendant, in a subsequent 
appeal from a judgment of conviction, to claim as error reversal by the trial court on remand of a ruling 
appealed from during trial. 



Section 8. (U) Introduction of Classified information 

(a) (U) Classification status 

Writings, recordings, and photographs containing classified information may be admitted into 
evidence without change in their classification status. 

(b) (U) Precautions by court 
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The court, in order to prevent unnecessary disclosure of classified information involved in any 
criminal proceeding, may order admission into evidence of only part of a writing, recording, or photograph, 
or may order admission into evidence of the whole writing, recording, or photograph with excision of some 
or all of the classified information contained therein, unless the whole ought in fairness be considered. 

(c) (U) Taking of testimony 

During the examination of a witness in any criminal proceeding, the United States may object to any 
question or line of inquiry that may require the witness to disclose classified information not previously 
found to be admissible. Following such an objection, the court shall take such suitable action to determine 
whether the response is admissible as will safeguard against the compromise of any classified information. 
Such action may include requiring the United States to provide the court with a proffer of the witness 1 
response to the question or line of inquiry and requiring the defendant to provide the court with a proffer of 
the nature of the information he seeks to elicit. 



Section 9. (U) Security procedures 

(a) (U) Within one hundred and twenty days of the date of the enactment of this Act, the Chief 
Justice of the United States, in consultation with the Attorney General, the Director of Central Intelligence, 
and the Secretary of Defense, shall prescribe rules establishing procedures for the protection against 
unauthorized disclosure of any classified information in the custody of the United States district court, courts 
of appeal, or Supreme Court. Such rules, and any changes in such rules, shall be submitted to the 
appropriate committees of Congress and shall become effective forty-fine days after such submission. 

(b) (U) Until such time as rules under subsection (a) first become effective, the Federal courts shall 
in each case involving classified information adopt procedures to protect against the unauthorized 
disclosure of such information. 



Section 10. (U) Identification of information related to national defense 

(U) In any prosecution in which the United States must establish that material relates to the national 
defense or constitutes classified information, the United States shall notify the defendant, within the time 
before trial specified by the court, of the portions of the material that it reasonably expects to rely upon to 
establish the national defense or classified information element of the offense. 



Section 11. (U) Amendments to Act 

(U) Sections 1 through 10 of this Act may be amended as provided in section 2076, Title 28, United 
States Code. 



Section 12. (U) Attorney General guidelines 

(a) (U) Within one hundred and eighty days of enactment of this Act, the Attorney General shall 
issue guidelines specifying the factors to be used by the Department of Justice in rendering a decision 
whether to prosecute a violation of Federal law in which, in the judgment of the Attorney General, there is a 
possibility that classified information will be revealed. Such guidelines shall be transmitted to the 
appropriate committees of Congress. 

(b) (U) when the Department of Justice decides not to prosecute a violation of Federal law pursuant 
to subsection (a), an appropriate official of the Department of Justice shall prepare written findings detailed 
the reasons for the decision not to prosecute. The findings shall include- 
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(1) the intelligence information which the Department of Justice officials believe might be 
disclosed, 

(2) the purpose for which the information might be disclosed, 

(3) the probability that the information would be disclosed, and 

(4) the possible consequences such disclosure would have on the national security. 



Section 13. (U) Reports to Congress 

(a) (U) Consistent with applicable authorities and duties, including those conferred by the 
constitution upon the executive and legislative branches, the Attorney General shall report orally or in 
writing semiannually to the Permanent Select Committee on Intelligence of the United States House of 
Representatives, the Select Committee on Intelligence of the United States Senate, and the chairmen and 
ranking minority members of the committees on the Judiciary of the Senate and House of Representatives 
on all cases where a decision not to prosecute a violation of Federal law pursuant to section 12(a) has been 
made. 

(b) (U) The Attorney General shall deliver to the appropriate committees of Congress a report 
concerning the operation and effectiveness of this Act and including suggested amendments to this Act. 
For the first three years this Act is in effect, there shall be a report each year. After three years, such 
reports shall be delivered as necessary. 



Section 14. (U) Functions of Attorney General exercised by Deputy Attorney 

General, the Associate Attorney General, or designated Assistant Attorney General 

(U) The functions and duties of the Attorney General under this Act may be exercised by the 
Deputy Attorney General, the Associate Attorney General, or by an Assistant Attorney General designated 
by the Attorney General for such purpose and may not be delegated to any other official. 



Section 15. (U) Effective date 

(U) The provisions of this Act shall become effective upon the date of the enactment of this Act, but 
shall not apply to any prosecution in which an indictment or information was filed before such date. 

Section 16. (U) Short Title 

(U) That this Act may be cited as the "Classified Information Procedures Act". 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 



A-24 (U) Title 20, U.S. Code, Sections 1232g; 1232g(b)(1) and (3); The Buckley 
Amendment 
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(b) (U) Release of education records; parental consent requirement; exceptions; compliance with 
judicial orders and subpoenas; audit and evaluation of federally-sponsored education programs; 
recordkeeping 

(1) No funds shall be made available under any applicable program to any educational agency 
or institution which has a policy or practice of permitting the release of education records (or personally 
identifiable information contained therein other than directory information, as defined in paragraph (5) of 
subsection (a) of this section) of students without the written consent of their parents to any individual, 
agency, or organization, other than to the following- 

(A) other school officials, including teachers within the educational institution or local 
educational agency, who have been determined by such agency or institution to have legitimate educational 
interests, including the educational interests of the child for whom consent would otherwise be required; 

(B) officials of other schools or school; systems in which the student seeks or intends to 
enroll, upon condition that the student's parents be notified of the transfer, receive a copy of the record if 
desired, and have an opportunity for a hearing to challenge the content of the record; 

(C) (i) authorized representatives of (I) the Comptroller General of the United States, (II) the 
Secretary, or (III) State educational authorities, under the conditions set forth in paragraph (3), or (ii) 
authorized representatives of the Attorney General for law enforcement purposes under the same 
conditions as apply to the Secretary under paragraph (3); 

(D) in connection with a student's application for, or receipt of, financial aid; 

(E) State and local officials or authorities to whom such information is specifically allowed to 
be reported or disclosed pursuant to State statute adopted- 

(i) before November 17, 1974, if the allowed reporting or disclosure concerns the juvenile 
justice system and such system's ability to effectively serve the student whose records are released, or 
(ii) after November 19, 1974, if- 

(I) the allowed reporting or disclosure concerns the juvenile justice system and such 
system's ability to effectively serve, prior to adjudication, the student whose records are released; and 

(II) the officials and authorities to whom such information is disclosed certify in writing to 
the educational agency or institution that the information will not be disclosed to any other party except as 
approved under State law without the prior written consent of the parent of the student, [sic] 

(F) organizations conducting studies for, or on behalf of, educational agencies or institutions 
for the purposed of developing, validating, or administering predictive tests, administering student aid 
programs, and improving instruction, if such studies are conducted in such a manner as will not permit the 
personal identification of students and their parents by persons other than representatives of such 
organizations and such information will be destroyed when no longer needed for the purpose for which it is 
conducted; 

(G) accrediting organizations in order to carry out their accrediting functions; 

(H) parents of a dependent student of such parents, as defined in section 1 52 of Title 26; 

(I) subject to regulations of the Secretary, in connection with an emergency, appropriate 
persons if the knowledge of such information is necessary to protect the health or safety of the student or 
other persons; and 

(J)(i) the entity or persons designated in a Federal grand jury subpoena, in which case the 
court shall order, for good cause shown, the educational agency or institution (and any officer, director, 
employee, agent, or attorney for such agency or institution) on which the subpoena is served, to not 
disclose to any person the existence or contents of the subpoena or any information furnished to the grand 
jury in response to the subpoena; and 

(ii) the entity or persons designated in any other subpoena issued for a law enforcement 
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purpose, in which case the court or other issuing agency may order, for good cause shown, the educational 
agency or institution (and any officer, director, employee, agent, or attorney for such agency or institution) 
on which the subpoena is served, to not disclose to any person the existence or contents of the subpoena 
or any information furnished in response to the subpoena. 

Nothing in clause (E) of this paragraph shall prevent a State from further limiting the number or type of State 
or local officials who will continue to have access thereunder. 

(3) Nothing contained in this section shall preclude authorized representatives of (A) the 
Comptroller General of the United States, (B) the Secretary, or (C) State educational authorities from having 
access to student or other records which may be necessary in connection with the audit and evaluation of 
Federally-supported education programs, or in connection with the enforcement of the Federal legal 
requirements which related to such programs: Provided, That except when collection of personally 
identifiable information is specifically authorized by Federal law, any data collected by such officials shall be 
protected in a manner which will not permit the personal identification of students and their parents by other 
than those officials, and such personally identifiable data shall be destroyed when no longer needed for 
such audit, evaluation, and enforcement of Federal legal requirements. 

EFFDATE: 04/29/2002 MCRT# 1262 Div. D5 Cav: SecClass: Unclassified 



A-25 (U) Title 22, U.S. Code, Sections 611-621; The Foreign Agents Registration Act 



Section 611. (U) Definitions 

As used in and for the purposes of this subchapter- 

(a) (U) The term "person" includes an individual, partnership, association, corporation, organization, 
or any other combination of individuals; 

(b) (U) The term "foreign principal" includes- 

(1) a government of a foreign country and a foreign political party; 

(2) a person outside of the United States, unless it is established that such person is an 
individual and a citizen of and domiciled within the United States, or that such person is not an individual 
and is organized under or created by the laws of the United States or of any State or other place subject to 
the jurisdiction of the United States and has its principal place of business within the United States; and 

(3) a partnership, association, corporation, organization, or other combination of persons 
organized under the laws of or having its principal place of business in a foreign country. 

(c) (U) Expect [sic] as provided in subsection (d) of this section, the term "agent of a foreign 
principal" means- 

(1) any person who acts as an agent, representative, employee, or servant, or any person who 
acts in any other capacity at the order, request, or under the direction or control, of a foreign principal or of a 
person any of whose activities are directly or indirectly supervised, directed, controlled, financed, or 
subsidized in whole or in major part by a foreign principal, and who directly or through any other person- 
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(i) engages within the United States in political activities for or in the interests of such foreign 
principal; 

(ii) acts within the United States as a public relations counsel, publicity agent, information- 
service employee or political consultant for or in the interests of such foreign principal; 

(iii) within the United States solicits, collects, disburses, or dispenses contributions, loans 
money, or other things of value for or in the interest of such foreign principal; or 

(iv) within the United States represents the interests of such foreign principal before any 
agency or official of the Government of the United States; and 

(2) any person who agrees, consents, assumes or purports to act as, or who is or holds himself 
out to be, whether or not pursuant to contractual relationship, an agent of a foreign principal as defined in 
clause (1) of this subsection. 

(d) (U) The term "agent of a foreign principal" does not include any news or press service or 
association organized under the laws of the United States or of any State or other place subject to the 
jurisdiction of the United States, or any newspaper, magazine, periodical, or other publication for which 
there is on file with the United States Postal Service information in compliance with section 3611 [sic ] of 
Title 39, published in the United States, solely by virtue of any bona fide news or journalistic activities, 
including the solicitation or acceptance of advertisements, subscriptions, or other compensation therefor, so 
long as it is at least 80 per centum beneficially owned by, and its officers and directors, if any, are citizens of 
the United States, and such news or press service or association, newspaper, magazine, periodical, or 
other publication, is not owned, directed, supervised, controlled, subsidized, or financed, and none of its 
policies are determined by any foreign principal defined in subsection (b) of this section, or by any agent of 
a foreign principal required to register under this subchapter; 

(e) (U) The term "government of a foreign country" includes any person or group of persons 
exercising sovereign de facto or de jure political jurisdiction over any country, other than the United States, 
or over any part of such country, and includes any subdivision of any such group and any group or agency 
to which such sovereign de facto or de jure authority or functions are directly or indirectly delegated. Such 
term shall include any faction or body of insurgents within a country assuming to exercise governmental 
authority whether such faction or body of insurgents has or has not been recognized by the United States; 

(f) (U) The term "foreign political party" includes any organization or any other combination of 
individuals in a country other than the United States, or any unit or branch thereof, having for an aim or 
purpose, or which is engaged in any activity devoted in whole or in part to, the establishment, 
administration, control, or acquisition of administration or control, of a government of a foreign country or a 
subdivision thereof, or the furtherance or influencing of the political or public interests, policies, or relations 
of a government of a foreign country or a subdivision thereof; 

(g) (U) The term "public-relations counsel" includes any person who engages directly or indirectly in 
informing, advising, or in any way representing a principal in any public relations matter pertaining to 
political or public interests, policies, or relations of such principal; 

(h) (U) The term "publicity agent" includes any person who engages directly or indirectly in the 
publication or dissemination of oral, visual, graphic, written, or pictorial information or matter of any kind, 
including publication by means of advertising, books, periodicals, newspapers, lectures, broadcasts, motion 
pictures, or otherwise; 

(i) (U) The term "information-service employee" includes any person who is engaged in furnishing, 
disseminating, or publishing accounts, descriptions, information, or data with respect to the political, 
industrial, employment, economic, social, cultural, or other benefits, advantages, facts, or conditions of any 
country other than the United States or of any government of a foreign country or of a foreign political party 
or of a partnership, association, corporation, organization, or other combination of individuals organized 
under the laws of, or having its principal place of business in, a foreign country; 

(j) (U) [Repealed.] 

(k) (U) The term "registration statement" means the registration statement required to be filed under 
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section 61 2(b) of this title, and includes all documents and papers required to be 

filed therewith or amendatory thereof or supplemental thereto, whether attached thereto or incorporated 

therein by reference; 

(I) (U) The term "American republic" includes any of the states which were signatory to the Final Act 
of the Second Meeting the Ministers of Foreign Affairs of the American Republics of Habana, Cuba, July 30, 
1940; 

(m) (U) The term "United States, @ when used in a geographical sense, includes the several 
States, the District of Columbia, the Territories, the Canal Zone, the insular possessions, and all other 
places now or hereafter subject to the civil or military jurisdiction of the United States. 

(n) (U) The term "prints" means newspapers and periodicals, books, pamphlets, sheet music, 
visiting cards, address cards, printing proofs, engravings, photographs, pictures, drawings, plans, maps, 
patterns to be cut out, catalogs, prospectuses, advertisements, and printed, engraved, lithographed, or 
autographed notices of various kinds, and, in general, all impressions or reproductions obtained on paper or 
other material assimilable to paper, on parchment or on cardboard, by means of printing, engraving, 
lithography, autography, or any other easily recognizable mechanical process, with the exception of the 
copying press, stamps with movable or immovable type and the typewriter; 

(o) (U) The term "political activities" means any activity that the person engaging in believes will, or 
that the person intends to, in any way influence any agency or official of the Government of the United 
States or any section of the public within the United States with reference to formulating, adopting, or 
changing the domestic or foreign policies of the United States or with reference to the political or public 
interests, policies, or relations of a government of a foreign country or a foreign political party; 

(p) (U) The term "political consultant" means any person who engages in informing or advising any 
other person with reference to the domestic or foreign policies of the United States or the political or public 
interest, policies, or relations of a foreign country or of a foreign political party. 

(q) (U) [Repealed.] 



Section 612. (U) Registration statement 

(a) (U) Filing, contents 

No person shall act as an agent of a foreign principal unless he has filed with the Attorney General 
a true and complete registration statement and supplements thereto as required by subsections (a) and (b) 
of this section or unless he is exempt from registration under the provisions of this subchapter. Except as 
hereinafter provided, every person who becomes an agent of a foreign principal shall, within ten days 
thereafter, file with the Attorney General, in duplicate, a registration statement, under oath on a form 
prescribed by the Attorney General. The obligation of an agent of a foreign principal to file a registration 
statement shall, after the tenth day of his becoming such agent, continue from day to day, and termination 
of such status shall not relieve such agent from his obligation to file a registration statement for the period 
during which he was an agent of a foreign principal. The registration statement shall include the following, 
which shall be regarded as material for the purposes of this subchapter: 

(1) Registrant's name, principal business address, and all other business addresses in the 
United States or elsewhere, and all residence addresses, if any; 

(2) Status of the registrant; if an individual, nationality; if a partnership, name, residence 
addresses, and nationality of each partner and a true and complete copy of its articles of copartnership; if 
an association, corporation, organization, or any other combination of individuals, the name, residence 
addresses, and nationality of each director and officer and of each person performing the functions of a 
director or officer and a true and complete copy of its charter, articles of incorporation, association, 
constitution, and bylaws, and amendments thereto; a copy of every other instrument or document and a 
statement of the terms and conditions of every oral agreement relating to its organization, powers, and 
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purposes; and a statement of its ownership and control; 

(3) A comprehensive statement of the nature of registrant's business; a complete list of 
registrant's employees and a statement of the nature of the work of each; the name and address of every 
foreign principal for whom the registrant is acting, assuming or purporting to act or has agreed to act; the 
character of the business or other activities of every such foreign principal, and, if any such foreign principal 
be other than a natural person, a statement of the ownership and control of each; and the extent, if any, to 
which each such foreign principal is supervised, directed, owned, controlled, financed, or subsidized, in 
whole or in part, by any government of a foreign country or foreign political party, or by any other foreign 
principal; 

(4) Copies of each written agreement and the terms and conditions of each oral agreement, 
including all modifications of such agreements, or, where no contract exists, a full statement of all the 
circumstances, by reason of which the registrant is an agent of a foreign principal; a comprehensive 
statement of the nature and method of performance of each such contract, and of the existing and proposed 
activity or activities engaged in or to be engaged in by the registrant as agent of a foreign principal for each 
such foreign principal, including a detailed statement of any such activity which is a political activity; 

(5) The nature and amount of contributions, income, money, or thing of value, if any, that the 
registrant has received within the preceding sixty days from each such foreign principal, either as 
compensation or for disbursement or otherwise, and the form and time of each such payment and from 
whom received; 

(6) A detailed statement of every activity which the registrant is performing or is assuming or 
purporting or has agreed to perform for himself or any other person other than a foreign principal and which 
requires his registration hereunder, including a detailed statement of any such activity which is a political 
activity; 

(7) The name, business, and residence addresses, and if an individual, the nationality, of any 
person other than a foreign principal for whom the registrant is acting, assuming or purporting to act or has 
agreed to act under such circumstances as require his registration hereunder; the extent to which each 
such person is supervised, directed, owned, controlled, financed, or subsidized, in whole or in part, by any 
government of a foreign country or foreign political party or by any other foreign principal; and the nature 
and amount of contributions, income, money, or thing of value, if any, that the registrant has received during 
the preceding sixty days from each such person in connection with any of the activities referred to in clause 
(6) of this subsection, either as compensation or for disbursement or otherwise, and the form and time of 
each such payment and from whom received; 

(8) A detailed statement of the money and other things of value spent or disposed of by the 
registrant during the preceding sixty days in furtherance of or in connection with activities which require his 
registration hereunder and which have been undertaken by him either as an agent of a foreign principal or 
for himself or any other person or in conection [sic] with any activities relating to his becoming an agent of 
such principal, and a detailed statement of any contributions of money or other things of value made by him 
during the preceding sixty days (other than contributions the making of which is prohibited under terms of 
section 613 of Title 18) in connection with an election to any political office or in connection with any primary 
election, convention, or caucus held to select candidates for any political office; 

(9) Copies of each written agreement and the terms and conditions of each oral agreement, 
including all modifications of such agreements, or, where no contract exists, a full statement of all the 
circumstances, by reason of which the registrant is performing or assuming or purporting or has agreed to 
perform for himself or for a foreign principal or for any person other than a foreign principal any activities 
which require his registration hereunder; 

(10) Such other statements, information, or documents pertinent to the purposes of this 
subchapter as the Attorney General, having due regard for the national security and the public interest, may 
from time to time require; 

(11) Such further statements and such further copies of documents as are necessary to make 
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the statements made in the registration statement and supplements thereto, and the copies of documents 
furnished therewith, not misleading. 

(b) (U) Supplements; filing period 

Every agent of a foreign principal who has filed a registration statement required by subsection (a) 
of this section shall, within thirty days after the expiration of each period of six months succeeding such 
filing, file with the Attorney General a supplement thereto under oath, on a form prescribed by the Attorney 
General, which shall set forth with respect to such preceding six months' period such facts as the Attorney 
General, having due regard for the national security and the public interest, may deem necessary to make 
the information required under this section accurate, complete, and current with respect to such period. In 
connection with the information furnished under clauses (3), (4), (6), and (9) of subsection (a) of this 
section, the registrant shall give notice to the Attorney General of any changes therein within ten days after 
such changes occur. If the Attorney General, having due regard for the national security and the public 
interest, determines that it is necessary to carry out the purposes of this subchapter, he may, in any 
particular case, require supplements to the registration statement to be filed at more frequent intervals in 
respect to all or particular items of information to be furnished. 

(c) (U) Execution of statement under oath 

The registration statement and supplements thereto shall be executed under oath as follows: If the 
registrant is an individual, by him; if the registrant is a partnership, by the majority of the members thereof; if 
the registrant is a person other than an individual or a partnership, by a majority of the officers thereof or 
persons performing the functions of officers or by a majority of the board of directors thereof or persons 
performing the functions of directors, if any. 

(d) (U) Filing of statement not deemed full compliance nor as preclusion from prosecution 

The fact that a registration statement or supplement thereto has been filed shall not necessarily be 
deemed a full compliance with this subchapter and the regulations thereunder on the part of the registrant; 
nor shall it indicate that the Attorney General has in any way passed upon the merits of such a registration 
statement or supplement thereto; nor shall it preclude prosecution, as provided for in this subchapter, for 
willful failure to file a registration statement or supplement thereto when due or for a willful false statement 
of a material fact therein or the willful omission of a material fact required to be stated therein or the willful 
omission of a material fact or copy of a material document necessary to make the statements made in a 
registration statement and supplements thereto, and the copies of documents furnished therewith, not 
misleading. 

(e) (U) Incorporation of previous statement by reference 

If any agent of a foreign principal, required to register under the provisions of this subchapter, has 
previously thereto registered with the Attorney General under the provisions of section 2386 of Title 18, the 
Attorney General, in order to eliminate inappropriate duplication, may permit the incorporation by reference 
in the registration statement or supplements thereto filed hereunder of any information or documents 
previously filed by such agent of a foreign principal under the provisions of said section. 

(f) (U) Exemption by Attorney General 

The Attorney General may, by regulation, provide for the exemption- 

(1) from registration, or from the requirement of furnishing any of the information required by this 
section, of any person who is listed as a partner, officer, director, or employee in the registration statement 
filed by an agent of a foreign principal under this subchapter, and 

(2) from the requirement of furnishing any of the information required by this section of any agent 
of a foreign principal, 

where by reason of the nature of the functions or activities of such person the Attorney General, having due 
regard for the national security and the public interest, determines that such registration, or the furnishing of 
such information, as the case may be, is not necessary to carry out the purposes of this subchapter. 
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Section 613. Exemptions 

The requirements of section 61 2(a) of this title shall not apply to the following agents of foreign 
principals: 

(a) (U) Diplomatic or consular officers 

A duly accredited diplomatic or consular officer of a foreign government who is so recognized by 
the Department of State, while said officer is engaged exclusively in activities which are recognized by the 
Department of State as being within the scope of the functions of such officer; 

(b) (U) Officials of foreign government 

Any official of a foreign government, if such government is recognized by the United States, who is 
not a public-relations counsel, publicity agent, information-service employee, or a citizen of the United 
States, whose name and status and the character of whose duties as such official are of public record in the 
Department of State, while said official is engaged exclusively in activities which are recognized by the 
Department of State as being within the scope of the functions of such official; 

(c) (U) Staff members of diplomatic or consular officers 

Any member of the staff of, or any person employed by, a duly accredited diplomatic or consular 
officer of a foreign government who is so recognized by the Department of State, other than a public- 
relations counsel, publicity agent, or information-service employee, whose name and status and the 
character of whose duties as such member or employee are of public record in the Department of State, 
while said member or employee is engaged exclusively in the performance of activities which are 
recognized by the Department of State as being within the scope of the functions of such member or 
employee; 

(d) (U) Private and nonpolitical activities; solicitation of funds 

Any person engaging or agreeing to engage only (1) in private and nonpolitical activities in 
furtherance of the bona fide trade or commerce of such foreign principal; or (2) in other activities not serving 
predominantly a foreign interest; or (3) in the soliciting or collecting of funds and contributions within the 
United States to be used only for medical aid and assistance, or for food and clothing to relieve human 
suffering, if such solicitation or collection of funds and contributions is in accordance with and subject to the 
provisions of subchapter 1 1 of chapter 9 of this title, and such rules and regulation as may be prescribed 
thereunder; 

(e) (U) Religious, scholastic, or scientific pursuits 

Any person engaging or agreeing to engage only in activities in furtherance of bona fide religious, 
scholastic, academic, or scientific pursuits or of the fine arts; 

(f) (U) Defense of foreign government vital to United States defense 

Any person, or employee of such person, whose foreign principal is a government of a foreign 
country the defense of which the President deems vital to the defense of the United States while, (1) such 
person or employee engages only in activities which are in furtherance of the policies, public interest, or 
national defense both of such government and of the Government of the United States, and are not 
intended to conflict with any of the domestic or foreign policies of the Government of the United States, (2) 
each communication or expression by such person or employee which he intends to, or has reason to 
believe will, be published, disseminated, or circulated among any section of the public, or portion thereof, 
within the United States, is a part of such activities and is believed by such person to be truthful and 
accurate and the identity of such person as an agent of such foreign principal is disclosed therein, and (3) 
such government of a foreign country furnishes to the Secretary of State for transmittal to, and retention for 
the duration of this subchapter by, the Attorney General such information as to the identity and activities of 
such person or employee t such times as the Attorney General may require. Upon notice to the 
Government of which such person is an agent or to such person or employee, the Attorney General, having 
due regard for the public interest and national defense, may, with the approval of the Secretary of State, 
and shall, at the request of the Secretary of State, terminate in whole or in part the exemption herein of any 
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such person or employee; 

(g) (U) Persons qualified to practice law 

Any person qualified to practice law, insofar as he engages or agrees to engage in the legal 
representation of a disclosed foreign principal before any court of law or any agency of the Government of 
the United States: Provided, That for the purposes of this subsection legal representation does not include 
attempts to influence or persuade agency personnel or officials other than in the course of judicial 
proceedings, criminal or civil law enforcement inquiries, investigations, or proceedings, or agency 
proceedings required by statute or regulation to be conducted on the record. 

(h) (U) Agents of foreign principals 

Any agent of a person described in section 61 1(b)(2) of this title or an entity described in section 
61 1 (b)(3) of this title if the agent has engaged in lobbying activities and has registered under the Lobbying 
Disclosure act of 1995 [2 U.S.C.A. Section 1601 et seq.] in connection with the agent's representation of 
such person or entity. 



Section 614. (U) Filing and labeling of political propaganda 

(a) (U) Copies to Attorney General; statement as to places, times, and extent of transmission 
Every person within the United States who is an agent of a foreign principal and required to register 

under the provisions of this subchapter and who transmits or causes to be transmitted in the United States 
mails or by any means or instrumentality of interstate or foreign commerce any informational materials for or 
in the interests of such foreign principal (i) in the form of prints, or (ii) in any other form which is reasonably 
adapted to being, or which he believes will be, or which he intends to be, disseminated or circulated among 
two or more persons shall, not later than forty-eight hours after the beginning of the transmittal thereof, file 
with the Attorney General two copies thereof. 

(b) (U) Identification statement 

It shall be unlawful for any person within the United States who is an agent of a foreign principal 
and required to register under the provisions of this subchapter to transmit or cause to be transmitted in the 
United States mails or by any means or instrumentality of interstate or foreign commerce any informational 
materials for or in the interests of such foreign principal without placing in such informational materials a 
conspicuous statement that the materials are distributed by the agent on behalf of the foreign principal, and 
the additional information is on file with the Department of Justice, Washington, District of Columbia. The 
Attorney general may by rule define what constitutes a conspicuous statement for the purposes of this 
subsection. 

(c) (U) Public inspection 

The copies of informational materials required by this subchapter to be filed with the Attorney 
General shall be available for public inspection under such regulations as he may prescribe. 

(d) (U) Library of Congress 

For purposes of the Library of Congress, other than for public distribution, the Secretary of the 
Treasury and the Postmaster General are authorized, upon the request of the Librarian of Congress, to 
forward to the Library of Congress fifty copies, or as many fewer thereof as are available, of all foreign 
prints determined to be prohibited entry under the provisions of section 1305 of Title 19 and of all foreign 
prints excluded from the mails under authority of section 1 71 7 of Title 1 8. 

(e) (U) Information furnished to agency or official of United States Government 

It shall be unlawful for any person within the Untied States who is an agent of a foreign principal 
required to register under the provisions of this subchapter to transmit, convey, or otherwise furnish to any 
agency or official of the Government (including a Member or committee of either House of Congress) for or 
in the interests of such foreign principal any political propaganda or to request from any such agency or 
official for or in the interests of such foreign principal any information or advice with respect to any matter 
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pertaining to the political or public interests, policies or relations of a foreign country or of a political party or 
pertaining to the foreign or domestic policies of the United States unless the propaganda or the request is 
prefaced or accompanied by a true and accurate statement to the effect that such person is registered as 
an agent of such foreign principal under this subchapter. 

(f) (U) Appearances before Congressional committees 

Whenever any agent of a foreign principal required to register under this subchapter appears before 
any committed of Congress to testify for or in the interests of such foreign principal, he shall, at the time of 
such appearance, furnish the committee with a copy of his most recent registration statement filed with the 
Department of Justice as an agent of such foreign principal for inclusion in the records of the committee as 
part of his testimony. 



Section 615. (U) Books and records 

(U) Every agent of a foreign principal registered under this subchapter shall keep and preserve 
while he is an agent of a foreign principal such books of account and other records with respect to all his 
activities, the disclosure of which is required under the provisions of this subchapter, in accordance with 
such business and accounting practices, as the Attorney General, having due regard for the national 
security and the public interest, may by regulation prescribe as necessary or appropriate for the 
enforcement of the provisions of this subchapter and shall preserve the same for the period of three years 
following the termination of such status. Until regulations are in effect under this section every agent of a 
foreign principal shall keep books of account and shall preserve all written records with respect to his 
activities. Such books and records shall be open at all reasonable times to the inspection of any official 
charged with the enforcement of this subchapter. It shall be unlawful for any person willfully to conceal, 
destroy, obliterate, mutilate, or falsify, or to attempt to conceal, destroy, obliterate, mutilate, or falsify, or to 
cause to be concealed, destroyed, obliterated, mutilated, or falsified, any books or records required to be 
kept under the provisions of this section. 



Section 616. (U) Public examination of official records; transmittal of records and 
information 

(a) (U) Permanent copy of statement; inspection, withdrawal 

The Attorney General shall retain in permanent form one copy of all registration statements 
furnished under this subchapter, and the same shall be public records and open to public examination and 
inspection at such reasonable hours, under such regulations, as the Attorney General may prescribe, and 
copies of the same shall be furnished to every applicant at such reasonable fee as the Attorney General 
may prescribe. The Attorney General may withdraw from public examination the registration statement and 
other statements of any agent of a foreign principal whose activities have ceased to be of a character which 
requires registration under the provisions of this subchapter. 

(b) (U) Secretary of State 

The Attorney General shall, promptly upon receipt, transmit one copy of every registration 
statement filed hereunder and one copy of every amendment or supplement thereto filed hereunder, to the 
Secretary of State for such comment and use as the Secretary of State may determine to be appropriate 
from the point of view of the foreign relations of the United States. Failure of the Attorney General so to 
transmit such copy shall not be a bar to prosecution under this subchapter. 

(c) (U) Executive departments and agencies; Congressional committees 

The Attorney General is authorized to furnish to departments and agencies in the executive branch 
and committees of the Congress such information obtained by him in the administration of this subchapter, 
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including the names of registrants under this subchapter, copies of registration statements, or parts thereof, 
or other documents or information filed under this subchapter, as may be appropriate in the light of the 
purposes of this subchapter. 



Section 617. (U) Liability of officers 

(U) Each officer, or person performing the functions of an officer, and each director, or person 
performing the functions of a director, of an agent of a foreign principal which is not an individual shall be 
under obligation to cause such agent to execute and file a registration statement and supplements thereto 
as and when such filing is required under subsections (a) and (b) of section 61 2 of this title and shall also 
be under obligation to cause such gent to comply with all the requirements of sections 614(a) and (b) and 
61 5 of this title and all other requirements of this subchapter. Dissolution of any organization acting as an 
agent of a foreign principal shall not relieve any officer, or person performing the functions of a officer, or 
any director, or person performing the functions of a director, from complying with the provisions of this 
section. In case of failure of any such agent of a foreign principal to comply with any of the requirements of 
this subchapter, each of its officers, or persons performing the functions of officers, and each of its 
directors, or persons performing the functions of directors, shall be subject to prosecution therefor. 



Section 618. (U) Enforcement and penalties 

(a) (U) Violations; false statements and willful omissions 
Any person who 

(1) willfully violates any provision of this subchapter or any regulation thereunder, or 
(2) in any registration statement or supplement thereto or in any other document filed with or 
furnished to the Attorney General under the provisions of this subchapter willfully makes a false statement 
of a material fact or willfully omits any material fact required to be stated therein or willfully omits a material 
fact or a copy of a material document necessary to make the statements therein and the copies of 
documents furnished therewith not misleading, shall, upon conviction thereof, be punished by a fine of not 
more than $10,000 or by imprisonment for not more than five years, or both, except that in the case of a 
violation of subsection (b), (e), or (f) of section 61 4 of this title or of subsection (g) or (h) of this section the 
punishment shall be a fine of not more than $5,000 or imprisonment for not more than six months, or both 

(b) (U) Proof of identity of foreign principal 

In any proceeding under this subchapter in which it is charged that a person is an agent of a foreign 
principal with respect to a foreign principal outside of the United States, proof of the specific identity of the 
foreign principal shall be permissible but not necessary. 

(c) (U) Deportation 

Any alien who shall be convicted of a violation of, or a conspiracy to violate, any provision of this 
subchapter or any regulation thereunder shall be subject to removal pursuant to chapter 4 of title II of the 
Immigration and Nationality Act [8 U.S.C.A. Section 1221 et seq.. 

(d) (U) Nonmailable matter 

The United States Postal Service may declare to be nonmailable any communication or expression 
falling within clause (2) of section 61 1 (j) of this title in the form of prints or in any other form reasonably 
adapted to, or reasonably appearing to be intended for, dissemination or circulation among two or more 
persons, which is offered or caused to be offered for transmittal in the United States mails to any person or 
persons in any other American republic by any agent of a foreign principal, if the Untied States Postal 
Service is informed in writing by the Secretary of State that the duly accredited diplomatic representative of 
such American republic has made written representation to the Department of State that the admission or 
circulation of such communication or expression in such American republic is prohibited by the laws thereof 

SECgE^*QESRN 
89 



and has requested in writing that its transmittal thereto be stopped. 

(e) (U) Continuing offense 

Failure to file any such registration statement or supplements thereto as is required by either 
section 612(a) or section 612(b) of this title shall be considered a continuing offense for as long as such 
failure exists, notwithstanding any statute of limitation or other statute to the contrary. 

(f) (U) Injunctive remedy; jurisdiction or district court 

Whenever in the judgment of the Attorney General any person is engaged in or about to engage in 
any acts which constitute or will constitute a violation of any provision of this subchapter, or regulations 
issued thereunder, or whenever any agent of a foreign principal fails to comply with any of the provisions of 
this subchapter or the regulations issued thereunder, or otherwise is in violation of the subchapter, the 
Attorney General may make application to the appropriate United States district court for an order enjoining 
such acts or enjoining such person from continuing to act as an agent of such foreign principal, or for an 
order requiring compliance with any appropriate provision of the subchapter or regulation thereunder. The 
district court shall have jurisdiction and authority to issue a temporary or permanent injunction, restraining 
order or such other order which it may deem proper. 

(g) (U) Deficient registration statement 

If the Attorney General determines that a registration statement does not comply with the 
requirements of this subchapter or the regulations issued thereunder, he shall so notify the registrant in 
writing, specifying in what respects the statement is deficient. It shall be unlawful for any person to act as 
an agent of a foreign principal at any time ten days or more after receipt of such notification without filing an 
amended registration statement in full compliance with the requirements of this subchapter and the 
regulations issued thereunder. 

(h) (U) Contingent fee arrangement 

It shall be unlawful for any agent of a foreign principal required to register under this subchapter to 
be a party to any contract, agreement, or understanding, either express or implied, with such foreign 
principal pursuant to which the amount or payment of the compensation, fee, or other remuneration of such 
agent is contingent in whole or in part upon the success of any political activities carried on by such agent. 



Section 619. (U) Territorial applicability of subchapter 

This subchapter shall be applicable in the several States, the District of Columbia, the Territories, 
the Canal Zone, the insular possessions, and all other places now or hereafter subject to the civil or military 
jurisdiction of the United States. 



Section 620. (U) Rules and regulations 

The Attorney General may at any time make, prescribe, amend, and rescind such rules, 
regulations, and forms as he may deem necessary to carry out the provisions of this subchapter 



Section 621. (U) Reports to Congress. 

The Attorney General shall every six months report to the Congress concerning administration of 
this subchapter, including registrations filed pursuant to this subchapter, and the nature, sources and 
content of political propaganda disseminated and distributed. 
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A-26 (U) Title 42, U.S. Code, Sections 2011-2297g-4, 2165; The Atomic Energy Act of 
1954 



Section 2165. (U) Security restrictions 

(a) (U) Contractors and licensees 

No arrangement shall be made under section 2051 of this title, no contract shall be made or 
continued in effect under section 2061 of this title, and no license shall be issued under section 2133 or 
2134 of this title, unless the person with whom such arrangement is made, the contractor or prospective 
contractor, or the prospective licensee agrees in writing not to permit any individual to have access to 
Restricted Data until the Director of the Office of Personnel Management shall have made an investigation 
and report to the Commission on the character, associations, and loyalty of such individual, and the 
Commission shall have determined that permitting such person to have access to Restricted Data will not 
endanger the common defense and security. 

(b) (U) Employment of personnel; access to Restricted Data 

Except as authorized by the Commission or the General Manager upon a determination by the 
commission or General Manager that such action is clearly consistent with the national interest, no 
individual shall be employed by the Commission nor shall the Commission permit any individual to have 
access to Restricted Data until the Director of the Office of Personnel Management shall have made an 
investigation and report to the commission on the character, associations, and loyalty of such individual, 
and the commission shall have determined that permitting such person to have access to Restricted Data 
will not endanger the common defense and security. 

(c) (U) Acceptance of investigation and clearance granted by other Government agencies 
In lieu of the investigation and report to be made by the Director of the Office of Personnel 

Management pursuant to subsection (b) of this section, the Commission may accept an investigation and 
report on the character, associations, and loyalty of an individual made by another government agency 
which conducts personnel security investigations, provided that a security clearance has been granted to 
such individual by another Government agency based on such investigation and report. 

(d) (U) Investigations by FBI 

In the event an investigation made pursuant to subsections (a) and (b) of this section develops any 
data reflecting that the individual who is the subject of the investigation is of questionable loyalty, the 
Director of the Office of Personnel Management shall refer to matter to the Federal Bureau of Investigation 
for the conduct of a full field investigation, the results of which shall be furnished to the Director of the Office 
of Personnel Management for his information and appropriate action. 

(e) (U) Presidential investigation 

(1) If the President deems it to be in the national interest by may from time to time determine 
that investigations of any group or class which are required by subsections (a), (b), and (c) of this section be 
made by the Federal Bureau of Investigation. 

(2) In the case of an individual employed in a program known as a Special Access Program or a 
Personnel Security and Assurance Program, any investigation required by subsection a., b., and c. [sic] of 
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this section shall be made by the Federal Bureau of Investigation. 

(f) (U) Certification of specific positions for investigation by FBI 

Notwithstanding the provisions of subsections (a), (b), and (c) of this section, a majority of the 
members of the Commission shall certify those specific positions which are of a high degree of importance 
or sensitivity, and upon such certification, the investigation and reports required by such provisions shall be 
made by the Federal Bureau of Investigation. 

(g) (U) Investigation standards 

The Commission shall establish standards and specifications in writing as to the scope and extent 
of investigations, the reports of which will be utilized by the commission in making the determination, 
pursuant to subsections (a), (b), and (c) of this section, that permitting a person access to restricted data 
will not endanger the common defense and security. Such standards and specifications shall be based on 
the location and class or kind of work to be done, and shall, among other considerations, take into account 
the degree of importance to the common defense and security of the restricted data to which access will be 
permitted. 

(h) (U) Wartime clearance 

Whenever the Congress declares that a state of war exists, or in the event of a national disaster 
due to enemy attack, the commission is authorized during the state of war or period of national disaster due 
to enemy attack to employ individuals and to permit individuals access to Restricted Data pending the 
investigation report, and determination required by subsection (b) of this section, to the extent that and so 
long as the Commission finds that such action is required to prevent impairment of its activities in 
furtherance of the common defense and security. 
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A-27 (U) Title 49, U.S. Code, Sections 46501-46507; Special Aircraft Jurisdiction of 
the U.S. 



Section 46501. (U) 

(U) In this chapter- 
CI) "aircraft in flight" means an aircraft from the moment all external doors are closed following 
boarding- 

(A) through the moment when one external door is opened to allow passengers to leave the 
aircraft; or 

(B) until, if a forced landing, competent authorities take over responsibility for the aircraft and 
individuals and property on the aircraft. 

(2) "special aircraft jurisdiction of the United States" includes any of the following aircraft in 



flights: 



(A) a civil aircraft of the United States. 

(B) an aircraft of the armed forces of the United States. 

(C) another aircraft in the United States. 
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(D) another aircraft outside the United States- 

(i) that has its next scheduled destination or last place of departure in the United States, if 
the aircraft next lands in the United States; 

(ii) on which an individual commits an offense (as defined in the Convention for the 
Suppression of Unlawful Seizure of Aircraft) if the aircraft lands in the United States with the individual still 
on the aircraft; or 

(iii) against which an individual commits an offense (as defined in subsection (d) or (e) of 
article I, section I of the convention for the suppression of Unlawful Acts against [sic] the Safety of Civil 
Aviation) if the aircraft lands in the United States with the individual still on the aircraft. 

(E) any other aircraft leased without crew to a lessee whose principal place of business is in 
the United States or, if the lessee does not have a principal place of business, whose permanent residence 
is in the United States. 

(3) an individual commits an offense (as defined in the Convention for the Suppression of 
Unlawful Seizure of Aircraft) when the individual, when on an aircraft in flight 

(A) by any form if intimidation, unlawfully seizes, exercises control of, or attempts to seize or 
exercise control of, the aircraft; or 

(B) is an accomplice of an individual referred to in subclause (A) of this clause. 

Section 46502. (U) Aircraft piracy 

(a) (U) In special aircraft jurisdiction.— (1 ) In this subsection- 

(A) "aircraft piracy" means seizing or exercising control of an aircraft in the special aircraft 
jurisdiction of the United States by force, violence, threat of force or violence, or any form of intimidation, 
and with wrongful intent. 

(B) an attempt to commit aircraft piracy is in the special aircraft jurisdiction of the United 
States although the aircraft is not in flight at the time of the attempt if the aircraft would have been in the 
special aircraft jurisdiction of the United States had the aircraft piracy been completed. 

(2) An individual committing or attempting or conspiring to commit aircraft piracy- 

(A) shall be imprisoned for at least 20 years; or 

(B) notwithstanding section 3559(b) of Title 18, if the death of another individual results from 
the commission or attempt, shall be put to death or imprisoned for life. 

(b) (U) Outside special aircraft jurisdiction. ~(1) An individual committing or conspiring to commit an 
offense (as defined in the Convention for the Suppression of Unlawful Seizure of Aircraft) on an aircraft in 
flight outside the special aircraft jurisdiction of the United States- 

(A) shall be imprisoned for at least 20 years; or 

(B) notwithstanding section 3559(b) of Title 18, if the death of another individual results from 
the commission or attempt, shall be put to death or imprisoned for life. 

(2) There is jurisdiction over the offense in paragraph (1) if- 

(A) a national of the United States was aboard the aircraft; 

(B) an offender is a national of the United States; or 

(C) an offender is afterward found in the United States. 

(3) For purposes of this subsection, the term "national of the United States" has the meaning 
prescribed in section 101(a)(22) of the Immigration and Nationality Act (8 U.S.C. 1101(a)(22). 



Section 46503. (U) [Repealed.] 



secSSmSeorn 

93 



secrB£##oEqrn 

Section 46504. (U) Interference with flight crew members and attendants 

(U) An individual on an aircraft in the special aircraft jurisdiction of the United States who, by 
assaulting or intimidating a flight crew member or flight attendant of the aircraft, interferes with the 
performance of the duties of the member or attendant or lessens the ability of the member or attendant to 
perform those duties, shall be fined under title 18, imprisoned for not more than 20 years, or both. 
However, if a dangerous weapon is used in assaulting or intimidating the member or attendant, the 
individual shall be imprisoned for any term of years or for life. 



Section 46505. (U) Carrying a weapon or explosive on an aircraft 

(a) (U) Definition. --In this section, "loaded firearm" means a starter gun or a weapon designed or 
converted to expel a projectile through an explosive, that has a cartridge, a detonator, or powder in the 
chamber, magazine, cylinder, or clip. 

(b) (U) General criminal penalty. -An individual shall be fined under Title 1 8, imprisoned for not 
more than 10 years, or both, if the individual- 

(1) when on, or attempting to get on, an aircraft in, or intended for operation in, air transportation 
or intrastate air transportation, has on or about the individual or the property of the individual a concealed 
dangerous weapon that is or would be accessible to the individual in flight; 

(2) has placed, attempted to place, or attempted to have place a loaded firearm on that aircraft in 
property not accessible to passengers in flight; or 

(3) has on or about the individual, or has placed, attempted to place, or attempted to have placed 
on that aircraft, an explosive or incendiary device. 

(c) (U) Criminal penalty involving disregard for human life. -An individual who willfully and without 
regard for the safety of human life, or with reckless disregard for the safety of human life, violates 
subsection (b) of this section, shall be fined under Title 18, imprisoned for not more than 15 years, or both. 

(d) (U) Nonapplication. -Subsection (b)(1) of this section does not apply to- 

(1) a law enforcement officer of a State or political subdivision of a state, or an officer or 
employee of the United States Government, authorized to carry arms in an official capacity; 

(2) another individual the Administrator of the Federal Aviation Administration by regulation 
authorizes to carry a dangerous weapon in air transportation or intrastate air transportation; or 

(3) an individual transporting a weapon (except a loaded firearm) in baggage not accessible to a 
passenger in flight if the air carrier was informed of the presence of the weapon. 



Section 46506. (U) Application of certain criminal laws to acts on aircraft 

(U) An individual on an aircraft in the special aircraft jurisdiction of the United States who commits 
an act that— 

(1) if committed in the special maritime and territorial jurisdiction of the United States (as defined 
in section 7 of Title 1 8) would violate section 1 1 34, 1 1 4, 661 , 1 1 1 1 , 1 1 1 2, 1 1 1 3, or 21 1 1 or chapter 1 09(a) 
of Title 18, shall be fined under Title 18, imprisoned under that section or chapter, or both; or 

(2) if committed in the District of Columbia would violate section 9 of the Act of July 29, 1 892 
(D.C. Code Section 22-1112), shall be fined under Title 18, imprisoned under section 9 of the Act, or both. 



Section 46407. (U) False information and threats 

(U) An individual shall be fined under Title 1 8, imprisoned for not more than 5 years, or both, if the 
individual— 
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(1) knowing the information to be false, willfully and maliciously or with reckless disregard for the 
safety of human life, gives, or causes to be given, under circumstances in which the information reasonably 
may be believed, false information about an alleged attempt being made or to be made to do an act that 
would violate section 46502(a), 46504, 46505, or 46506 of this title; or 

(2) (A) (U) threatens to violate section 46502(a), 46504, 46505, or 46506 of this title, or causes a 
threat to violate any of those sections to be made; and 

(B) has the apparent determination and will to carry out the threat. 
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A-28 (U) Title 50, U.S. Code, Sections 401432; 402, 402a, 403-7, 403h and 421-426; 
The National Security Act of 1947 



Section 402. (U) National Security Council 

(a) (U) Establishing; presiding officer; functions; composition 

There is established a council to be known as the National Security Council (hereinafter in this 
section referred to as the "Council"). 

The President of the United States shall preside over meetings of the Council: Provided, That in his 
absence he may designate a member of the council to preside in his place. 

The function of the Council shall be to advise the President with respect to the integration of 
domestic, foreign, and military policies relating to the national security so as to enable the military services 
and the other departments and agencies of the government to cooperate more effectively in matters 
involving the national security. 

The Council shall be composed of- 

(1) the President; 

(2) the Vice President; 

(3) the Secretary of State; 

(4) the Secretary of Defense; 

(5) the Director of Mutual Security; 

(6) the Chairman of the National Security Resources Board; and 

(7) the Secretaries and Under Secretaries of other executive departments and of the military 
departments, the Chairman of the Munitions Board, and the Chairman of the Research and Development 
Board, when appointed by the President by and with the advice and consent of the Senate, to serve at his 
pleasure. 

(b) (U) Additional functions 

In addition to performing such other functions as the President may direct, for the purpose of more 
effectively coordinating the policies and functions of the departments and agencies of the government 
relating to the national security, it shall, subject to the direction of the President, be the duty of the Council- 
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(1) to assess and appraise the objectives, commitments, and risks of the United States in 
relation to our actual and potential military power, in the interest of national security, for the purpose of 
making recommendations to the President in connection therewith; and 

(2) to consider policies on matters of common interest to the departments and agencies of the 
government concerned with the national security, and to make recommendations to the President in 
connection therewith. 

(c) (U) Executive secretary; appointment; staff employees 

The Council shall have a staff to be headed by a civilian executive secretary who shall be appointed 
by the President. The executive secretary, subject to the direction of the Council, is authorized, subject to 
the civil-service laws and chapter 51 and subchapter III of chapter 53 of Title 5, to appoint and fix the 
compensation of such personnel as may be necessary to perform such duties as may be prescribed by the 
Council in connection with the performance of its functions. 

(d) (U) Recommendations and reports 

The Council shall, from time to time, make such recommendations, and such other reports to the 
President as it deems appropriate or as the President may require. 

(e) (U) Participation of Chairman or Vice Chairman of Joint Chiefs of Staff 

The Chairman (or in his absence the Vice Chairman) of the Joint chiefs of Staff may, in his role as 
principal military adviser to the National Security Council and subject to the direction of the President, 
attend and participate in meetings of the National Security Council. 

(f) (U) Participation buy Director of National Drug Control Policy 

The Director of National Drug Control Policy may, in the role of the Director as principal adviser to 
the National Security Council on national drug control policy, and subject to the direction of the President, 
attend and participate in meetings of the National Security Council. 

(g) (U) Board for Low Intensity Conflict 

The President shall establish within the National Security Council a board to be known as the 
"Board for Low Intensity Conflict". The principal function of the board shall be to coordinate the policies of 
the United States for low intensity conflict. 

(h) (U) Committee on Foreign Intelligence 

(1) There is established within the National Security Council a committee to be known as the 
Committee on Foreign Intelligence (in this subsection referred to as the "Committee"). 

(2) The Committee shall be composed of the of the following: 

(A) The Director of Central Intelligence 

(B) The Secretary of State. 

(C) The Secretary of Defense 

(D) The Assistant to the President for National Security Affairs, who shall serve as the 
chairperson of the Committee 

(E) Such other members as the President may designate. 

(3) The function of the Committee shall be to assist the Council in its activities by- 

(A) identifying the intelligence required to address the national security interests of the United 
States as specified by the President; 

(B) establishing priorities (including funding priorities) among the programs, projects, and 
activities that address such interests and requirements; and 

(C) establishing policies relating to the conduct of intelligence activities of the United States, 
including appropriate roles and missions for the elements of the intelligence community and appropriate 
targets of intelligence collection activities. 

(4) In carrying out its function, the committee shall- 

(A) conduct an annual review of the national security interests of the United States; 

(B) identify on an annual basis, and at such other times as the Council may require, the 
intelligence required to meet such interests and establish an order of priority for the collection and analysis 
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of such intelligence; and 

(C) conduct an annual review of the elements of the intelligence community in order to 
determine the success of such elements in collecting, analyzing, and disseminating the intelligence 
identified Under subparagraph (B). 

(5) The Committee shall submit each year to the Council and to the Director of Central 
Intelligence a comprehensive report on its activities during the preceding year, including its activities under 
paragraphs (3) and (4). 

(i) [sic] (U) Committee on Transnational Threats 

(1) There is established within the National Security Council a committee to be known as the 
Committee on transnational threats (in this subsection referred to as the "Committee"). 

(2) The Committee shall include the following members: 

(A) The Director of Central Intelligence. 

(B) The Secretary of State. 

(C) The Secretary of Defense. 

(D) The Attorney General. 

(E) The Assistant to the President for National Security Affairs, who shall serve as the 
chairperson of the Committee; 

(F) Such other members as the President may designate. 

(3) The function of the committee shall be to coordinate and direct the activities of the United 
States Government relating to combating transnational threats. 
(4) In carrying out its function, the Committee shall— 

(A) identify transnational threats; 

(B) develop strategies to enable the United States Government to respond to transnational 
threats identified under subparagraph (A); 

(C) monitor implementation of such strategies; 

(D) make recommendations as to appropriate responses to specific transnational threats; 

(E) assist in the resolution of operational and policy differences among Federal departments 
and agencies in their responses to transnational threats; 

(F) develop policies and procedures to ensure the effective sharing of information about 
transnational threats among Federal departments and agencies, including law enforcement agencies and 
the elements of the intelligence community; and 

(G) develop guidelines to enhance and improve the coordination of activities of Federal law 
enforcement agencies and elements of the intelligence community outside the United States with respect to 
transnational threats. 

(5) For purposes of this subsection, the term "transnational threat" means the following: 

(A) Any transnational activity (including international terrorism, narcotics trafficking, the 
proliferation of weapons of mass destruction and the delivery systems for such weapons, and organized 
crime) that threatens the national security of the United States. 

(B) Any individual or group that engages in an activity referred to in subparagraph (A), 
(i) [sic] (U) Special Adviser on International Religious Freedom 

It is the sense of the Congress that there should be within the staff of the National Security council 
a Special Adviser to the President on International Religious Freedom, whose position should be 
comparable to that of a director within the Executive Office of the President. The Special Adviser should 
serve as a resource for executive branch officials, compiling and maintaining information on the facts and 
circumstances of violations of religious freedom; (as defined in section 6402 of title 22), and making policy 
recommendations. The Special Adviser should serve as liaison with the Ambassador at Large for 
International Religious Freedom, the United States Commission on International Religious Freedom, 
Congress and, as advisable, religious nongovernmental organizations. 

(j) (U) Participation of Director of Central Intelligence 
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The Director of Central Intelligence (or, in the Director's absence, the Deputy Director of Central 
Intelligence) may, in the performance of the Director's duties under this Act and subject to the direction of 
the President, attend and participate in meetings of the National Security Council. 

Section 402a. (U) Coordination of counterintelligence activities 

(a) (U) Establishment of Counterintelligence Policy Board 

There is established within the executive branch of government a National Counterintelligence 
Policy board (in this section referred to as the "Board"). The board shall report to the President through the 
National Security Council. 

(b) (U) Function of the Board 

The Board shall serve as the principal mechanism for- 

(1) developing policies and procedures for the approval of the President to govern the conduct of 
counterintelligence activities; and 

(2) resolving conflicts, as directed by the President, which may arise between elements of the 
government which carry out such activities. 

(c) (U) Coordination of counterintelligence matters with the Federal Bureau of Investigation 

(1) Except as provided in paragraph (3), the head of each department or agency within the 
executive branch shall ensure that— 

(A) the Federal Bureau of Investigation is advised immediately of any information, regardless 
of its origin, which indicates that classified information is being, or may have been, disclosed in an 
unauthorized manner to a foreign power or an agent of a foreign power; 

(B) following a report made pursuant to subparagraph (A), the Federal Bureau of Investigation 
is consulted with respect to all subsequent actions which may be undertaken by the department or agency 
concerned to determine the source of such loss or compromise; and 

(C) where, after appropriate consultation with the department or agency concerned, the 
Federal Bureau of Investigation undertakes investigative activities to determine the source of the loss or 
compromise, the Federal Bureau of Investigation is given complete and timely access to the employees and 
records of the department or agency concerned for purposes of such investigative activities. 

(2) Except as provided in paragraph (3), the Director of the Federal Bureau of Investigation shall 
ensure that espionage information obtained by the Federal Bureau of Investigation pertaining to the 
personnel, operations, or information of departments or agencies of the executive branch, is provided 
through appropriate channels to the department or agency concerned, and that such departments or 
agencies are consulted with respect to espionage investigations undertaken by; the Federal Bureau of 
Investigation which involve the personnel, operations, or information of such department or agency after a 
report has been provided pursuant to paragraph (1)(A). 

(3) Where essential to meet extraordinary circumstances affecting vital national security interests 
of the United States, the President may on a case-by-case basis waive the requirements of paragraph (1) or 
(2), as they apply to the head of a particular department or agency, or the Director of the Federal Bureau of 
Investigation. Such waiver shall be in writing and shall fully state the justification for such waiver. Within 
thirty days, the President shall notify the Select Committee on Intelligence of the Senate and the Permanent 
Select Committee on Intelligence of the House of Representatives that such waiver has been issued, and at 
that time or as soon as national security considerations permit, provide these committees with a complete 
explanation of the circumstances which necessitated such waiver. 

(4) The Director of the Federal Bureau of Investigation shall, in consultation with the director of 
Central Intelligence and the Secretary of Defense, report annually, beginning on February 1, 1995, and 
continuing each year thereafter, to the Select committee on Intelligence of the Senate and to the 
Permanent Select committee on Intelligence of the House of Representatives and, in accordance with 
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applicable security procedures, the Committees on the Judiciary of the House of Representatives and the 
Senate with respect to compliance with paragraphs (1) and (2) during the previous calendar year. 

(5) Nothing in this section may be construed to alter the existing jurisdictional arrangements 
between the Federal Bureau of Investigation and the Department of Defense with respect to investigations 
of persons subject to the Uniform Code of Military Justice, nor to impose additional reporting requirements 
upon the Department of Defense with respect to such investigations beyond those required by existing law 
and executive branch policy. 

(6) As used in this section, the terms "foreign power" and "agent of a foreign power" have the 
same meanings as set forth in sections 1801(a) and (b), respectively, of this title. 



Section 403-7. (U) Prohibition on using journalists as agents or assets 

(a) (U) Policy 

It is the policy of the United States that an element of the Intelligence Community may not use as 
an agent or asset for the purposes of collecting intelligence any individual who- 

(1) is authorized by contract or by the issuance of press credentials to represent himself or 
herself, either in the United States or abroad, as a correspondent of a United States news media 
organization; or 

(2) is officially recognized by a foreign government as a representative of a United States media 
organization. 

(b) (U) Waiver 

Pursuant to such procedures as the President may prescribe, the President or the Director of 
Central Intelligence may waive subsection (a) of this section in the case of an individual if the President or 
the Director, as the case may be, makes a written determination that the waiver is necessary; to address 
the overriding national security interest of the United States. The Permanent Select Committee on 
Intelligence of the House of Representatives and the Select Committee on Intelligence of the Senate shall 
be notified of any waiver under this subsection. 

(c) (U) Voluntary cooperation 

Subsection (a) of this section shall not be construed to prohibit the voluntary cooperation of any 
person who is aware that the cooperation is being provided to an element of the United States Intelligence 
Community. 



Section 403h. (U) Admission of essential aliens, limitation on number [P.L. 110, 
Section 8] 

(U) Whenever the Director, the Attorney General, and the Commissioner of Immigration and 
Naturalization shall determine that the admission of a particular alien into the United States for permanent 
residence is in the interest of national security or essential to the furtherance of the national intelligence 
mission, such alien and his immediate family shall be admitted to the United States for permanent 
residence without regard to their inadmissibility under the immigration or any other laws and regulations, or 
to the failure to comply with such laws and regulations pertaining to admissibility: Provided, That the 
number of aliens and members of their immediate families admitted to the United States under the authority 
of this section shall in no case exceed one hundred persons in any one fiscal year. 
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Section 421. (U) Protection of identities of certain United States undercover 
intelligence officer, agents, informants, and sources 

(a) (U) Whoever, having or having had authorized access to classified information that identifies a 
covert agent, intentionally discloses any information identifying such covert agent, to any individual not 
authorized to receive classified information, knowing that the information disclosed so identifies such covert 
agent and that the United States is taking affirmative measures to conceal such covert agent's intelligence 
relationship to the United States shall be fined not more than $50,000 or imprisoned not more than ten 
years, or both. 

(b) (U) Whoever, as a result of having authorized access to classified information, learns the 
identity of a covert agent and intentionally discloses any information identifying such covert agent to any 
individual not authorized to receive classified information, knowing that the information disclosed so 
identifies such covert agent and that the United States is taking affirmative measures to conceal such covert 
agent's intelligence relationship to the United States, shall be fined not more than $25,000 or imprisoned 
not more than five years, or both. 

(c) (U) Whoever, in the course of a pattern of activities intended to identify and expose covert 
agents and with reason to believe that such activities would impair or impede the foreign intelligence 
activities of the United States, discloses any information that identifies an individual as a covert agent to any 
individual not authorized to receive classified information, 

knowing that the information disclosed so identifies such individual and that the United States is taking 
affirmative measures to conceal such individual's classified intelligence relationship to the United States, 
shall be fined not more than $15,000 or imprisoned not more than three years , or both. 

Section 422. (U) Defenses and exceptions 

(a) (U) It is a defense to a prosecution under section 421 that before the commission of the offense 
with which the defendant is charged, the United States had publicly acknowledged or revealed the 
intelligence relationship to the United States of the individual the disclosure of those intelligence relationship 
to the United States is the basis for the prosecution. 

(b) (U) (1) Subject to paragraph (2), no person other than a person committing an offense under 
section 601 shall be subject to prosecution under such section by virtue of section 2 or 4 of title 18, United 
States Code, or shall be subject to prosecution for conspiracy to commit an offense under such section. 

(2) Paragraph (1) shall not apply (a) in the case of a person who acted in the course of a pattern 
of activities intended to identify and expose covert agents and with reason to believe that such activities 
would impair or impede the foreign intelligence activities of the United States, or (B) in the case of a person 
who has authorized access to classified information. 

(c) (U) It shall not be an offense under section 421 of this title to transmit information described in 
such section directly to the Select Committee on Intelligence of the Senate or to the Permanent Select 
Committee on Intelligence of the House of Representative 

(d) (U) It shall not be an offense under section 421 of this title for an individual to disclose 
information that solely identifies himself as a covert agent. 

Section 423. (U) Report 

(a) (U) The President, after receiving information from the Director of Central Intelligence, shall 
submit to the Select Committee on Intelligence of the Senate and the Permanent Select Committee on 
Intelligence of the House of Representatives an annual report on measures to protect the identities of covert 
agents, and on any other matter relevant to the protection of the identities of covert agents. 
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(b) (U) The report described in subsection (a) of this section shall be exempt from any requirement 
for publication or disclosure. The first such report shall be submitted no later than February 1 , 1983. 



Section 424 (U) Extraordinary jurisdiction 

(U) There is jurisdiction over an offense under section 421 of this title committed outside the United 
States if the individual committing the offense is a citizen of the United States or an alien lawfully admitted 
to the United States for permanent residence (as defined in section 1101(a)(20) of Title 8). 



Section 425 (U) Providing information to Congress 

(U) Nothing in this subchapter may be construed as authority to withhold information from the 
Congress or from a committee of either House of Congress. 



Section 426. (U) Definitions 

(U) For purposes of this subchapter: 

(1) The term "classified information" means information or material designated and clearly 
marked or clearly represented, pursuant to the provisions of a statute or Executive order (or a regulation or 
order issued pursuant to a statute or Executive order), as requiring a specific degree of protection against 
unauthorized disclosure for reasons of national security. 

(2) The term "authorized", when used with respect to access to classified information, means 
having authority, right, or permission pursuant to the provisions of a statute, Executive order, directive of the 
head of any department or agency engaged in foreign intelligence or counterintelligence activities, order of 
any United States court, or provisions of any Rule of the House of Representative or resolution of the 
Senate which assigns responsibility within the respective House of Congress for the oversight of 
intelligence activities. 

(3) The term "disclose" means to communicate, provide, impart, transmit, transfer, convey, 
publish, or otherwise make available. 

(4) The term "covert agent" means- 

(A) an officer or employee of an intelligence agency or a member of the Armed Forces 
assigned to duty with an intelligence agency ~ 

(i) whose identity as such an officer, employee, or member is classified information, and 
(ii) who is serving outside the United States or has within the last five years served outside 
the United States; or 

(B) a United States citizen whose intelligence relationship to the United States is classified 
information, and 

(i) who resides and acts outside the United States as an agent of, or informant or source 
of operational assistance to, an intelligence agency, or 

(ii) who is at the time of the disclosure acting as an agent of, or informant to, the foreign 
counterintelligence or foreign counterterrorism components of the Federal Bureau of Investigation; or 

(C) an individual, other than a United States citizen, whose past or present intelligence 
relationship to the United States is classified information and who is a present or former agent of, or a 
present or former informant or source of operational assistance to, an intelligence agency. 

(5) The term "intelligence agency" means the Central Intelligence Agency, a foreign intelligence 
component of the Department of Defense, or the foreign counterintelligence or foreign counterterrorism 
components of the Federal Bureau of Investigation. 
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(6) The term "informant" means any individual who furnishes information to an intelligence 
agency in the course of a confidential relationship protecting the identity of such individual from public 
disclosure. 

(7) The terms "officer" and "Employee" have the meanings given such terms by section 2104 
and 2105, respectively, of Title 5. 

(8) The term "Armed Forces" means the Army, Navy, Air Force, Marine Corps, and Coast 
Guard. 

(9) The term "United States", when used in a geographic sense, means all areas under the 
territorial sovereignty of the United States and the Trust territory of the Pacific Islands. 

(10) The term "pattern of activities" requires a series of acts with a common purpose or 
objective. 
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A-29 (U) Title 50, U.S. Code, Sections 781-858; 783, and 851-858 The Internal 
Security Act of 1950, Communication of Classified Information by Government 
Officer or Employee 



Section 783. (U) Offenses 

(a) (U) Communication of classified information by government officer or employee. It shall be 
unlawful for any officer or employee of the United States or of any department or agency thereof, or of any 
corporation the stock of which is owned in whole or in major part by the United States or any department or 
agency thereof, to communicate in any manner or by any means, to any other person whom such officer or 
employee knows or has reason to believe to be an agent or representative of any foreign government, any 
information of a kind which shall have been classified by the President (or by the head of any such 
department, agency, or corporation with the approval of the President) as affecting the security of the 
United States, knowing or having reason to know that such information has been so classified, unless such 
officer or employee shall have been specifically authorized by the President, or by the head of the 
department, agency, or corporation by which this officer or employee is employed, to make such disclosure 
of such information. 

(b) (U) Receipt or, or attempt to receive, by foreign agent or member of Communist organization, 
classified information. It shall be unlawful for any agent or representative of any foreign government 
knowingly to obtain or receive, or attempt to obtain or receive, directly or indirectly, from any officer or 
employee of the United States or of any department or agency thereof or of any corporation the stock of 
which is owned in whole or in major part by the United States or any department or agency thereof, any 
information of a kind which shall have been classified by the President (or by the head of any such 
department, agency, or corporation with the approval of the President) as affecting the security of the 
United States, unless special authorization for such communication shall first have been obtained from the 
head of the department, agency, or corporation having custody of or control over such information. 

(c) (U) Penalties for violation. Any person who violates any provision of this section shall, upon 
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conviction thereof, be punished by a fine of not more than $10,000, or imprisoned for not more than ten 
years, or by both such fine and such imprisonment, and shall, moreover, be thereafter ineligible to hold any 
office, or place of honor, profit, or trust created by the Constitution or laws of the United States. 

(d) (U) Limitations period. Any person may be prosecuted, tried, and punished for any violation of 
this section at any time within ten years after the commission of such, notwithstanding the provisions of any 
other statute of limitations: Provided, That if at the time of the commission of the offense such person is an 
officer or employee of the United States or of any department or agency thereof, or of any corporation the 
stock of which is owned in whole or in major part by the United States or any department or agency thereof, 
such person may be prosecuted, tried, and punished for any violation of this section at any; time within ten 
years after such person has ceased to be employed as such officer or employee. 

(e) Forfeiture upon violation. (1) Any person convicted of a violation of this section shall forfeit to 
the United States irrespective of any provision of State law- 

(A) any property constituting, or derived from, any proceeds the person obtained, directly or 
indirectly, as the result of such violation; and 

(B) any of the person's property used, or intended to be used, in any manner or part, to 
commit, or to facilitate the commission of, such violation. 

(2) The court, in imposing sentence on a defendant for a conviction of a violation of this section, 
shall order that the defendant forfeit to the United States all property described in paragraph (1 ). 

(3) Except as provided in paragraph (4), the provisions of subsections (b), (c) and (e) through (p) 
of section 413 of the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853(b), 
(c), and (e)-(p)) shall apply to- 

(A) property subject to forfeiture under this subsection; 

(B) any seizure or disposition of such property; and 

(C) any administrative or judicial proceeding in relation to such property, if not inconsistent 
with this subsection; 

(4) Notwithstanding section 524(c) of Title 28, there shall be deposited in the Crime Victims 
Fund established under section 1402 of the Victims of Crime Act of 1984 (42 U.S.C. 10601) all amounts 
from the forfeiture of property under this subsection remaining after the payment of expenses for forfeiture 
and sale authorized by law. 

(5) As used in this subsection, the term "State" means any State of the United States, the 
District of Columbia, the Commonwealth of Puerto Rico, the Trust Territory of the Pacific Islands, and any 
territory or possession of the United States. 

Section 851. (U) Registration of certain persons; filing statement; regulations 

(U) Except as provided in section 852 of this title, every person who has knowledge of, or has 
received instruction or assignment in, the espionage, counterespionage, or sabotage service or tactics of a 
government of a foreign country or of a foreign political party, shall register with the Attorney General by 
filing with the Attorney General a registration statement in duplicate, under oath, prepared and filed in such 
manner and form, and containing such statements, information, or documents pertinent to the purposes and 
objectives of this subchapter as the Attorney General, having due regard for the national security and the 
public interest, by regulations prescribes. 



Section 852. (U) Exemption from registration 

(U) The registration requirements of section 851 of this title do not apply to any person: 
(a) (U) who has obtained knowledge of or received instruction or assignment in espionage, 
counterespionage, or sabotage service or tactics of a foreign government or foreign political party by reason 
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of civilian, military, or police service or employment with the United States Governments, the governments 
of the several States, their political subdivisions, the district of Columbia, the Territories, or the Canal Zone; 

(b) (U) who has obtained such knowledge solely by reason of academic or person interest not 
under the supervision of or in preparation for service with the government of a foreign country or a foreign 
political party; 

(c) (U) who has made full disclosure of such knowledge, instruction, or assignment to officials within 
an agency of the United States Government having responsibilities in the field of intelligence, which 
disclosure has been made a matter of record in the files of such agency, and concerning whom a written 
determination has been made by the Attorney General or the Director of Central Intelligence that 
registration would not be in the interest of national security; 

(d) (U) whose knowledge of, or receipt of instruction or assignment in, the espionage, 
counterespionage, or sabotage service or tactics of a government of a foreign country or of a foreign 
political party, is a matter of record in the files of an agency of the United States Government having 
responsibilities in the field of intelligence and concerning whom a written determination is made by the 
Attorney General or the director of Central Intelligence, based on all information available, that registration 
would not be in the interest of national security; 

(e) (U) who is a duly accredited diplomatic or consular officer of a foreign government, who is so 
recognized by the Department of State, while he is engaged exclusively in activities which are recognized 
by the Department of State as being within the scope of the functions of such officer, and any member of 
his immediate family who resides with him; 

(f) (U) who is an official of a foreign government recognized by the United States, whose name and 
status and the character of whose duties as such official are of record in the Department of State, and while 
he is engaged exclusively in activities which are recognized by the Department of State as being within the 
scope of the functions of such official, and any member of his immediate family who resides with him; 

(g) (U) who is a member of the staff of or employed by a duly accredited diplomatic or consular 
officer of a foreign government who is so recognized by the Department of State, and whose name and 
status and the character of whose duties as such member or employee are a matter of record in the 
Department of State, while he is engaged exclusively in the performance of activities recognized by the 
Department of State as being within the scope of the functions of such member or employee; 

(h) (U) Who [sic] is an officially acknowledged and sponsored representative of a foreign 
government and is in the United States on an official mission for the purpose of conferring or otherwise 
cooperating with United States intelligence or security personnel; 

(i) (U) who is a civilian or one of the military personnel of a foreign armed service coming to the 
United States pursuant to arrangements made under a mutual defense treaty or agreement, or who has 
been invited to the United States at the request of an agency of the United States Government; or 

(j) (U) who is a person designated by a foreign government to serve as its representative in or to an 
international organization in which the United States participates or is an officer or employee of such an 
organization or who is a member of the immediate family of, and resides with, such a representative, officer, 
or employee. 

Section 853. (U) Retention of registration statements; public examination; 
withdrawal 

(U) The Attorney General shall retain in permanent form one copy of all registration statements filed 
under this subchapter. They shall be public records and open to public examination at such reasonable 
hours and under such regulations as the Attorney General prescribes, except that the Attorney General, 
having due regard for the national security and public interest, may withdraw any registration statement 
from public examination. 
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Section 854. (U) Rules, regulations, and forms 

(U) The Attorney General may at any time, make, prescribe, amend, and rescind such rules, 
regulations, and forms as he deems necessary to carry out the provisions of this subchapter. 



Section 855. (U) Violations, penalties, deportation 

(a) (U) Whoever willfully violates any provision of this subchapter or any regulation thereunder, or in 
any registration statement willfully make [sic] a false statement of a material fact or willfully omits any 
material fact, shall be fined not more than $10,000 or imprisoned for not more than five years, or both. 

(b) (U) Any alien convicted of a violation of this subchapter or any regulation thereunder is subject 
to deportation in the manner provided by part V of subchapter II of chapter 12 of Title 8. 



Section 856. (U) Continuing offense 

(U) Failure to file a registration statement as required by this subchapter is a continuing offense for 
as long as such failure exists, notwithstanding any statute of limitation or other statute to the contrary. 



Section 857. (U) Compliance with other registration statutes 

(U) Compliance with the registration provisions of this subchapter does not relieve any person from 
compliance with any other applicable registration statute. 

Section 858. (U) Applicability to Canal Zone 

(U) This subchapter applies to and within the Canal Zone. 
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A-30 (U) Title 50, U.S. Code, Sections 1801-1862; The Foreign Intelligence 
Surveillance Act 



(U) Subchapter l-Electronic Surveillance 
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Section 1801. (U) Definitions 

(U) As used in this chapter: 

(a) (U) "Foreign power" means- 

(1) a foreign government or any component thereof, whether or not recognized by the United 
States; 

(2) a faction of a foreign nation or nations, not substantially composed of United States persons; 

(3) an entity that is openly acknowledged by a foreign government or governments to be 
directed and controlled by such foreign government or governments; 

(4) a group engaged in international terrorism or activities in preparation therefor; 

(5) a foreign-based political organization, not substantially composed of United States persons; 
or 

(6) an entity that is directed and controlled by a foreign government or governments. 

(b) (U) "Agent of a foreign power" means- 

(1) any person other than a United States person, who- 

(A) acts in the United States as an officer or employee of a foreign power, or as a member of 
a foreign power as defined in subsection (a)(4) of this section; 

(B) acts for or on behalf of a foreign power which engages in clandestine intelligence 
activities in the United States contrary to the interests of the United States, when the circumstances of such 
person's presence in the United States indicate that such person may engage in such activities in the 
United States, or when such person knowingly aids or abets any person in the conduct of such activities or 
knowingly conspires with any person to engage in such activities; or 

(2) any person who- 

(A) knowingly engages in clandestine intelligence gathering activities for or on behalf of a 
foreign power, which activities involve or may involve a violation of the criminal statutes of the United 
States; 

(B) pursuant to the direction of an intelligence service or network of a foreign power, 
knowingly engages in any other clandestine intelligence activities for or on behalf of such foreign power, 
which activities involve or are about to involve a violation of the criminal statutes of the United States; 

(C) knowingly engages in sabotage or international terrorism, or activities that are in 
preparation therefor, or on behalf of a foreign power; or 

(D) knowingly aids or abets any person in the conduct of activities described in subparagraph 
(A), (B), or (C) or knowingly conspires with any person to engage in activities described in subparagraph 
(A), (B), or (C). 

(c) (U) "International terrorism" means activities that- 

(1) involve violent acts or acts dangerous to human life that are a violation of the criminal laws of 
the United States or of any State, or that would be a criminal violation if committed within the jurisdiction of 
the United States or any State; 

(2) appear to be intended- 

(A) to intimidate or coerce a civilian population; 

(B) to influence the policy of a government by intimidation or coercion; or 

(C) to affect the conduct of a government by assassination or kidnapping; and 

(3) occur totally outside the United States, or transcend national boundaries in terms of the 
means by which they are accomplished, the persons they appear intended to coerce or intimidate, or the 
locale in which their perpetrators operate or seek asylum. 

(d) (U) "Sabotage" means activities that involve a violation of chapter 105 of Title 18, or that would 
involve such a violation if committed against the United States. 

(e) (U) "Foreign Intelligence information" means- 

(1) information that relates to, and if concerning a United States person is necessary to, the 
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ability of the United States to protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a 
foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a foreign power 
or by an agent of a foreign power; or 

(2) information with respect to a foreign power or foreign territory that relates to, and if 
concerning a United States person is necessary to~ 

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

(f) (U) "Electronic surveillance" means- 

(1) the acquisition by an electronic, mechanical, or other surveillance device of the contents of 
any wire or radio communication sent by or intended to be received by a particular, known United States 
person who is in the United States, if the contents are acquired by intentionally targeting that United States 
person, under circumstances in which a person has a reasonable expectation of privacy and a warrant 
would be required for law enforcement purposes; 

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents of 
any wire communication to or from a person in the United States, without the consent of any party thereto, if 
such acquisition occurs in the United States; 

(3) the intentional acquisition by an electronic, mechanical, or other surveillance device of the 
contents of any radio communication, under circumstances in which a person has a reasonable expectation 
of privacy and a warrant would be required for law enforcement purposes, and if both the sender and all 
intended recipients are located within the United States; or 

(4) the installation or use of an electronic, mechanical, or other surveillance device in the United 
States for monitoring to acquire information, other than from a wire or radio communication, under 
circumstances in which a person has a reasonable expectation of privacy and a warrant would be required 
for law enforcement purposes. 

(g) (U) "Attorney General" means the Attorney General of the United States (or Acting Attorney 
General) or the Deputy Attorney General. 

(h) (U) "Minimization procedures", with respect to electronic surveillance, means- 

(1) specific procedures, which shall be adopted by the Attorney General, that are reasonably 
designed in light of the purpose and technique of the particular surveillance, to minimize the acquisition and 
retention, and prohibit the dissemination, of nonpublicly available information concerning unconsenting 
United States persons consistent with the need of the United States to obtain, produce, and disseminate 
foreign intelligence information; 

(2) procedures that require that nonpublicly available information, which is not foreign 
intelligence information, as defined in subsection (e)(1) of this section, shall not be disseminated in a 
manner that identifies any United States person, without such person's consent, unless such person's 
identity is necessary to understand foreign intelligence information or assess its importance. 

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the retention and 
dissemination of information that is evidence of a crime which has been, is being, or is about to be 
committed and that is to be retained or disseminated for law enforcement purposes; and 

(4) Notwithstanding paragraphs (1), (2), and (3), with respect to any electronic surveillance 
approved pursuant to section 1802(a) of this title, procedures that require that no contents of any 
communication to which a United States person is a party shall be disclosed, disseminated, or used for any 
purpose or retained for longer than twenty-four hours unless a court order under section 1 805 of this title is 
obtained or unless the Attorney General determines that the information indicates a threat of death or 
serious bodily harm to any person. 

(i) (U) "United States person" means a citizen of the United States, an alien lawfully admitted for 
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permanent residence (as defined in section 1101(a)(20) of Title 8), an unincorporated association a 
substantial number of members of which are citizens of the United States or aliens lawfully admitted for 
permanent residence, or a corporation which is incorporated in the United States, but does not include a 
corporation or an association which is a foreign power, as defined in subsection (a)(1), (2), or (3) of this 
section. 

(j) (U) "United States", when used in a geographic sense, means all areas under the territorial 
sovereignly of the United States and the Trust Territory of the Pacific Islands. 

(k) (U) "Aggrieved person" means a person who is the target of an electronic surveillance or any 
other person whose communications or activities were subject to electronic surveillance 

(I) (U) 'Wire communication" means any communication while it is being carried by a wire, cable, or 
other like connection furnished or operated by any person engaged as a common carrier in providing or 
operating such facilities for the transmission of interstate or foreign communications. 

(m) (U) "Person" means any individual, including any officer or employee of the Federal 
Government, or any group, entity, association, corporation, or foreign power. 

(n) (U) "Contents", when used with respect to a communication, includes any information 
concerning the identity of the parties to such communication or the existence, substance, purport, or 
meaning of that communication. 

(o) (U) "State" means any State of the United States, the District of Columbia, the Commonwealth 
of Puerto Rico, the Trust Territory of the Pacific Islands, and any territory or possession of the United 
States. 

Section 1802. (U) Electronic surveillance authorization without court order; 
certification by Attorney General; reports to Congressional committees; transmittal under seal; 
duties and compensation of communication common carrier; applications; jurisdiction of court 

(a)(1) (U) Notwithstanding any other law, the President, through the Attorney General, may 
authorize electronic surveillance without a court order under this subchapter to acquire foreign intelligence 
information for period of up to one year if the Attorney General certifies in writing under oath that— 

(A) the electronic surveillance is solely directed at- 

(i) the acquisition of the contents of communications transmitted by means of 
communications used exclusively between or among foreign powers, as defined in section 1801(a)(1), (2), 
or (3) of this title; or 

(ii) the acquisition of technical intelligence, other than the spoken communications of 
individuals, from property or premises under the open and exclusive control of a foreign power, as defined 
in section 1 801 (a)(1 ), (2), or (3) of this title; 

(B) there is no substantial likelihood that the surveillance will acquire the contents of any 
communication to which a United states person is a party; and 

(C) the proposed minimization procedures with respect to such surveillance meet the 
definition of minimization procedures under section 1 801 (h) of this title; and if the Attorney General reports 
such minimization procedures and any changes thereto to the House Permanent Select Committee on 
Intelligence and the Senate Select Committee on Intelligence at least thirty days prior to their effective date, 
unless the Attorney General determines immediate action is required and notifies the committees 
immediately of such minimization procedures and the reason for their becoming effective immediately. 

(2) An electronic surveillance authorized by this subsection may be conducted only in 
accordance with the Attorney General's certification and the minimization procedures adopted by him. The 
Attorney General shall assess compliance with such procedures and shall report such assessments to the 
House Permanent Select Committee on Intelligence under the provisions of section 1808(a) of this title. 

(3) The Attorney General shall immediately transmit under seal to the court established under 
section 1803(a) if this title c copy of his certification. Such certification shall be maintained under security 
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measures established by the chief Justice with the concurrence of the Attorney General, in consultation with 
the Director of Central Intelligence, and shall remain sealed unless- 

(A) an application for a court order with respect to the surveillance is made under sections 
1801 (h)(4) and 1 804 of this title; or 

(B) the certification is necessary to determine the legality of the surveillance under section 
1806(f) of this title. 

(4) With respect to electronic surveillance authorized by this subsection, the Attorney General 
may direct a specified communication common carrier to- 

(A) furnish all information, facilities, or technical assistance necessary to accomplish the 
electronic surveillance in such a manner as will protect its secrecy and produce a minimum of interference 
with the services that such carrier is providing its customers; and 

(B) maintain under security procedures approved by the Attorney General and the Director of 
Central Intelligence any records concerning the surveillance or the aid furnished which such carrier wishes 
to retain. 

(U) The Government shall compensate, at the prevailing rate, such carrier for furnishing such aid. 

(b) (U) Applications for a court order under this subchapter are authorized if the President has, by 
written authorization, empowered the Attormey [sic] General to approve applications to the court having 
jurisdiction under section 1 803 of this title, and a judge to whom an application is made may, 
notwithstanding any other law, grant an order, in conformity with section 1805 of this title, approving 
electronic surveillance of a foreign power or an agent of a foreign power for the purpose of obtaining foreign 
intelligence information, except that the court shall not have jurisdiction to grant any order approving 
electronic surveillance directed solely as described in paragraph (1)(A) of subsection (a) of this section 
unless such surveillance may involve the acquisition of communications of any United States person. 



Section 1803. (U) Designation of judges 

(a) (U) Court to hear applications and grant orders; record of denial; transmittal to court of review 
The Chief Justice of the United States shall publicly designate seven district court judges from 

seven of the United States judicial circuits who shall constitute a court which shall have jurisdiction to hear 
applications for and grant orders approving electronic surveillance anywhere within the United States under 
the procedures set forth in this chapter, except that no judge designated under this subsection shall hear 
the same application for electronic surveillance under this chapter which has been denied previously by 
another judge designated under this subsection. If any judge so designated denies an application for an 
order authorizing electronic surveillance under this chapter, such judge shall provide immediately for the 
record a written statement of each reason for his decision and, on motion of the United States, the record 
shall be transmitted, under seal, to the court of review established in subsection (b) of this section. 

(b) (U) Court of review; record, transmittal to Supreme Court 

The Chief Justice shall publicly designate three judges, one of whom shall be publicly designated 
as the presiding judge, from the United States district courts or courts of appeals who together shall 
comprise a court of review which shall have jurisdiction to review the denial of any application made under 
this chapter. If such court determines that the application was properly denied, the court shall immediately 
provide for the record a written statement of each reason for its decision and, on petition of the United 
States for a writ of certiorari, the record shall be transmitted under seal to the Supreme Court, which shall 
have jurisdiction to review such decision. 

(c) (U) Expeditions conduct of proceedings; security measures for maintenance of records 
Proceedings under this chapter shall be conducted as expeditiously as possible. The record of 

proceedings under this chapter, including applications made and orders granted, shall be maintained under 
security measures established by the Chief Justice in consultation with the Attorney General and the 
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Director of Central Intelligence. 

(d) (U) Tenure 

Each judge designated under this section shall so serve for a maximum of seven years and shall 
not be eligible for redesignation, except that the judges first designated under subsection (a) of this section 
shall be designated for terms of from one to seven years so that one term expires each year, and that 
judges first designated under subsection (b) of this section shall be designated for terms of three, five, and 
seven years. 



Section 1804. (U) Applications for court orders 

(a) (U) Submission by Federal officer; approval of Attorney General; contents 
Each application for an order approving electronic surveillance under this subchapter shall be made 
by a Federal officer in writing upon oath or affirmation to a judge having jurisdiction under section 1803 of 
this title. Each application shall require the approval of the Attorney General based upon his finding that it 
satisfies the criteria and requirements of such application as set forth in this subchapter. It shall include- 
(1) the identity of the Federal officer making the application; 

(2) the authority conferred on the Attorney General by the President of the United States and the 
approval of the Attorney General to made the application; 

(3) the identity, if known, or a description of the target of the electronic surveillance; 

(4) a statement of the facts and circumstances relied upon by the applicant to justify his belief 



(A) the target of the electronic surveillance is a foreign power or an agent of a foreign power; 



that- 

and 

(B) each of the facilities or places at which the electronic surveillance is directed is being 
used, or is about to be used, by a foreign power or an agent of a foreign power; 

(5) a statement of the proposed minimization procedures; 

(6) a detailed description of the nature of the information sought and the type of communications 
or activities to be subjected to the surveillance; 

(7) a certification or certifications by the Assistant to the President for National Security Affairs or 
an executive branch official or officials designated by the President from among those executive officers 
employed in the area of national security or defense and appointed by the President with the advice and 
consent of the Senate- 

(A) that the certifying official deems the information sought to be foreign intelligence 
information; 

(B) that the purpose of the surveillance is to obtain foreign intelligence information; 

(C) that such information cannot reasonably be obtained by normal investigative techniques; 

(D) that designates the type of foreign intelligence information being sought according to the 
categories described in section 1801(e) of this title; and 

(E) including a statement of the basis for the certification that— 

(i) the information sought is the type of foreign intelligence information designated; and 
(ii) such information cannot reasonably be obtained by normal investigative techniques; 

(8) a statement of the means by which the surveillance will be effected and a statement whether 
physical entry is required to effect the surveillance; 

(9) a statement of the facts concerning all previous applications that have been made to any 
judge under this subchapter involving any of the persons, facilities, or places specified in the application, 
and the action taken on each previous application; 

(10) a statement of the period of time for which the electronic surveillance is required to be 
maintained, and if the nature of the intelligence gathering is such that the approval of the use of electronic 
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surveillance under this subchapter should not automatically terminate when the described type of 
information has first been obtained, a description of facts supporting the belief that additional information of 
the same type will be obtained thereafter; and 

(1 1 ) whenever more than one electronic, mechanical or other surveillance device is to be used 
with respect to a particular proposed electronic surveillance, the coverage of the devices involved and what 
minimization procedures apply to information acquired by each device. 

(b) (U) Exclusion of certain information respecting foreign power targets 

Whenever the target of the electronic surveillance is a foreign power, as defined in section 
18701(a)(1), (2), or (3) of this title, and each of the facilities or places at which the surveillance is directed is 
owned, leased, or exclusively used by that foreign power, the application need not contain the information 
required by paragraphs (6), (7)(E), (8), and (11) or subsection (a) of this section, but shall state whether 
physical entry is required to effect the surveillance and shall contain such information about the surveillance 
techniques and communications or other information concerning United States persons likely to be 
obtained as may be necessary to assess the proposed minimization procedures. 

(c)(U) Additional affidavits or certifications 

The Attorney General may require any other affidavit or certification from any other officer in 
connection with the application. 

(d) (U) Additional information 

The judge may require the applicant to furnish such other information as may be necessary to make 
the determinations required by section 1805 of this title. 

Section 1805. (U) Issuance of order 

(a) (U) Necessary findings 

Upon an application made pursuant to section 1804 of this title, the judge shall enter an ex parte 
order as requested or as modified approving the electronic surveillance if he finds 
that- 

(1) the President has authorized the Attorney General to approve applications for electronic 
surveillance for foreign intelligence information; 

(2) the application has been made by a Federal officer and approved by the Attorney General; 

(3) on the basis of the facts submitted by the applicant there is probably cause to believe 
that- 

(A) the target of the electronic surveillance is a foreign power or an agent of a foreign power: 
Provided, That no United States person may be considered a foreign power or an agent of a foreign power 
solely upon the basis of activities protected by the first amendment to the Constitution of the United States; 
and 

(B) each of the facilities or places at which the electronic surveillance is directed is being 
used, or is about to be used, by a foreign power or an agent of a foreign power; 

(4) the proposed minimization procedures meet the definition of minimization procedures under 
section 1801(h) of this title; and 

(5) the application which has been filed contains all statements and certifications required by 
section 1804 of this title and, if the target is a United States person, the certification or certifications are not 
clearly erroneous on the basis of the statement made under section 1 804(a)(7)(E) of this title and any other 
information furnished under section 1 804(d) of this title. 

(b) (U) Specifications and directions of orders 

An order approving an electronic surveillance under this section shall- 
(1) specify- 

(A) the identity, if known, or a description of the target of the electronic surveillance; 
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(B) the nature and location of each of the facilities or places at which the electronic 
surveillance will be directed; 

(C) the type of information sought to be acquired and the type of communications or activities 
to be subjected to the surveillance; 

(D) the means by which the electronic surveillance will be effected and whether physical 
entry will be used to effect the surveillance; 

(E) the period of time during which the electronic surveillance is approved; and 

(F) whenever more than one electronic, mechanical, or other surveillance device is to be used 
under the order, the authorized coverage of the devices involved and what minimization procedures shall 
apply to information subject to acquisition by each device; and 

(2) direct- 

(A) that the minimization procedures be followed; 

(B) that, upon the request of the applicant, a specified communication or other common 
carrier, landlord, custodian, or other specified person furnish the applicant forthwith all information, facilities, 
or technical assistance necessary to accomplish the electronic surveillance in such a manner as will protect 
its secrecy and produce a minimum of interference with the services that such carrier, landlord, custodian, 
or other person is providing that target of electronic surveillance; 

(C) that such carrier, landlord, custodian, or other person maintain under security procedures 
approved by the Attorney General and the Director of Central Intelligence any records concerning the 
surveillance or the aid furnished that such person wishes to retain; and 

(D) that the applicant compensate, at the prevailing rate, such carrier, landlord, custodian, or 
other person for furnishing such aid. 

(c) (U) Exclusion of certain information respecting foreign power targets 

Whenever the target of the electronic surveillance is a foreign power, as defined in section 
1801 (a)(a), (2), or (3) of this title, and each of the facilities or places at which the surveillance is directed is 
owned, leased, or exclusively used by that foreign power, the order need not contain the information 
required by subparagraphs (C), (D), and (F) of subsection (b)(1) of this section, but shall generally describe 
the information sought, the communications or activities to be subjected to the surveillance, and the type of 
electronic surveillance involved, including whether physical entry is required. 

(d) (U) Duration of order; extensions; review of circumstances under which information was 
acquired, retained or disseminated 

(1) An order issued under this section may approve an electronic surveillance for the period 
necessary to achieve its purpose, or for ninety days, whichever is less, except that an order under this 
section shall approve an electronic surveillance targeted against a foreign power, as defined in section 
1801(a)(1), (2), or (3) of this title, for the period specified in the application or for one year, whichever is 
less. 

(2) Extensions of an order issued under this subchapter may be granted on the same basis as 
an original order upon an application for an extension and new findings made in the same manner as 
required for an original order, except that an extension of an order under this chapter for a surveillance 
targeted against a foreign power, as defined section 1801 (a)(5) or (6) of this title, or against a foreign power 
as defined in section 1801(a)(4) of this title that is not a United States person, may be for a period not to 
exceed one year if the judge finds probable cause to believe that no communication of any individual United 
States person will be acquired during the period. 

(3) At or before the end of the period of time for which electronic surveillance is approved by an 
order or an extension, the judge may assess compliance with the minimization procedures by reviewing the 
circumstances under which information concerning United States persons was acquired, retained, or 
disseminated 

(e) (U) Emergency orders 

Notwithstanding any other provisions of this chapter, when the Attorney General reasonably 
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determines that- 

(1) an emergency situation exists with respect to the employment of electronic surveillance to 
obtain foreign intelligence information before an order authorizing such surveillance can with due diligence 
be obtained; and 

(2) the factual basis for issuance of an order under this subchapter to approve such surveillance 
exists; he may authorize the emergency employment of electronic surveillance if a judge having jurisdiction 
under section 1803 of this title is informed by the Attorney General of his designee at the time of such 
authorization that the decision has been made to employ emergency electronic surveillance and if an 
application in accordance with this subchapter is made to that judge as soon as practicable, but not more 
than twenty-four hours after the Attorney General authorizes such surveillance. If the Attorney General 
authorizes such emergency employment of electronic surveillance, he shall require that the minimization 
procedures required by this subchapter for the issuance of a judicial order be followed. In the absence of a 
judicial order approving such electronic surveillance, the surveillance shall terminate when the information 
sought is obtained, when the application for the order is denied, or after the expiration of twenty-four hours 
from the time of authorization by the Attorney General, whichever is earliest. In the event that such 
application for approval is denied, or in any other case where the electronic surveillance is terminated and 
no order is issued approving the surveillance, no information obtained or evidence derived from such 
surveillance shall be received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in 
or before any court, grand jury, department, office, agency, regulatory body, legislative committee, or other 
authority of the United States, a State, or political subdivision thereof, and no information concerning any 
United States person acquired from such surveillance shall subsequently be used or disclosed in any other 
manner by Federal officers or employees without the consent of such person, except with the approval of 
the Attorney General if the information indicates a threat of death or serious bodily harm to any person. A 
denial of the application made under this subsection may be reviewed as provided in section 1803 of this 
title. 

(f) (U) Testing of electronic equipment; discovering unauthorized electronic surveillance; training of 
intelligence personnel 

Notwithstanding any other provision of this subchapter, officers, employees, or agents of the United 
States are authorized in the normal course of their official duties to conduct electronic surveillance not 
targeted against the communications of any particular person or persons, under procedures approved by 
the Attorney General, solely to~ 

(1) test the capability of electronic equipment, if~ 

(A) it is not reasonable to obtain the consent of the persons incidentally subjected to the 
surveillance; 

(B) the test is limited in extent and duration to that necessary to determine the capability of the 
equipment; 

(C) the contents of any communication acquired are retained and used only for the purpose of 
determining the capability of the equipment, are disclosed only to test personnel, and are destroyed before 
or immediately upon completion of the test; and: 

(D) Provided, That the test may exceed ninety days only with the prior approval of the 
Attorney General; 

(2) determine the existence and capability of electronic surveillance equipment being used by 
persons not authorized to conduct electronic surveillance, if- 

(A) it is not reasonable to obtain the consent of persons incidentally subjected to the 
surveillance; 

(B) such electronic surveillance is limited in extent and duration to that necessary to 
determine the existence and capability of such equipment; and 

(C) any information acquired by such surveillance is used only to enforce chapter 119 of Title 
18, or section 605 of Title 47, or to protect information from unauthorized surveillance; or 
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(3) train intelligence personnel in the use of electronic surveillance equipment, if- 

(A) it is not reasonable to- 

(i) obtain the consent of the persons incidentally subjected to the surveillance; 

(ii) train persons in the course of surveillances otherwise authorized by this subchapter; or 

(iii) train persons in the use of such equipment without engaging in electronic surveillance; 

(B) such electronic surveillance is limited in extent and duration to that necessary to train the 
personnel in the use of the equipment; and 

(C) no contents of any communication acquired are retained or disseminated for any 
purpose, but are destroyed as soon as reasonably possible. 

(g) (U) Retention of certifications, applications and orders 

Certifications made by the Attorney General pursuant to section 1802(a) of this title and 
applications made and orders granted under this subchapter shall be retained for a period of at least ten 
years from the date of the certification or application 

Section 1806. (U) Use of information 

(a) (U) Compliance with minimization procedures, privileged communications; lawful purposes 
Information acquired from an electronic surveillance conducted pursuant to this subchapter 

concerning any United States person may be used and disclosed by Federal officers and employees 
without the consent of the United States person only in accordance with the minimization procedures 
required by this subchapter. No otherwise privileged communication obtained in accordance with, or in 
violation of, the provisions of this subchapter shall lose its privileged character. No information acquired 
from an electronic surveillance pursuant to this subchapter may be used or disclosed by Federal officers or 
employees except for lawful purposes. 

(b) (U) Statement for disclosure 

No information acquired pursuant to this subchapter shall be disclosed for law enforcement 
purposes unless such disclosure is accompanied by a statement that such information, or any information 
derived therefrom, may only be used in a criminal proceeding with the advance authorization of the Attorney 
General. 

(c) (U) Notification by United States 

Whenever the Government intends to enter into evidence or otherwise use or disclose 
in any trial, hearing, or other proceeding in or before any court, department, officer, agency, regulatory 
body, or other authority of the United States, against an aggrieved person, any information obtained or 
derived from an electronic surveillance of that aggrieved person pursuant to the authority of this subchapter, 
the government shall, prior to the trial, hearing, or other proceeding or at a reasonable time prior to an effort 
to so disclose or so use that information or submit it in evidence, notify the aggrieved person and the court 
or other authority in which the information is to be disclosed or used that the Government intends to so 
disclose or so use such information. 

(d) (U) Notification by States or political subdivisions 

Whenever any State or political subdivision thereof intends to enter into evidence or otherwise use 
or disclose in any trial, hearing, or other proceeding in or before any court, department, officer, agency, 
regulatory body, or other authority of a State or a political subdivision thereof, against an aggrieved person 
any information obtained or derived form an electronic surveillance of that aggrieved person pursuant to the 
authority of this subchapter, the State or political subdivision thereof shall notify the aggrieved person, the 
court or other authority in which the information is to be disclosed or used, and the Attorney General that 
the State or political subdivision thereof intends to so disclose or so use such information. 

(e) (U) Motion to suppress 

Any person against whom evidence obtained or derived from an electronic surveillance to which he 
is an aggrieved person is to be, or has been, introduced or otherwise used or disclosed in any trial, hearing, 
or other proceeding in or before any court, department, officer, agency, regulatory body, or other authority 
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of the United States, a State, or a political subdivision thereof, may move to suppress the evidence obtained 
or derived from such electronic surveillance on the grounds that- 

(1) the information was unlawfully acquired; or 

(2) the surveillance was not made in conformity with an order of authorization or approval. 
Such a motion shall be made before the trial, hearing, or other proceeding unless there was no opportunity 
to make such a motion or the person was not aware of the grounds of the motion. 

(f) (U) In camera and ex parte review by district court 

Whenever a court or other authority is notified pursuant to subsection (c) or (d) of this section, or 
whenever a motion is made pursuant to subsection (e) of this section, or whenever any motion or request is 
made by an aggrieved person pursuant to any other statute or rule of the United States or any State before 
any court or other authority of the United States or any State to discover or obtain applications or orders or 
other materials relating to electronic surveillance or to discover, obtain, or suppress evidence or information 
obtained or derived from electronic surveillance under this chapter, the United States district court or, where 
the motion is made before another authority, the United States district court in the same district as the 
authority, shall, notwithstanding any other law, if the Attorney General files an affidavit under oath that 
disclosure or an adversary hearing would harm the national security of the United States, review in camera 
and ex parte the application, order, and such other materials relating to the surveillance as may be 
necessary to determine whether the surveillance of the aggrieved person was lawfully authorized and 
conducted. In making this determination, the court may disclose to the aggrieved person, under appropriate 
security procedures and protective orders, portions of the application, order, or other materials relating to 
the surveillance only where such disclosure is necessary to make an accurate determination of the legality 
of the surveillance. 

(g) (U) Suppression of evidence; denial of motion 

If the United States district court pursuant to subsection (f) of this section determines that the 
surveillance was not lawfully authorized or conducted, it shall, in accordance with the requirements of law, 
suppress the evidence which was unlawfully obtained or derived from electronic surveillance of the 
aggrieved person or otherwise grant the motion of the aggrieved person. If the court determines that the 
surveillance was lawfully authorized and conducted, it shall deny the motion of the aggrieved person except 
to the extent that due process requires discovery or disclosure. 

(h) (U) Finality of orders 

Orders granting motions or requests under subsection (g) of this section, decisions under this 
section that electronic surveillance was not lawfully authorized or conducted, and orders of the United 
States district court requiring review or granting disclosure of applications, orders, or other materials relating 
to a surveillance shall be final orders and binding upon all courts of the United States and the several States 
except a United States court of appeals and the Supreme Court. 

(i) (U) Destruction of unintentionally acquired information 

In circumstances involving the unintentional acquisition by an electronic, mechanical, or other 
surveillance device of the contents of any radio communication, under circumstances in which a person has 
a reasonable expectation of privacy and a warrant would be required for law enforcement purposes, and if 
both the sender and all intended recipients are located within the United States, such contents shall be 
destroyed upon recognition, unless the Attorney General determines that the contents indicate a threat of 
death or serious bodily harm to any person. 

(j) (U) Notification of emergency employment of electronic surveillance; contents; postponement, 
suspension or elimination 

If an emergency employment of electronic surveillance is authorized under section 1 805(e) of this 
title and a subsequent order approving the surveillance is not obtained, the judge shall cause to be served 
on any United States person named in the application and on such other United States persons subject to 
electronic surveillance as the judge may determine in his discretion it is in the interest of justice to serve, 
notice of- 
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(1) the fact of the application; 

(2) the period of the surveillance; and 

(3) the fact that during the period information was or was not obtained. 

On an ex parte showing of good cause to the judge the serving of the notice required by this subsection 
may be postponed or suspended for a period not to exceed ninety days. Thereafter, on a further ex parte 
showing of good cause, the court shall forego ordering the serving of the notice required under this 
subsection. 



Section 1807. (U) Report to Administrative Office of the United States Court and to 
Congress 

In April of each year, the Attorney General shall transmit to the Administrative Office of the United 
States Court and to Congress a report setting forth with respect to the preceding calendar year- 
fa) the total number of applications made for orders and extensions of order approving electronic 
surveillance under this subchapter; and 

(b) the total number of such orders and extensions either granted, modified, or denied. 

Section 1808. (U) Report of Attorney General to Congressional committees; limitation on authority or 
responsibility of information gathering activities of Congressional committees; report of congressional 
committees to Congress. 

(a) (U) On a semiannual basis the Attorney General shall fully inform the House Permanent Select 
Committee on Intelligence and the Senate Select committee on Intelligence concerning all electronic 
surveillance under this subchapter. Nothing in this subchapter shall be deemed to limit the authority and 
responsibility of the appropriate committees of each House of congress to obtain such information as they 
may need to carry out their respective functions and duties. 

(b) (U) On or before one year after October 25, 1 978, and on the same day each year for four years 
thereafter, the Permanent Select Committee on Intelligence and the Senate Select Committee on 
Intelligence shall report respectively to the House of Representatives and the Senate, concerning the 
implementation of this chapter. Said reports shall include but not be limited to an analysis and 
recommendations concerning whether this chapter should be (1) amended, (2) repealed, or (3) permitted to 
continue in effect without amendment. 



Section 1809. (U) Criminal sanctions 

(a) (U) Prohibited activities 

A person is guilty of an offense if he intentionally- 

(1) engages in electronic surveillance under color of law except as authorized by statute; or 

(2) discloses or uses information obtained under color of law by electronic surveillance, knowing 
or having reason to know that the information was obtained through electronic surveillance not authorized 
by statute. 

(b) (U) Defense 

It is a defense to a prosecution under subsection (a) of this section that the defendant was a law 
enforcement or investigative officer engaged in the course of his official duties and the electronic 
surveillance was authorized by and conducted pursuant to a search warrant or court order of a court of 
competent jurisdiction. 

(c) (U) Federal jurisdiction 

There is Federal jurisdiction over an offense under this section if the person committing the offense 
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was an officer or employee of the United States at the time the offense was committed. 

Section 1810. (U) Civil liability 

(U) An aggrieved person, other than a foreign power or an agent of a foreign power, as defined in 
section 1801(a) or (b)(1)(A) of this title, respectively, who has been subjected to an electronic surveillance 
or about whom information obtained by electronic surveillance of such person has been disclosed or used 
in violation of section 1809 of this title shall have a cause of action against any person who committed such 
violation and shall be entitled to recover- 

(a)actual damages, but not less than liquidated damages of $1 ,000 or $100 per day for each day of 
violation, whichever is greater; 

(b) punitive damages; and 

(c) reasonable attorney's fees and other investigation and litigation costs reasonably incurred. 



Section 1811. (U) Authorization during time of war 

(U) Notwithstanding any other law, the President, through the Attorney General, may authorize 
electronic surveillance without a court order under this subchapter to acquire foreign intelligence for a 
period not to exceed fifteen calendar days following a declaration of war by the Congress. 



(U) Subchapter ll-Physical Searches 



Section 1821. (U) Definitions 

(U) As used in this subchapter: 

(1) The terms "foreign power", "agent of a foreign power", "international terrorism", "sabotage", 
"foreign intelligence information" "Attorney General", "United States person", "United States", "person", and 
"State@ shall have the same meanings as in section 1801 of this title, except as specifically provided by 
this subchapter. 

(2) "Aggrieved person" means a person whose premises, property, information, or material is the 
target of physical search or any other person whose premises, property, information, or material was 
subject to physical search. 

(3) "Foreign Intelligence Surveillance Court" means the court established by section 1803(a) of 
this title. 

(4) "Minimization procedures" with respect to physical search, means- 

(A) specific procedures, which shall be adopted by the Attorney General, that are reasonably 
designed in light of the purposes and technique of the particular physical search, to minimize the acquisition 
and retention, and prohibit the dissemination, of nonpublicly available information concerning unconsenting 
United States persons consistent with the need of the United States to obtain, produce, and disseminate 
foreign intelligence information; 

(B) procedures that require that nonpublicly available information, which is not foreign 
intelligence information, as defined in section 1801(e)(1) of this title, shall not be disseminated in a manner 
that identifies any United States person, without such person's consent, unless such person's identity is 
necessary to understand such foreign intelligence information or assess its importance; 

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the retention and 
dissemination of information that is evidence of a crime which has been, is being, or is about to be 
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committed and that is to be retained or disseminated for law enforcement purposes; and 

(D) notwithstanding subparagraphs (A), (B), and (C), with respect to any physical search 
approved pursuant to section 1822(a) of this title, procedures that require that no information, material, or 
property of a United States person shall be disclosed, disseminated, or used for any purpose or retained for 
longer than 24 hours unless a court order under section 1824 of this title is obtained or unless the Attorney 
General determines that the information indicates a threat of death or serious bodily harm to any person. 
(5) "Physical search" means any physical intrusion within the United States into premises or 
property (including examination of the interior of property by technical means) that is intended to result in a 
seizure, reproduction, inspection, or alteration of information, material, or property, under circumstances in 
which a person has a reasonable expectation of privacy and a warrant would be required for law 
enforcement purposes, but does not include (A) "electronic surveillance", as defined in section 1801(f) of 
this title, or (B) the acquisition by the United States Government of foreign intelligence information from 
international or foreign communications, or foreign intelligence activities conducted in accordance with 
otherwise applicable Federal law involving a foreign electronic communications system, utilizing a means 
other than electronic surveillance as defined in section 1801 (f) of this title. 

Section 1822. (U) Authorization of physical searches for foreign intelligence 

purposes 

(a) (U) Presidential authorization 

(1) Notwithstanding any other provision of law, the President, acting through the Attorney 
General, may authorize physical searches without a court order under this subchapter to acquire foreign 
intelligence information for periods of up to one year if- 

(A) the Attorney General certifies in writing under oath that- 

(i) the physical search is solely directed at premises, information, material, or property 
used exclusively by, or under the open and exclusive control of, a foreign power or powers (as defined in 
section 1801(a)(1), (2), or v(3) of this title); 

(ii) there is no substantial likelihood that the physical search will involve the premises, 
information, material, or property of a United States person; and 

(iii) the proposed minimization procedures under paragraphs [sic] (1) through (4) of 
section1821(4) of this title; and 

(B) the Attorney General reports such minimization procedures and any changes thereto to 
the Permanent Select Committee on Intelligence of the House of Representatives and the Select 
Committee on Intelligence of the Senate at least 30 days before their effective date, unless the Attorney 
General determines that immediate action is required and notifies the committees immediately of such 
minimization procedures and the reason for their becoming effective immediately. 

(2) A physical search authorized by this subsection may be conducted only in accordance with 
the certification and minimization procedures adopted by the Attorney General. The Attorney General shall 
assess compliance with such procedures and shall report such assessments to the Permanent Select 
Committee on Intelligence of the House of Representatives and the Select Committee on Intelligence of the 
Senate under the provisions of section 1 826 of this title. 

(3) The Attorney General shall immediately transmit under seal to the Foreign Intelligence 
Surveillance Court a copy of the certification. Such certification shall be maintained under security 
measures established by the Chief Justice of the United States with the concurrence of the Attorney 
General, in consultation with the Director of Central Intelligence, and shall remain sealed unless- 

(A) an application for a court order with respect to the physical search is made under section 
1821(4) of this title and section 1823 of this title; or 

(B) the certification is necessary to determine the legality of the physical search under section 
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(4) (A) With respect to physical searches authorized by this subsection, the Attorney General may 
direct a specified landlord, custodian, or other specified person to- 

(i) furnish all information, facilities, or assistance necessary to accomplish the physical 
search in such a manner as will protect its secrecy and produce a minimum of interference with the services 
that such landlord, custodian, or other person is providing the target of the physical search; and 

(ii) maintain under security procedures approved by the Attorney General and the Director 
of Central Intelligence any records concerning the search or the aid furnished that such person wishes to 
retain. 

(B) The Government shall compensate, at the prevailing rate, such landlord, custodian, or 
other person for furnishing such aid. 

(b) (U) Application for order; authorization 

Applications for a court order under this subchapter are authorized if the President has, by written 
authorization, empowered the Attorney General to approve applications to the Foreign Intelligence 
Surveillance Court. Notwithstanding any other provision of law, a judge of the court to whom application is 
made may grant an order in accordance with section 1824 of this title approving a physical search in the 
United States of the premises, property, information, or material of a foreign power or an agent of a foreign 
power for the purpose of collecting foreign intelligence information. 

(c) (U) Jurisdiction of Foreign Intelligence Surveillance Court 

The Foreign Intelligence Surveillance Court shall have jurisdiction to hear applications for and grant 
orders approving a physical search for the purpose of obtaining foreign intelligence information anywhere 
within the United States under the procedures set forth in this subchapter, except that no judge shall hear 
the same application which has been denied previously by another judge designated under section 1803(a) 
of this title. If any judge so designated denies an application for an order authorizing a physical search 
under this subchapter, such judge shall provide immediately for the record a written statement of each 
reason for such decision and, on motion of the United States, the records shall be transmitted, under seal, 
to the court of review established under section 1803(b) of this title. 

(d) (U) Court of review; record; transmittal to Supreme Court 

The court of review established under section 1803(b) of this title shall have jurisdiction to review 
the denial of any application made under this subchapter. If such court determines that the application was 
properly denied, the court shall immediately provide for the record a written statement of each reason for its 
decision and, on petition of the United States for a writ of certiorari, the record shall be transmitted under 
seal to the Supreme Court, which shall have jurisdiction to review such decision. 

(e) (U) Expeditious conduct of proceedings; security measures for maintenance of records 
Judicial proceedings under this subchapter shall be concluded as expeditiously as possible, the 

record of proceedings under this subchapter, including applications made and orders granted, shall be 
maintained under security measures established by the Chief Justice of the United States in consultation 
with the Attorney General and the Director of Central Intelligence. 

Section 1823. (U) Application for an order 

(a) (U) Submission by Federal officer; approval of Attorney General; contents 

Each application for an order approving a physical search under this subchapter shall be made by a 

Federal officer in writing upon oath or affirmation to a judge of the Foreign Intelligence Surveillance Court. 

Each application shall require the approval of the Attorney General based upon the Attorney General's 

finding that it satisfies the criteria and requirements for such application as set forth in this subchapter. 

Each application shall include- 

(1) the identity of the Federal officer making the application; 

SECRJ]23*@£0RN 
119 



SECEE^^OFORN 



(2) the authority conferred on the Attorney General by the President and the approval of the 
Attorney General to make the application; 

(3) the identity, if known, or a description of the target of the search, and a detailed description of 
the premises or property to be searched and of the information, material, or property to be seized, 
reproduced, or altered; 

(4) a statement of the facts and circumstances relied upon by the applicant to justify the 
applicant's belief that— 

(A) the target of the physical search is a foreign power or an agent of a foreign power; 

(B) the premises or property to be searched contains foreign intelligence information; and 

(C) the premises or property to be searched is owned, used, possessed by, or is in transit to 
or from a foreign power or an agent of a foreign power; 

(5) a statement of the proposed minimization procedures; 

(6) a statement of the nature of the foreign intelligence sought and the manner in which the 
physical search is to be conducted; 

(7) a certification or certifications by the Assistant to the President for National Security Affairs or 
an executive branch official or officials designated by the President from among those executive branch 
officers employed in the area of national security or defense and appointed by the President, by and with 
the advice and consent of the Senate- 

(A) that the certifying official deems the information sought to be foreign intelligence 
information; 

(B) that the purpose of the search is to obtain foreign intelligence information; 

(C) that such information cannot reasonably be obtained by normal investigative techniques; 

(D) that designates the type of foreign intelligence information being sought according to the 
categories described in section 1801(e) of this title; and 

(E) includes a statement explaining the basis for the certifications required by subparagraphs 
(C) and (D); 

(8) where the physical search involves a search of the residence of a United States person, the 
Attorney General shall state what investigative techniques have previously been utilized to obtain the 
foreign intelligence information concerned and the degree to which these techniques resulted in acquiring 
such information; and 

(9) a statement of the facts concerning all previous applications that have been made to any 
judge under this subchapter involving any of the persons, premises, or property specified; in the application, 
and the action taken on each previous application. 

(b) (U) Additional affidavits or certifications 

The Attorney General may require any other affidavit or certification from any other officer in 
connection with the application. 

(c) (U) Additional information 

The judge may require the applicant to furnish such other information as may be necessary to make 
the determinations required by section 1824 of this title. 

Section 1824. (U) Issuance of an order 

(a) (U) Necessary findings 

Upon an application made pursuant to section 1823 of this title, the judge shall enter 
an ex parte order as requested or as modified approving the physical search if the judge finds that- 

(1) the President has authorized the Attorney General to approve applications for physical 
searches for foreign intelligence purposes; 

(2) the application has been made by a Federal officer and approved by the Attorney General; 
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(3) on the basis of the facts submitted by the applicant there is probable cause to believe 
that- 

(A) the target of the physical search is a foreign power or an agent of a foreign power, 
except that no United States person may be considered an agent of a foreign power solely upon the basis 
of activities protected by the first amendment to the Constitution of the United States; and 

(B) the premises or property to be searched is owned, used, possessed by, or is in transit to 
or from an agent of a foreign power or a foreign power, 

(4) the proposed minimization procedures meet the definition of minimization contained in this 
subchapter; and 

(5) the application which has been filed contains all statements and certifications required by 
section 1823 of this title, and, if the target is a United States person, the certification or certifications are not 
clearly erroneous on the basis of the statement made under section 1 823(a)(7)(E) of this title and any other 
information furnished under section 1823(c) of this title. 

(b) (U) Specifications and directions of orders 

An order approving a physical search under this section shall— 

(1) specify- 

(A) the identity, if known, or a description of the target of the physical search; 

(B) the nature and location of each of the premises or property to be searched; 

(C) the type of information, material, or property to be seized, altered, or reproduced; 

(D) a statement of the manner in which the physical search is to be conducted and, whenever 
more than one physical search is authorized under the order, the authorized scope of each search and what 
minimization procedures shall apply to the information acquired by each search; and 

(E) the period of time during which physical searches are approved; and 

(2) direct- 

(A) that the minimization procedures be followed; 

(B) that, upon the request of the applicant, a specified landlord, custodian, or other specified 
person furnish the applicant forthwith all information, facilities, or assistance necessary to accomplish the 
physical search in such a manner as will protect its secrecy and produce a minimum of interference with the 
services that such landlord, custodian, or other person is providing the target of the physical search; 

(C) that such landlord, custodian, or other person maintain under security procedures 
approved by the Attorney General and the Director of Central Intelligence any records concerning the 
search or aid furnished that such person wishes to retain; 

(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, or other 
person for furnishing such aid; and 

(E) that the Federal officer conducting the physical search promptly report to the court the 
circumstances and results of the physical search. 

(c) (U) Duration of order; extensions; review of circumstances under which information was 
acquired, retained, or disseminated 

(1) An order issued under this section may approve a physical search for the period necessary 
to achieve its purpose, or for forty-five days, whichever is less, except that an order under this section shall 
approve a physical search targeted against a foreign power, as defined in paragraph (1), (2), or (3) of 
section 1 801 (a) of this title, for the period specified in the application or for one year, whichever is less. 

(2) Extensions of an order issued under this subchapter may be granted on the same basis as 
the original order upon an application for an extension and new findings made in the same manner as 
required for the original order, except that an extension of an order under this chapter for a physical search 
targeted against a foreign power, as defined in section 1801 (a)(5) or (6) of this title, or against a foreign 
power, as defined in section 1801 (a)(4) of this title, that is not a United States person, may be for a period 
not to exceed one year if the judge finds probably cause to believe that no property of any individual United 
States person will be acquired during the period. 
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(3) At or before the end of the period of time for which a physical search is approved by an order 
or an extension, or at any time after a physical search is carried out, the judge may assess compliance with 
the minimization procedures by reviewing the circumstances under which information concerning United 
States persons was acquired, retained, or disseminated. 

(d) (U) Emergency orders 

(1)(A) Notwithstanding any other provision of this subchapter, whenever the Attorney General 
reasonably makes the determination specified in subparagraph (B), the Attorney General may authorize the 
execution of an emergency physical search if- 

(i) a judge having jurisdiction under section 1803 of this title is informed by the Attorney 
General or the Attorney General's designee at the time of such authorization that the decision has been 
made to execute an emergency search, and 

(ii) an application in accordance with this subchapter is made to that judge as soon as 
practicable but not more than 24 hours after the Attorney General authorizes such search. 

(B) The determination referred to in subparagraph (A) is a determination that- 

(i) an emergency situation exists with respect to the execution of a physical search to 
obtain foreign intelligence information before an order authorizing such search can with due diligence be 
obtained, and 

(ii) the factual basis for issuance of an order under this subchapter to approve such a 
search exists. 

(2) If the Attorney General authorizes an emergency search under paragraph (1), the Attorney 
General shall require that the minimization procedures required by this subchapter for the issuance of a 
judicial order be followed. 

(3) In the absence of a judicial order approving such a physical search, the search shall 
terminate the earlier of- 

(A) the date on which the information sought is obtained; 

(B) the date on which the application for the order is denied; or 

(C) the expiration of 24 hours from the time of authorization by the Attorney General. 

(4) In the event that such application for approval is denied, or in any other case where the 
physical search is terminated and no order is issued approving the search, no information obtained or 
evidence derived from such search shall be received in evidence or otherwise disclosed in any trial, 
hearing, or other proceeding in or before any court, grand jury, department, office, agency, regulatory body, 
legislative committee, or other authority of the United States, a State, or political subdivision thereof, and no 
information concerning any United States person acquired from such search shall subsequently be used or 
disclosed in any other manner by Federal officers or employees without the consent of such person, except 
with the approval of the Attorney General, if the information indicates a threat of death or serious bodily 
harm to any person. A denial of the application made under this subsection may be reviewed as provided 
in section 1 822 of this title. 

(e) (U) Retention of applications and orders 

Applications made and orders granted under this subchapter shall be retained for a period of at 
least 1 years from the date of the application. 

Section 1825. (U) Use of information 

(a) (U) Compliance with minimization procedures; lawful purposes 

Information acquired from a physical search conducted pursuant to this subchapter concerning any 
United States person may be used and disclosed by Federal officers and employees without the consent of 
the United States person only in accordance with the minimization procedures required by this subchapter. 
No information acquired from a physical search pursuant to this subchapter may be used or disclosed by 
Federal officers or employees except for lawful purposes. 

(b) (U) Notice of search and identification of property seized, altered, or reproduced 
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Where a physical search authorized and conducted pursuant to section 1824 of this title involves 
the residence of a United States person, and, at any time after the search the Attorney General determines 
there is no national security interest in continuing to maintain the secrecy of the search, the Attorney [sic] 
shall provide notice to the United States person whose residence was searched of the fact of the search 
conducted pursuant to this chapter and shall identify any property of such person seized, altered, or 
reproduced during such search. 

(c) (U) Statement for disclosure 

No information acquired pursuant to this subchapter shall be disclosed for law enforcement 
purposes unless such disclosure is accompanied by a statement that such information, or any information 
derived therefrom, may only be used in a criminal proceeding with the advance authorization of the Attorney 
General. 

(d) (U) Notification by United States 

Whenever the United States intends to enter into evidence or otherwise use or disclose in any trial, 
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body or other 
authority of the United States, against an aggrieved person, any information obtained or derived from a 
physical search pursuant to the authority of this subchapter, the United States shall, prior to the trial, 
hearing, or other proceeding or at a reasonable time prior to an effort to so disclose or so use that 
information or submit it in evidence, notify the aggrieved person and the court or other authority in which the 
information is to be disclosed or used that the United States intends to so disclose or so use such 
information. 

(e) (U) Notification by States or political subdivisions 

whenever any State or political subdivision thereof intends to enter into evidence or otherwise use 
or disclose in any trial, hearing, or other proceeding in or before any court, department, officer, agency, 
regulatory body, or other authority of a State or a political subdivision thereof against an aggrieved person 
any information obtained or derived from a physical search pursuant to the authority of this subchapter, the 
state or political subdivision thereof shall notify the aggrieved person, the court or other authority in which 
the information is to be disclosed or used, and the Attorney General that the State or political subdivision 
thereof intends to so disclose or so use such information. 

(f) (U) Motion to suppress 

(1)Any person against whom evidence obtained or derived from a physical search to which he is 
an aggrieved person is to be, or has been, introduced or otherwise used or disclosed in any trial, hearing, or 
other proceeding in or before any court, department, officer, agency, regulatory body, or other authority of 
the United States, a State, or a political subdivision thereof, may move to suppress the evidence obtained 
or derived from such search on the grounds that- 

(A) the information was unlawfully acquired; or 

(B) the physical search was not made in conformity with an order of authorization or approval. 
(2) Such a motion shall be made before the trial, hearing, or other proceeding unless there was 

no opportunity to make such a motion or the person was not aware of the grounds of the motion. 

(g) (U) In camera and ex parte review by district court 

whenever a court or other authority is notified pursuant to subsection (d) or (e) of this section, or 
whenever a motion is made pursuant to subsection (f) of this section, or whenever any motion or request is 
made by an aggrieved person pursuant to any other statute or rule of the United States or any State before 
any court or other authority of the United States or any State, to discover or obtain applications or orders or 
other materials relating to a physical search authorized by this subchapter or to discover, obtain, or 
suppress evidence or information obtained or derived from a physical search made before another 
authority, the United States district court in the same district as the authority shall, notwithstanding any 
other provision of law, if the Attorney General files an affidavit under oath that disclosure or any adversary 
hearing would harm the national security of the United States, review in camera and ex parte the 
application, order, and such other materials relating to the physical search as may be necessary to 
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determine whether the physical search of the aggrieved person was lawfully authorized and conducted. In 
making this determination, the court may disclose to the aggrieved person, under appropriate security 
procedures and protective order, portions of the application, order, or other materials relating to the physical 
search, or may require the Attorney General to provide to the aggrieved person a summary of such 
materials, only where such disclosure is necessary to make an accurate determination of the legality of the 
physical search. 

(h) (U) Suppression of evidence; denial of motion 

If the United States district court pursuant to subsection (g) of this section determines that the 
physical search was not lawfully authorized or conducted, it shall, in accordance with the requirements of 
law, suppress the evidence which was unlawfully obtained or derived from the physical search of the 
aggrieved person or otherwise grant the motion of the aggrieved person. If the court determines that the 
physical search was lawfully authorized or conducted, it shall deny the motion of the aggrieved person 
except to the extent that due process requires discovery or disclosure. 

(i) (U) Finality of orders 

Orders granting motions or requests under subsection (h) of this section, decisions under this 
section that a physical search was not lawfully authorized or conducted, and orders of the United States 
district court requiring review or granting disclosure of applications, order, or other materials relating to the 
physical search shall be final orders and binding upon all courts of the United States and the several States 
except a United States Court of Appeals or the Supreme Court. 

(j) (U) Notification of emergency execution of physical search; contents; postponement, suspension 
or elimination 

(1) If an emergency execution of a physical search is authorized under section 1824(d) of this 
title and a subsequent order approving the search is not obtained, the judge shall cause to be served on 
any United States person named in the application and on such other United States persons subject to the 
search as the judge may determine in his discretion it is in the interests of justice to serve, notice of- 

(A) the fact of the application; 

(B) the period of the search; and 

(C) the fact that during the period information was or was not obtained. 

(2) On an ex parte showing of good cause to the judge, the serving of the notice required by this 
subsection may be postponed or suspended for a period not to exceed 90 days. Thereafter, on a further ex 
parte showing of good cause, the court shall forego ordering the serving of the notice required under this 
subsection. 



Section 1826. (U) Congressional oversight 

(U) On a semiannual basis the Attorney General shall fully inform the Permanent Select Committee 
on Intelligence of the House of Representatives and the Select Committee on Intelligence of the Senate 
concerning all physical searches conducted pursuant to this subchapter. On a semiannual basis the 
Attorney General shall also provide to those committees and the Committees on the Judiciary of the House 
of Representative and the Senate a report setting forth with respect to the preceding six-month period- 
(1) the total number of applications made for orders approving physical searches under this 
subchapter; 

(2) the total number of such orders either granted, modified, or denied; and 

(3) the number of physical searches which involved searches of the residences, offices, or 
personal property of United States persons, and the number of occasions, if any, where the Attorney 
General provided notice pursuant to section 1825(b) of this title. 
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Section 1827. (U) Penalties 

(a) (U) Prohibited activities 

A person is guilty of an offense if he intentionally- 

(1) under color of law for the purpose of obtaining foreign intelligence information, executes a 
physical search within the United States except as authorized by statute; or 

(2) discloses or uses information obtained under color of law by physical search within the 
United States, knowing or having reason to know that the information was obtained through physical search 
not authorized by statute, for the purpose of obtaining intelligence information. 

(b) (U) Defense 

It is a defense to a prosecution under subsection (a) of this section that the defendant was a law 
enforcement or investigative officer engaged in the course of his official duties and the physical search was 
authorized by statute, for the purpose of obtaining intelligence information. 

(c) (U) Fine or imprisonment 

An offense described in this section is punishable by a fine of not more than $10,000 or 
imprisonment for not more than five years, or both. 

(d) (U) Federal jurisdiction 

There is Federal jurisdiction over an offense under this section if the person committing the offense 
was an officer or employee of the United States at the time the offense was committed. 

Section 1828. (U) Civil liability 

(U) An aggrieved person, other than a foreign power or an agent of a foreign power, as defined in 
section 1801(a) or (b)(1)(A), respectively, of this title, whose premises, property, information, or material has 
been subjected to a physical search within the United States or about whom information obtained by such a 
physical search has been disclosed or used in violation of section 1827 of this title shall have a cause of 
action against any person who committed such violation and shall be entitled to recover- 

(1) actual damages, but not less than liquidated damages of $1,000 or $100 per day for each 
day of violation, whichever is greater; 

(2) punitive damages; and 

(3) reasonable attorney's fees and other investigative and litigation costs reasonably incurred. 

(U) Subchapter Ill-Pen Registers and Trap and Trace Devices for Foreign 

Intelligence Purposes 



Section 1841. (U) Definitions 

(U) As used in this subchapter: 

(1) The terms "foreign power", "agent of a foreign power", international terrorism", "foreign 
intelligence information", "Attorney General", "United States person", "United States", "person@, and 
"State" shall have the same meanings as in section 1 801 of this title. 

(2) The terms "pen register" and "trap and trace device" have the meanings given such terms in 
section 131 27 of Title 18. 

(3) The term "aggrieved person" means any person- 

(A) whose telephone line was subject to the installation or use of a pen register or trap and 
trace device authorized by subchapter IV [sic] of this chapter; or 
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(B) whose communication instrument or device was subject to the use of a pen register or 
trap and trace device authorized by by subchapter IV [sic] to capture incoming electronic or other 
communication impulses. 



Section 1842. (U) Pen registers and trap and trace devices for foreign intelligence 
and international terrorism investigations 

(a)(1) (U) Notwithstanding any other provision of law, the Attorney General or a designed attorney 
for the government may make an application for an order of an extension of an order authorizing or 
approving the installation and use of a pen register or trap and trace device for any investigation to gather 
foreign intelligence information or information concerning international terrorism [sic] which is being 
conducted by the Federal Bureau of Investigation under such guidelines as the Attorney General approves 
pursuant to Executive Order No., 12333, or a successor order. 

(2) The authority under paragraph(l) is in addition to the authority under subchapter I of this 
chapter to conduct the electronic surveillance referred to in that paragraph. 

(b) (U) Each application under this section shall be in writing under oath or affirmation to- 
(1) a judge of the court established by section 1803 of this title; or 

(2) a United States Magistrate Judge under chapter 43 of Title 28, who is publicly designated by 
the Chief Justice of the United States to have the power to hear applications for and grant orders approving 
the installation and use of a pen register or trap and trace device on behalf of a judge of that court. 

(c) (U) Each application under this section shall require the approval of the Attorney General, or a 
designated attorney for the government, and shall include- 

(1) the identity of the Federal officer seeking to use the pen register or trap and trace device 
covered by the application; 

(2) a certification by the applicant that the information likely to be obtained is relevant to an 
ongoing foreign intelligence or international terrorism investigation 

(3) information which demonstrates that there is reason to believe that the telephone line to 
which the pen register or trap and trace device is to be attached, or the communication instrument or device 
to be covered by the pen register or trap and trace device, has been or is about to be used in 
communication with- 

(A) an individual who is engaging or has engaged in international terrorism or clandestine 
intelligence activities that involve or may involve a violation of the criminal laws of the United States; or 

(B) a foreign power or agent of a foreign power under circumstances giving reason to believe 
that the communication concerns or concerned international terrorism or clandestine intelligence activities 
that involve or may involve a violation of the criminal laws of the United States. 

(d)(1) (U) Upon an application made pursuant to this section, the judge shall enter an ex parte order 
as requested, or as modified, approving the installation and use of a pen register or trap and trace device if 
the judge finds that the application satisfies the requirements of this section. 
(2) An order issued under this section- 
(A) shall specify- 

(i) the identity, if known, of the person who is the subject of the foreign intelligence or 
international terrorism investigation; 

(ii) in the case of an application for the installation and use of a pen register or trap and 
trace device with respect to a telephone line— 

(I) the identity, if known, of the person to whom is leased or in whose name the 
telephone line is listed; and 

(II) the number and, if known, physical location of the telephone line; and 

(iii) in the case of an application for the use of a pen register or trap and trace device with 
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respect to a communication instrument or device not covered by clause (ii)~ 

(I) the identity, if known, of the person who owns or leases the instrument or device or 
in whose name the instrument or device is listed; and 

(II) the number of the instrument or device; and 
(B) shall direct that 

(i) upon request of the applicant, the provider of a wire or electronic communication 
service, landlord, custodian, or other person shall furnish any information, facilities, or technical assistance 
necessary to accomplish the installation and operation of the pen register or trap and trace device in such a 
manner as will protect is secrecy and produce a minimum amount of interference with the services that 
such provider, landlord, custodian, or other person is providing the person concerned; 

(ii) such provider, landlord, custodian, or other person- 

(I) shall not disclose the existence of the investigation or of the pen register or trap and 
trace device to any person unless or until ordered by the court; and 

(II) shall maintain, under security procedures approved by the Attorney General and the 
Director of Central Intelligence pursuant to section 1805(b)(2)(C) of this title, any records concerning the 
pen register or trap and trace device or the aid furnished; and 

(iii) the applicant shall compensate such provider, landlord, custodian, or other person for 
reasonable expenses incurred by such provider, landlord, custodian, or other person in providing such 
information, facilities, or technical assistance. 

(e) (U) An order issued under this section shall authorize the installation and use of a pen register 
or trap and trace device for a period not to exceed 90 days. Extensions of such an order may be granted, 
but only upon an application for an order under this section and upon the judicial finding required by 
subsection (d). The period of extension shall be for a period not to exceed 90 days. 

(f) (U) No cause of action shall lie in any court against any provider of a wire or electronic 
communication service, landlord, custodian, or other person (including any officer, employee, agent, or 
other specified person thereof) that furnishes any information, facilities, or technical assistance under 
subsection (d) in accordance with the terms of a court under this section. 

(g) (U) Unless otherwise ordered by the judge, the results of a pen register or trap and trace device 
shall be furnished at reasonable intervals during regular business hours for the duration of the order to the 
authorized Government official or officials. 



Section 1843. (U) Authorization during emergencies 

(a) (U) Notwithstanding any other provision of this subchapter, when the Attorney General makes a 
determination described in subsection (b), the Attorney General may authorize the installation and use of a 
pen register or trap and trace device on an emergency basis to gather foreign intelligence information or 
information concerning international terrorism [sic] if- 

(1) a judge referred to in section 1842(b) of this title is informed by the Attorney General or his 
designee at the time of such authorization that the decision has been made to install and use the pen 
register or trap and trace device, as the case may be, on an emergency basis; and 

(2) an application in accordance with section 1 842(a)(1) of this title is made to such judge as 
soon as practicable, but not more than 48 hours, after the Attorney General authorizes the installation and 
use of the pen register or trap and trace device, as the case may be, under this section. 

(b) (U) A determination under this subsection is a reasonable determination by the Attorney 
General that- 
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(1) an emergency requires the installation and use of a pen register or trap and trace 
device to obtain foreign intelligence information or information concerning international terrorism 
before an order authorizing the installation and use of the pen register or trap and trace device, 
as the case may be, can with due diligence be obtained under section 1 842 of this title; and 

(2) the factual basis for issuance of an order under such section 1842(c) of this title to 
approve the installation and use of the pen register or trap and trace device, as the case may be, 
exists. 

(c)(1) (U) In the absence of an order applied for under subsection (a)(2) approving the 
installation and use of a pen register or trap and trace device authorized under this section, the 
installation and use of the pen register or trap and trace device, as the case may be, shall 
terminate at the earlier of- 

(A) when the information sought is obtained; 

(B) when the application for the order is denied under section 1 842 of this title; or 

(C) 48 hours after the time of the authorization by the Attorney General. 

(2) In the event that an application for an order applied for under subsection (a)(2) is 
denied, or in any other case where the installation and use of a pen register or trap and trace 
device under this section is terminated and no order under section 1 842(b)(2)of this title is issued 
approving the installation and use of the pen register or trap and trace device, as the case may 
be, no information obtained or evidence derived from the use of the pen register or trap and trace 
device, as the case may be, shall be received in evidence or otherwise disclosed in any trial, 
hearing, or other proceeding in or before any court, grand jury, department, office, agency, 
regulatory body, legislative committee, or other authority of the United States, a State, or political 
subdivision thereof, and no information concerning any United States person acquired from the 
use of the pen register or trap and trace device, as the case may be, shall subsequently be used 
or disclosed in any other manner by Federal officers or employees without the consent of such 
person, except with the approval of the Attorney General if the information indicates a threat of 
death or serious bodily harm to any person. 



Section 1844. (U) Authorization during time of war 

(U) Notwithstanding any other provision of law, the President, through the Attorney 
General, may authorize the use of a pen register or trap and trace device without a court order 
under this subchapter to acquire foreign intelligence information [sic] for a period not to exceed 15 
calendar days following a declaration of war by Congress. 



Section 1845. (U) Use of information 

(a)(1) (U) Information acquired from the use of a pen register or trap and trace device 
installed pursuant to this subchapter concerning any United States person may be used and 
disclosed by Federal officers and employees without the consent of the United States person only 
in accordance with the provisions of this section. 

(2) No information acquired from a pen register or trap and trace device installed and 
used pursuant to this subchapter may be used or disclosed by Federal officers or employees 
except for lawful purposes. 

(b) (U) No information acquired pursuant to this subchapter shall be disclosed for law 
enforcement purposes unless such disclosure is accompanied by a statement that such 
information, or any information derived therefrom, may only be used in a criminal proceeding with 
the advance authorization of the Attorney General. 

(c) (U) Whenever the United States intends to enter into evidence or otherwise use or 
disclose in any trial, hearing, or other proceeding in or before any court, department, officer, 
agency, regulatory body, or other authority of the United States against an aggrieved person any 
information obtained or derived from the use of a pen register or trap and trace device pursuant to 
this subchapter, the United States shall, before the trial, hearing, or the other proceeding or at a 
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reasonable time before an effort to so disclose or so use that information or submit it in evidence, 
notify the aggrieved person and the court or other authority in which the information is to be 
disclosed or used that the United States intends to so disclose or souse such information. 

(d) (U) Whenever any State or political subdivision thereof intends to enter into evidence 
or otherwise use or disclose in any trial, hearing, or other proceeding in or before any court, 
department, officer, agency, regulatory body, or other authority of the State or political subdivision 
thereof against an aggrieved person any information obtained or derived from the use of a pen 
register or trap and trace device pursuant to this subchapter, the State or political subdivision 
thereof shall notify the aggrieved person, the court or other authority in which the information is to 
be disclosed or used, and the Attorney General that the State or political subdivision thereof 
intends to so disclose or so use such information. 

(e)(1) (U) Any aggrieved person against whom evidence obtained or derived from the use 
of a pen register or trap and trace device is to be, or has been, introduced or otherwise used or 
disclosed in any trial, hearing, or other proceeding in or before any court, department, officer, 
agency, regulatory body, or other authority of the United States, or a State or political subdivision 
thereof, may move to suppress the evidence obtained or derived from the use of the pen register 
or trap and trace device, as the case may be, on the ground that- 

(A) the information was unlawfully acquired; or 

(B) the use of the pen register or trap and trace device, as the case may be, was 
not made in conformity with an order of authorization or approval under this subchapter. 

(2) A motion under paragraph (1) shall be made before the trial, hearing, or other 
proceeding unless there was no opportunity to make such a motion or the aggrieved person 
concerned was not aware of the grounds of the motion. 

(f)(1) (U) Whenever a court or other authority is notified pursuant to subsection (c) or (d), 
whenever a motion is made pursuant to subsection (e), or whenever any motion or request is 
made by an aggrieved person pursuant to any other statute or rule of the United States or any 
State before any court or other authority of the United States or any State to discover or obtain 
applications or orders or other materials relating to the use of a pen register or trap and trace 
device authorized by subchapter IV [sic] of this chapter or to discover, obtain, or suppress 
evidence or information obtained or derived from the use of a pen register or trap and trace 
device authorized by subchapter IV [sic] of this chapter, the United States district court or, where 
the motion is made before another authority, the United States district court in the same district as 
the authority shall, notwithstanding any other provision of law and if the Attorney General files an 
affidavit under oath that disclosure or any adversary hearing would harm the national security of 
the United States, review in camera and ex parte the application, order, and such other materials 
relating to the use of the pen register or trap and trace device, as the case may be, as may be 
necessary to determine whether the use of the pen register or trap and trace device, as the case 
may be, was lawfully authorized and conducted. 

(2) In making a determination under paragraph (1), the court may disclose to the 
aggrieved person, under appropriate security procedures and protective order, portions of the 
application, order, or other materials relating to the use of the pen register or trap and trace 
device, as the case may be, or may require the Attorney General to provide to the aggrieved 
person a summary of such materials, only where such disclosure is necessary to make an 
accurate determination of the legality of the use of the pen register or trap and trace device, as 
the case may be. 

(9)0) (U) If the United States district court determines pursuant to subsection (f) that the 
use of a pen register or trap and trace device was not lawfully authorized or conducted, the court 
may, in accordance with the requirements of law, suppress the evidence which was unlawfully 
obtained or derived from the use of the pen register or trap and trace device, as the case may be, 
or otherwise grant the motion of the aggrieved person. 

(2) If the court determines that the use of the pen register or trap and trace device, as 
the case may be, was lawfully authorized or conducted, it may deny the motion of the aggrieved 
person except to the extent that due process requires discovery or disclosure. 

(h) (U) Orders granting motions or requests under subsection (g), decisions under this 
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section that the use of a pen register or trap and trace device was not lawfully authorized or 
conducted, and orders of the United States district court requiring review or granting disclosure of 
applications, orders, or other materials relating to the installation and use of a pen register or trap 
and trace device shall be final orders and binding upon all courts of the United States and the 
several States except a United States Court of Appeals or the Supreme Court. 



Section 1846. (U) Congressional oversight 

(a) (U) On a semiannual basis, the Attorney General shall fully inform the Permanent 
Select Committee on Intelligence of the House of Representative and the Select Committee on 
Intelligence of the Senate concerning all uses of pen registers and trap and trace devices 
pursuant to this subchapter. 

(b) (U) On a semiannual basis, the Attorney General shall also provide to the committees 
referred to in subsection (a) and to the Committees on the Judiciary of the House of 
Representatives and the Senate a report setting forth with respect to the preceding 6-month 

pe riod- 
CI) the total number of applications made for orders approving the use of pen registers 

or trap and trace devices under this subchapter; and 

(2) the total number of such orders either granted, modified, or denied. 



(U) Subchapter IV-Access to Certain Business Records for Foreign 

Intelligence Purposes 

Section 1861. (U) Definitions 

(U) As used in this subchapter: 

(1) The terms "foreign power", "agent of a foreign power", "foreign intelligence 
information", "international terrorism", and "Attorney General" shall have the same meanings as in 
section 1 801 of this title. 

(2) The term "common carrier means" any person or entity transporting people or 
property by land, rail, water, or air for compensation. 

(3) The term "physical storage facility" means any business or entity that provides 
space for the storage of goods or materials, or services related to the storage of goods or 
materials, to the public or any segment thereof. 

(4) The term "public accommodation facility" means any inn, hotel, motel, or other 
establishment that provides lodging to transient guests. 

(5) The term "vehicle rental facility" means any person or entity that provides vehicles 
for rent, lease, loan, or other similar use to the public or any segment thereof. 



Section 1862. (U) Access to certain business records for foreign 
intelligence and international terrorism investigations 

(a) (U) The Director of the Federal Bureau of Investigation or a designee of the Director 
whose rank shall be no lower than Assistant Special Agent in Charge) may make an application 
for an order authorizing a common carrier, public accommodation facility, physical storage facility, 
or vehicle rental facility to release records in its possession for an investigation to gather foreign 
intelligence information or an investigation concerning international terrorism which investigation 
is being conducted by the Federal Bureau of Investigation under such guidelines as the Attorney 
General approves pursuant to Executive Order 12333, or a successor order. 

(b) (U) Each application under this section- 
(1) shall be made to- 

(A) a judge of the court established by section 1 803(a) of this title; or 
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(B) a United States Magistrate Judge under chapter 43 of Title 28, who is publicly 
designated by the Chief Justice of the United States to have the power to hear applications and 
grant orders for the release of records under this section on behalf of a judge of that court; and 
(2) shall specify that— 

(A) the records concerned are sought for an investigation described in subsection 
(a); and 

(B) there are specific and articulable facts giving reason to believe that the person 
to whom the records pertain is a foreign power or an agent of a foreign power. 

(c)(1) (U) Upon application made pursuant to this section, the judge shall enter an ex 
parte order as request, or as modified, approving the release of records if the judge finds that the 
application satisfies the requirements of this section. 

(2) An order under this subsection shall not disclose that it is issued for purposes of an 
investigation described in subsection (a). 

(d)(1) (U) Any common carrier, public accommodation facility, physical storage facility, or 
vehicle rental facility shall comply with an order under subsection (c). 

(2) (U) No common carrier, public accommodation facility, physical storage facility, or 
vehicle rental facility, or officer, employee, or agent thereof, shall disclose to any person (other 
than those officers, agents, or employees of such common carrier, public accommodation facility, 
physical storage facility, or vehicle rental facility necessary to fulfill the requirement to disclose 
information to the Federal Bureau of Investigation under this section) that the Federal Bureau of 
Investigation has sought or obtained records pursuant to an order under this section. 



Section 1863. (U) Congressional oversight 

(a) (U) On a semiannual basis, the Attorney General shall fully inform the Permanent 
Select Committee on Intelligence of the House of Representatives and the Select Committee on 
Intelligence of the Senate concerning all requests for records under this subchapter. 

(b) (U) On a semiannual basis, the Attorney General shall provide to the Committees on 
the Judiciary of the House of Representatives and the Senate a report setting forth with respect to 
the preceding 6-month period- 

(1) the total number of applications made for orders approving requests for records 
under this subchapter; and 

(2) the total number of such orders either granted, modified, or denied. 
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